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Chipping Code
Converted Back to
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: Complementary Code Keying

1 20,5 oS aols S (g abwgr 1) Can 7 U (4195 (o0 (095 2] 30 095 (0 05 1) Can Y i a5 ;5,0 05 BN
Oy o0yl 48 oolaswl 3590 11IMbpS g 8.5 Ko YU sld s s gl Lo

9 Algao (21195 3T (59 45l L < 39b Jlol 45 il @igo < 23,8 a5 1, s &5 Jlo

ol 41515 425 Lol ol & 50 51,55 2z 0

99 (50 J1i 1 Sy 3 yivo 4 RF JUSius 50 &l g8y 4l (ix Encoding

Sl oul (6,500 g p...‘a.u aS cowl RF JL&“» SO §f3 Modulation
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Data Rate Encoding Modulation

1 11 chip Barker coding DSSS Binary Phase Shift Keying

2 11 chip Barker coding DSSS Quadrature Phase Shift Keying

5.5 & chip encoding DSSS Quadrature Phase Shift Keying
8 bits CCK coding

11 & chip encoding DSSS Quadrature Phase Shift Keying

4 bits CCK coding
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2.4 GHz Systems
Wireless Link-Distance Approximate Value “F” Approximate Value “C" | Value "H" Antenna Mounting
in Miles (60% Fresnal Zone at 2.4 GHz) Earth Curvature Height with No Obstructions
1 14 3 17
5 31 5 36
10 43 13 56
15 53 28 81
20 61 50 111
25 68 [iti] 146
5 GHz Systems
1 9 3 12
5 20 5 25
10 28 13 41
15 35 28 63
20 40 50 90
25 45 78 123
_‘ Total Distance N
o
Antenna Fresnel @ 60%
Height
r
:: Earth Curvature

O g0 aw P 2o b) oS o8 0L LS 1y oy gLl « diliows Cdls jo asilis « K ool ot as gy
e (33l 4 Ju) 3 S8 & 0l o+ (51,3 T 93
L35 g8 5158 ol o Sl et A wicmd ] 1 5895 Indoor gy JUKw : 4z g
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: RSSI

RSSI . cowl ouds il jo JUSuw juis 45 Cawsl 5 odidd Lis Received Signal Strength Indicator
s scale 1 ogd o0 55 o3l HLisdgs P SLalKiws b g AilSTus W yga « (Vendor) Jeaxoe w iy
Fole 3 Ra0 By g e dee B o 5l By o) 3,5 dumalis ;00 b 1) LT ol (ood dzmi 30 3 Wl Slika
(g (o0 (G el

.5,ls ol Network Stumbler . . »15 gl asuis ;o RSSI (g awlxo b Kiws 31 S

: SNR) g5 a0 JUKow o

9 oS ) JUKw & g & Comnd JUSw @8 gl by gl» Sewnd e Signal-to-Noise Ratio
Al 50 ot Jilgo G2, 51095 Cawgd b (0,5 Camo Jgiio « SHl e 50 AT (P8 0T (o0 hnd
a1y Lo (gloo wilgh (oo ¢ Consl (a5 a5 (Ggundl 45 (65,3 . Wit o 9 v 3 g5l Jpiuieo LT (g0l (098
coip By Jud bl az e Jlo L oS (o0 ST Led gl b oI50g5 g 0180 6 At sloo (92 < dghbe (295
SNR' (s . 3 (o0 i 1y Iwo Lo Cawgd 9 090 (o0 Yoy (SLSI sbd JUSow @ (ol JUSomw Coms

P99 (20 yhiar 9 5 (598 (L s JUSw

: Link Budget

¢ SO nridl ol 45 ¢ 3 S o0y 50 [y 00y 3 ook B oy il 9 b GAIN plos ¢ S Ky (g Az
A5 Gl Camod! Pl 5wl 31 5eaSB ! ale 39 gy Sl o 4SSl ilie WAL plw g ¢ (pol gain
- gled 28l 50 (cmwlio JUSKm Wilgiy 0 oS U ol 58 lgi jadizr « JUSaw SO JLo,! (61 el

Received Power (dBm) = Transmitted Power (dBm) + Gains (dB) — Losses (dB)
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WLAN (slo (53509195 9 1 (53999555 b (2 Lol 2 p3le Juad

WPAN
WLAN
WMAN
WWAN
Ad-Hoc b asiiis
EUW L2 v

BSA v

ESA v
Service Set Identifiers
Workgroup Bridges
Repeaters

Outdoor Wireless Bridge
Outdoor Mesh Networks
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lgo (pdxs . a,l0 415 gy ilitio S ($59093 95 9 B ($399T b wuiS (o0 45 plg (sla Al b Aol
Sy alizo gla Gl jo a5 Sl )l (pm wudles oo bl (S y0 9« Wyl peer-to-peer bls,l S a4 5L
Sy90 S ($59enST g ¢ W ply S Al alizo glgil b ¢ Jad (! jo L oS I8 0 bLI e wisls I8 el

o daplgs LT LT solasw!

- Og0d el Lo g il 4 1y d plg slo Al ple (Gialgy el Hlo ¢ ful 4o

WWAN
Cities and Beyond

WMAN
Entire City

WLAN
<100m

WPAN
< 5-10m

: WPAN

b Kob wld a8 WPAN (55 Bgymo. Cowl oo o>l,b g8 Yo (5 00900 50 Callad 5l 45 ol aSis
S 9 (5 o390 ok 50 Gigishy 4T syl Al (5 AIKS . Casl Sgigly ¢ wld H 5 T b 0390l
(interference) Js1ai « odgumxo oyl 10 y595 s AP (5 ojlail 4 ol « w05 o0 cudlzé 802.11g 4802.11b
S (39,50 9 1 (wgo b (Foigh o gdun (oL dluai g9 b 4T il aiblo &g WLl ¢ ulS (o0 olon
39 o0 Cacly 45 ¢ WS o oolisil FHSS 1 cogiply a5 consyl i Lol ¢ dyly 99292 6345 S5 ¢ Foigh
(!l GLS p! 31 41,8 Frequency Hopping Spread Spectrum cax) .0gp o 31 g0l o U J51a5
ALl 5 Jlad gl olKiws 3L ) Slawi wilgi oo Lol ¢ wdl oo Jlad oliwd A Jolis « rgighy K8 (5 a5
31935 yle aodMs oty WPAN gl S5rg - aisly

. ug.e Yo Sgd — Cowl oUgS oi & 09g9ux0 v

bl adls Wlgh oo Jed o ALV

.l 2.4GHZ o il yb G v/

(S gS Jud (5 ASud) 39 0 4xiS 3 piconet Tay v
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: WLAN
dual- b AP ji oS 5 olg oo« b 450 pl 5 . ol o >1,b WPAN 31 58,5 >ls gl WLAN
802.11a/b,gn s o luibuw! 3l WLAN . 3405 cualine Iy calize s desktop j ¢ b ol J « band
dual-band Se» b client g b AP a5 caws!l « 83lw o0 pdy Slhasil 1) b WLAN axil .oiis o ool
oo B client yiiuy g WS oo ol 1) Gilise o> lgi 5o e bLS,l oo gy 5l ooliiuwl yol oyl ¢ i

Al (o0 et 5 o2l & WLAN (6l (3 31 (o5 51 - il Jsb (oicgas wilys

.5GHZ | § 2.4GHZ wils ¥ G 3 ooliciw!

.client G AP 3l ywo Voo sgu> — WPAN @ Cand pizwg (5 09g0x0

- Sl 5L 0590 (5 Y (5295 Ol ¢ ¥ 90 Jlgd A Gy

e ylo 1y (client) Jled olfiuws A 51 o S99 Wil 14 ¢ dociund y3dy Blanil jluuss b WLAN

AN N NN

: WMAN
point-to- . Backbone g wgw oleie 4 9 220 0 giligy |y crawg 2Ll 2> 5 00gaxe L WMAN
30 nig T3 9T pdii b 5590650 o 355> Wilgi 0 a5 point-to-multipoint g SCJ o> U < point

. Gl WMAN 0 s0le (6 0l ¢« Cdlimn i3] b s gy b5 4 Clilo axgi duly . digi 0 48,5 i
Sy il S lee 4 wilyh 0 WiMax . (802.16b) cuwl WIMaX «j9 ol glis j0 WMAN (s 5 g 520

. 3y31 ool 1y last-mile owyws « (DSL b cable wbls )l Jio) Broadband b s g yw

S50 ‘Sl.ib Awgy g ) ‘5)915& w).a.: ‘5|).3 ‘ ‘5)9.‘9‘& é’LhAD 9 quL.u) 3o A Camu Mol Last-mile : 4G

99y 0 3w (bl gla Sl 9 (sl (S e s bLI 1 (5518 0 (sl eolaswl

: WWAN
L Oloas . ol Caod G5 Hloms 4 (1 (651852 1M 305 (o0 2 53 1) (g sl (5 00990 WWAN
Lo 49 3w 1y data a4 g piwd « VOICE 4 guw piwd y 09N Wilgs o0 9 Sl WWAN © 09 o0 &1yl Lol & a5
G399 oy yidgyro . (low data rate) cwwl 115 Kbps sgus> ¥goxe data rate « b asuls cpl jo . wbd 4l
Yoo Lo b lawo 4 ow piwsd gl 5105 o 4y 3 ¢ wlil o0 CDMA g GSM « solaiw! 5,50 WWAN

. (pay for use) cuwld g g yw ol 31 01,81 eolaiw! oyl o  poluwl
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500 (382 ¢ O, Caogos yol (pl Lol ¢ 5,5 colaiwl unlicensed by wils'yd 51 olei 0 WWAN o wisS

licensed gla wils )8 cuwl yige IV . 5o (interference) Jsloi cogo g aicso 1) j5 cul o2 o550 ol

-0 5l >

L.sf 802.11 buwgi ool (i (g5alargd 90 b 1y Lol dolol jo o aSil g8 5l (ol 090 0 (AT S 3l

- 0,5 peplyS

:Ad Hoc b asiuis
-l aid)F i ad hoC Al S ¢ aisS (o0 8 BLI | SR0S0 U edinne e T gunelS 90 Aol
Broup <G oliws G ¢ (9o 50 ¢ W)l (535 po ol S5 4 g3l « bL,l I8 sl ad hoc sle asis
S o0 o0liiwl BLI S (51,8 gl LT 3 3 ;K50 olews g« 00,5 wliusiradio parameter g name

o] o yiawd P8 ¢ oliwd S (4 40 45 WS 0 iy y%5 gl ax>U Basic Service Set (BSS) v

¢ bLI,l 6yl 6lp keluws a5 cawlias (pl 4 Independent Basic Service Set (IBSS) v

- 5,105 (AP ) (35 o oliws S 4 (5L

|
—

E ) % ,
\\\\Rah_ ,f’/ff; -

« client y» g cowl by throughput 10 . w5 oo coliswl radio G 51 bad ygumols w2 ¢ (>ub g4 ol 50

LS Bl e g Jlwyl e oty ol 50 wilgd ood fy) ¢ 0S8 oo Joe half-duplex olfuws < &g
T
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P Al s le
35 AP (K5 S g o0 - 09 o0 43D ,5 L5 o b client Jlail g abai oylgie a1 AP ¢ Wd s (oo aSods 5o
i1y ¢ cwl bridge g Hub oo (s 3u 23l9
. (cowl half-duplex) sl aiils il ;s 9 Jlu,l oyl pod Silgi 03 14 ¢ 955 o0 ssliswl Tadio Ky 31 v/
05 o0 yd oo 0,5 forward s pwesas « v3 39 2 MAC o ol wlwl s cbridge wiibe v/
8 5 - e T g o1 5 51 otz (et g S o 8 &5 Cunsyl o bridge L AP cwlul wolds
S« dwadio g oo MAC o0 90 w5 ogde i ply 5o w3 50 Lol « 3418 5959 MAC w0l G 98 « ciyl b
03,5 oslizuwl workgroup bridge ;I azibs . cowl aimsly WOTKgroup 4y a5 cuwl AP 4y bgs o MAC w01
MAC ;0T ¥ B Y olg5 oo« o 2l o239 5o 1 ¢ ool next-hop (wysl wilgs o wp MAC ;o1 5 ¢ ouily
C 0SS mS 05 1y Lo Cawl o pb o] 592 Lol . cuwl Wireless station gg G zdlg 0 AP SO L clils
. 9ol ulgs infrastructure device G 1) AP ¢ (STA) ool 0 Station 1, b client aiows

95 0 BSA 1) AP S gy (s 0399xe : Basic Service Area (BSA) v
—_—
/ Coverage Area\
|'III b

Wireless AP f

=

Al e wigd Juaso 29395 piwamw SS9 49 AP G 31 s axili> - Extended Service Area (ESA) v

Common Distribution System
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. Clls woalgs Ethernet bli )l as 303 100« wioS Jos repeater o & jguar wiilyi (oo B AP (5 4G
OSoo TOAMING 4SSy (gl . Wiy g5 o0 FOAMING Iy ;K50 AP coomw 4 AP &G 3l client gluls sl )8 1 axsS

. bl als overlap wb b AP« wib

: Service Set Identifiers
wireless networks are :a5 oS s0 sudlico POPUP S« 0usS 0 (piig) [y 995 OU G gl plg 4wl
AP 35 . oy (o0 (oolusl 6y Sy ¢ 9S50 0l D92 50 (G1b Al @y 45 alSoB . oyl Al (55w b available
el olod Ygore « Linksys gld Juo jo0 ¢ w0 ol asls gl Tsunami el ofumw oosud b

. 0g o0 ol Linksys
o MAC 0T ¢ cowl aSiis o g MAC w0l <S55 ¢ pb o1 : Service Set Identifier (SSID) v
LS o0 wdgi AP a5 (5,555 MAC ya U « il wireless radio (ol wilgs
COSS PO g gy Ay S (sl haid AP aSli y 90,0 : Basic Service Set Identifier (BSSID) v
. &y g8 BSSID 1 (4T b
SSID (pusz « pb S sl 4 AP S ,51: Multiple Basic Service Set Identifier (MBSSID) v/
3529 AP [y a5 uilS oo )8 L client ¢ wiS o (B0 g |y ASl i @8lg yo ¢ wbl adls
392 g COIlISION ¢ wicS Jlw )l yloon joku b User 5. cdl> oyl 4o (oo ylo Virtual AP gl y5) 5400
-2l AP cnl (sl uils 8 g 1581 et Sy i 50 15t T (o0
¢ ol LS b 3w LT sl SSID ¢ sl axisls overlap wb b AP sls BSA asCy! s ogde . roaming ,o

. 093 dalgs glise sl MAC ol wiz y»

| have access to
SSID: comp_net

and my MAC is:
000c.0002.0002.

| have access to
SSID: comp_net

and my MAC is:
000c.0001.0001.

Common Distribution System
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: Workgroup Bridges

Lo 4 oyl b CSULo a0 b ¢ ool 4islod 3929 S5 Juolgd 5o oS S el ool (pKo « bayl b (o5 g0 o

wile WGB (g3g0g195 S 51 ailyd (o0 Losdh (o2Blg0 (i 50 . 9aai 1) b <1 oad g 592 (49,5 €y 5 051

-
O

D ausS eoliiwl ) JSCh

L

\

FEEE

|solated Wired
Network
i S, 4 a5 AP G b (Wired) o 6 a5 SO o b3S 651585 9 505 b 12 WGB a5 s a5
$99) 0 ) @l Jaio 2598
0SS o0 Slgauiin |y workgroup bridge g4 g0 gSuwaw
S o AP & L aWGB < : Autonomous Workgroup Bridge (aWGB) v
. & oo Ethernet client ;puia ¢ 08 o0 oG aWGB @ AP asColion g 0440 (o0 Juaso UPStream
o s AP @ 405 b ol UWGB < : Universal Workgroup Bridge (uWGB) v
o |y single client o ks « w5 oSG UWGB 4 AP (51 5 « oo o218 1 UpStream s g5
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: Repeaters

Iy oo o313y 2815 ;0 WGB (392 « 5,5 colaiwl WGB 3l oylgi (ood ¢ a8l (siniigy (6 dzmwgi (5l « B ESS o
cCd S SoS e repeater i lg o Lol £ 0SS 0 o o

0 s (o (6 ASh SO A g (6 4Sd 4 bl gl g a5 cawl AP S @81y 50« ol lg Tepeater oo
- 05 (oo (overlap) Sligmes « cowl Jog &i98 6 A SO 4y (S b jgua a5 AP S b (e j0 1005

bl dage S w00 50 sgus b coverlap opl lade

Distance from
client to AP is too
far, but from client
to repeater is
within normal 2.4
GHZ range.

T
-

e — e

—

AP Acting as/a Repeater To Common Distribution
(Server Famil and Intemet)

= 000000 000000 |

O gz 6 4l 51 ZH6 )5 T Al 5o 09 Juaio 4Kl 4 45 aBd o0 o)Ll )5 Sy 4 Repeater
SSID &G 51 Lad « <l ol jo a5 5,5 colawl repeater ylge a0 AP &G 51 olgi o0 adl . 5410 ,1,8 AP

SO (o0 (Sl

. Ogui o0 pumwdll o 90 4 cTEpeater hop y» sl J5 troughput « coles yo
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: Outdoor Wireless Bridge

. 5,5 oolawl wireless bridge jl p» 3L« j99 b alold LLAN Wz U g0 oy Sod SO 65108 0 10 o3lgF (o0
LAN a5 cawlize o 4 oM o] 09 o0 plil ¥ (g a3 4 (5580955 « pudd 0 plxil bridging as” Lxil 51 ascdl

. &3 las routing table g8y ;o g wioS (B o |y Sl wSilgs oo b

10,5 Jaio pb & point-to-point wlediid g yb 311, LAN g0 ylgi o0

Point-to-Point

Site A Site B

sl b po ma b e 35 whub oy 31,6 51 1) LAN (g0l j olaas asCul b

Point-to-Multipoint

L. &S o0 olioy 1y Aironet 1300 36 ¢ Aironet 1400 g ol pls s bridge ;1 solisw! gSowaw
30 1y W client ole oo « o 2 ogde Wer Joo 50 Lol ¢ 85 Js b a5 oy o3le (o0 b 1400 Joro 31 oo Lisius!
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: Outdoor Mesh Networks

09 JSiao 5z (635 p0 ol o A j90 50 ¢ Wbl i o8 4 (635 p0 ol O bwgi Al sy aziliy
F 99 (o0 adad S aS L b 4l plod bl

Point-to-Multipoint

Wirgless Wireless
Mesh Mesh
Controller Controller
o
Q00000

S &5 Sy 4 (mesh g a6 b AP yled L) b node I oax « oyl mesh ¢ aul G aln
o (y3oaz «N10AE 2 (o yaizxod WSS 0 (55b |y TEpeater yid b node Sy g wkws Jake wired
¢ 0,5 oolawl 00 61 o b o 1 (4198 (0 cTOULE SO oLl HI5 510 ol &lad & jguo 50 a5 0,410 0929

Op o Vb (b ) Sl A i )l B0 s A pp ol (pl vz pp

. (IEEE 802.115) &S o codlad 35 mesh o aibisl g9 03955 oo IEEE
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b T b (T : iy Jund

Polarization <
Diversity <+
s b ol glgl %
Omnidirectional Antenna v’
2.2-dBi Dipole =
AIR-ANT 1728 =
AIR-ANT 2506 =
AIR-ANT 24120 =
Directional Antenna v’
8.5-dBi Patch ol u.uT "
13.5Yagi Antenna =
21-dBi Parabolic Dish =
Dual-Patch Omnidirectional 5.2 dBi =
b i wils ooyl g YLasl %
Attenuator — cuicS s v
Amplifier — cuiss cogis v
Lightning Arrestor — .5 aiclo v
Splitter — owis puwnds %
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JUSw o T (g T2 1w b (T ¢ (ol (6 oS Sy iy (2 yieteo 45 S (ol (o0 S (g9
LU o0y publgd Cumo b il Gl (F3g 990 50 ¢ it () 30 . WS (b jui |y yio S (o Wilgh o0d Lo
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: Polarization

5155 (g0 waloliog Il g0 Sy . 0 g Uab 10 1y purbliiag S lpol 45 Canil ¢ (55T Sy (sliol an
) (gl Ve £ A wugS (0 pamln Ve Tee (I SIS Gegmi 4 AT WS LS KU (pair @
fdylo ((Sab

(so90<) Vertical v

(88" Horizontal v/

(,99w) Circular v/

Electric Field Electric Field
IS sl h
R Electric Field
@
&
K

&
Vertical Polarization Horizontal Polarization Circular Polarizarion

(o - i (VETtical) oges ¢yammlii Yoy g ¢ il Gl A5l )0 adirad g sl (T ¢ S
-l g3gos dlood (S S (ylue
cal o0 0928 4y (S Sl y2 b oSl gyl Jawwgi (K pSIT e+ 4SS
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: (P950e5 « £49) Diversity

39 . 09 o0 axaS dIVersity yol oplas ¢ cawl AP S o o6 90 3l solisw! c multipath b alilie glealy 31 S
pIAS 4 dagly Wilgi (0 AP 13 ¢ 0l c0 995 1 3 4 T 90 g ) AP @ o )3 (gl Sl ¢ g o
ol wiblgs il p0 (T o 51 08 (6 ded a1 (T 51 S g0 Bl y0 (598 9 e Iy i sd T

i ey ) (AT (5 el Ky 99 8 g Wil by gl o (T 4T Cuilo az g gl sl

tly sl ol glyl

gl 35 503 ()lime 0 i LT cglds 130 ¢ S (o0 Jluol 1y (65531 Hldio G b il (5 4nn a5 Clls 4z g Wyl
0 oy ol as Ty 595 A5 Wy 4l0 098 Elya Ky uwS (P48 ¢ e S0 sl . (focus of beam) cow! ¢yl puiaid
oo ¢ A ooliiwl (55 o £l 51 Mo azuiliy Lol c udS (129, 1) (655 G b Wilgl (o0 Wiz y2 g WS
sl 30Lo Al cymod o B (55T 3590 50 0,10 55 50L 5 3 31 5 ¢ ol 00y 35 poko 9 5L s 598 £l 45
Belrid ¢ Sl (g w0 )0 45 (wublyty § S i (i (oY o) Sy Il S s 4 1y 5T Lo ol (Koo
Sl 1y (ST g pusS 5158 9 yogheS Yo Sio cdluno b pOINt-t0-point o Ky pudlgss a5yl b ¢ wbls axils
b JUSow T ylad (515 e 9 oy 15 995 Jiliie il Wilgs B audly 35 500 3 Sk sleann T beAM a5 i
LS Jll 1,

LS it 1y T GAIN Wb aums ol B e SO 40 1) olg aaplgS (oo ST AT

e o0 6yl 3 YU gaIN b ol T ¢ puly aidls 35 pocio DEAM 4 55 a0 Kod Y goo © 43S0

:Omnidirectional Antenna

.@.w@@w;.m,ugju&moqqsm)aoxidl‘wmﬂ@u;ldﬁwm

SO L G 9 0310 5158 b 53 1) AP Sy Syl (S £ 0,10 929 T SO Gisbgy (5 00990 (o2 (12 0l 9
Iy ol coverage oy & yguo 4 « RSSI g SNR (g dawloxo by g pusS &Sy 49 g9 « 0U J o Client
B &b 3y SleMbl nl il (g onijles @Bly 1o 105 « Col i oty (et Sl gy 5 4T Conmdly ¢ 550 o,
(3,15 599 LT datasheet g b il slo Solbls 1o a5 TLeMbl 5l b« by, cxl 30 - Wb o0 Lo 4 bo,l5g03
5 yShas g 092 3l B i lojl Lyl s 5 4 Coml sitlicho ol diki « el ] glgil 31 K5+ oS o0 00 Licias!
O PRV P R |
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: el omnidirectional (5T G as YU 51 6l (6 azmass « g5 S5
1]

270

180

5 LS 5 oyl ol 4 a5 ST colu o Jos 0 g cawl JT oyl Cdlo o ol 45 cabls azgi wly asdl
o (K0 ¢ Syl il Sl (5 And 33 ¢ e

a5 i o0 ¢ ) E-plane o ¢ cowl o351 S a4 ,LS 31 oS Jwol> Elevation-plane : E-plane v
ONE & § Cammlyb Gld Cudgummo Hbols 4y dliwn (pl 45 « Comd JolS (g 440 Y+ ] pattern
I 295 crmly b YU oo a 4SSyl & ¢ 090 (o0 iy T SBlpbl 4 JUKows (Siny - ol g y2a floOT
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: 2.2-dBi Dipole

PeE 30 ¢ 8,0 oo § auiriid  vertical w g as (ST ol 1y ) ¢ ol Dlgd a4y duis oyii] oyl alniis pattern
griazsini (6951 51yl L DIpole ouso¥ oo aSuoliod (o Cuomw JSb) Cawl ouls > 1,k H-plane g g1y
isotropic <G b b T Slgl cdél a5 4uS a>g5 Wb « wwwa (Doughnut-shaped) wbgs 4 amd
dod jd JUSw a5 WS (0 (P58 ¢ Sgyigil (6 0usS gk (Cawly Coomw JS) Wighh o0 duws o Tadiator

(- Comlos ju g JT o Mols « 055 9! 4l 45). wly (o0 HLS| g iy (LS, @ yg00 43 ¢ Lol 3 o s

antenna

ly cuas pod g Bllasil 6l (FWiguiili casld ¢ 2.14-dBi (5T . camdg y2o w2 Rubber Duck ay il oy
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:AIR-ANT1728

Lol ou aig (5] 395 (59 B GleMbl iz b ¢ S ilei (g0 1) Joue 5 1) ol (pl wlize

Gain 5.2 dBi

Polarization 5.2 dBi

H-plane Vertical

E-plane Omnidirectional 360 degrees

Antenna connector type RP-TNC

Mounting Drop ceiling cross-member indoor only
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bl oo S5 ol 4y (5T o H-plane

270

180
sl 4 il H-plane a5 g 5,5 b« (5.2dBi 4 2.2dBi 1 isl38! « el yo M) o1 gain w38l sl y

E-plane g 5 (4 o H-plane wb (J b as £ 09l JSUo (odoy yitli a2 32 ¢« 0ll Jol5' (5 010 4 aucls 4ty

o9 ol
lSqueeze this Way
TSqueeze this Way
lSqueeze this Way
< »>
Wider after adding gain!
wfrare
Squeeze this Way CISCO.
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:AIR-ANT2506

s ol wilg (o0 ) Jou 5o 1y (Tl Syg0 50 yiien WLy

Gain 5.2 dBi
Polarization Vertical
H-plane Ommnidirectional 360 degrees
E-plane RP-TNC
Antenna connector type Mast-mount indoor/foutdoor
Mounting

ifaln

CISCO.
in Persian
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:AIR-ANT24120

L3515 539 £35S 1.0 090> 9 Job o Sy I i 45 gl el b ¢ Conmnlid (T 90 At Ly (6 ol i 5

1 Antenna grooves
2 5/16 x 18 U-bolt
3 1/4-20 hex bolts

4 Jam nuts

5 Sandcast bracket
6 5/16-18 hex nut

s oo yd oo lie ) Jguz 5o wwilel (o 1y oyl Wby o lu

Gain 12 dBi

Polarization Linear Vertical

H-plane Omnidirectional 360 degrees
E-plane 7 degrees

Antenna connector type RP-TNC

Mounting Mast-mount

Page 51 of 235
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: Directional Antenna

35 pocie W ygus g P St S H0 U Wigdh o0 cuas leliyl 5o b b ylgs 9, Ygero « directional gl oyl
SBylan (gly e . adl (o0 1 )L L 1 dlgws 1 (Il < Lagyaly 50 b (il cnf B 0550 - WS adinddi

. 903 odlisw! (PArabolic) ggugmw b (i & yguas b (6T (! 51 olei o0  OUtdoOOT
35 oo Lol a2 pattern ¢ oyl omnidirectional by (6T 43 comns gy o5 « Directional o (5l
S 31 Lol ¢ wiylad g0l o vertical yh 51 S ¢ a0 coliiwl One floor g ouseld jl uizmon . Cawl ouis

CRgW (o0 P IR TR+ I I S bcdolsl 3o wdd co gy |y srws 0390 horizontal

:8.5dBi Patch (s,lg0 T
t oS o0 sudlice 1) AIR-ANT2485P-R 8.5dBi ¢yl ¢ y S5 4o

DB oo Lo 4y g5 JSC puli  xiendd PALLETN ¢ Wi (o0 i Hlged a3 1y T (| Aol

T \
CISCO. AN yd
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a5 Cawlizo oyl a3 oyl ¢ Cowl yige ¢ abl 408 E-plane b H-plane s 4> ,0 a5, « directional b ;5 4o
AIR-ANT2485P-R il H-plane ¢ pj S jo . ol o0y op6l gAIN g cowl yitdow JUKww focus

270

. 0uS 0 sl I, 8.5dBi

180

Pl glgime 5 Jgazr 50 1) il ol 8590 50 ey b5

Page 53 of 235

Gain 8.5 dBi

Polarization Vertical

H-plane 66 degrees

E-plane 56 degrees

Antenna connector type RP-TNC

Mounting Wall mount
otfeafn
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:13.5 Yagi Antenna

c gl Ve g9 yble . 0410 sowiimn Hlews giduris pattern a5 cuwl directional ol 5 ¢ ol o)
3,18 3 side lobe gsluxi « main lobe y ogdle Sz ¢ cuwl (butterfly effect) ol ailg y 1 glyls S oyl
el ol 00lo HLES py SO Ho a5

28-80 Degrees at 2.4 GHz

Directional Yaqgi
t oo yd ualine 1) (S ol JUSamw o3lgi (s (5 0925 ilgi (o0 3 ¢ 3 (SO duw JSb 50

Gain_Tot[dB] z

121
' 92
63

34
05
-25
54
.83 http//forum _shafagh.caom
-11.2
-14 1
-17.0

dfrar)e
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tdwloyd oo oualine Iy AIR-ANT2410Y-R 10dBi S 6T 5 ¢y Kb 50

ol JB 1o il Lol 3o (gl ailgiun] yuidmw Sy )0 4855 br 5 oS (o 215k (T ol ¢ S ol o iz 2
Wil 51 b ey (595 Ygomo 45 cuwl UHF g1 550 (cord (sl ool jgloly o5 ol "l oy o (550
0 o0 oolaiul

afrar]e
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: duis g0 I, AIR-ANT1949 13.5dBi o7 E-plane yj JSi 5
]

270

180

P g LbT ol (pl Gluogas (B b auily (0 3 Jgaz 5o

Frequency range 241w 2.83 GHz
Gain 13.5 dBi
Polarization Vertical

H-plane 30 degrees
E-plane 25 degrees
Antenna connector type RP-TNC
Mounting Mast/wall mount

a5 il Wl 1L ol oo sloms 4k, ¥ g0 (58,5 S 50 ¢ WS (0 i [y (Sb il S aSla

9 (Sl (51 (T (SLeeisl Y gomo ¢ (il oot Sb SPBLS &y 4z gi b 45 S s | ol WigSy

S i oLkl 4 1y T ST A5 Wbl AL drgh Toume - sl o (i olons (g 4l S
Ll algS il ML 00,5 fuy <l (ol we U JUSw (lg8 9 oS

1N IIr
CISCO.
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: 21-dBi Parabolic Dish

onl o e . ol 35 poo jloms LT @indd pattern g uiyle (ol sy « Sgalyl o slo ol
. g0s sdlwl T 31 ylgine pOINt-to-point gla g3 bww Jio ool 30 9 ¢ 318 z 5 4 9oL 5 <dd Wb« oyl
sl 30 oylg (o0 A Wiyls 1y Sa o oyl Sdgal )l iwd b 5T 31 B . 3 yls butterfly effect ju b 5T o)
w3V 90,8 cudi ;540 6 agly Sy 3 1) Wil lg (o0 155 ¢ ol i (oS aliuno o1 £ 210 i 1, polarity
co2d 0 i 1y RF Jluyl 5 092

3 0y Voo Ly i a5 cuwl AIR-ANT3338 Parabolic Dish ol o5 ¢ p) S5 0 sad ools lis oyl
. <l 45 598 rubber duck

afrar)e
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1N IIr
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in Persian

P oS g0 ol 1y oy ol OS2 ¢ ) Joue 5o

Power 5 Watts
Gain 21 dBi
Polarization Vertical
H-plane 12 degrees
E-plane 12 degrees
Antenna connector type RP-TNC
Mounting Mast mount
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: Dual-Patch “Omnidirectional” 5.2 dBi

:ads oo i 1y AIR-ANT3213 Dual-Patch 5.2dBi o1 « 5 S

Iy oyl oyl a5 a5yl 51,8 il 4y iy @ yguas directional ¢l 9o ol 30 15 ¢ cawl Lol ol S5« ol o
diversity 31 6T I b olsi (o0 « 9,15 3929 (il 90 @8lg 4o a5 il j1. wiS o omnidirectional g 4
. 0,5 oolaswl

ol LT H-plane b E-plane 4y ;51 aSy jghy « by ol wlb ¢ aid 415 4 il g0 50 a5 cobls 4z wib
bl Ablas 095 g Sl Gglas « puiS

oo yd (oo ol Iy il (pl WL (B e w3 Joua 5o

Frequency range 2410 2.83 GHz
Gain 5.2 dBi
Polarization Vertical
H-plane Omnidirectional
E-plane 25 degrees
Antenna connector type RP-TNC
1D
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Cunly 9 (Jol J55) o sl ol sl 1y H-plane g E-plane s aigei auilei (oo ¢ ) J5b 93 )0 (uoron

- o lod sudlice (pgo X))

Horizontal (H) Plane Pattem

——=—=— Elevation (E) Plane Pattern

Horizontal (H) Plane Pattem

——=—~- Elevation (E) Plane Pattern

==

A=

.
| Tobe-
|-

dfrar)e
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¥ u.uT ol byl g LY Lla]

L Gl b il Wz . WS o ooliswl RP-TNC iSOl 51 (Kod g gl il 45 S LS
Syb g0 2 AT Cancs| e (5 4SS > 12 50 Lol « 0 o0 o0lasiwl (155 LeS sl 19SSl 31 ¢« alizo s vendor
gy Juaso « (wisb match g0 2y aF) luss eSSl S w Wb«

oAl e oloa 4 baye slo B 51wl < 05 Jog mullins ok T Blgi (003 o5 Gy 4 0l aziliy
D09 oo B JUKuw y BT ool D92 g3 el ¢ (T g odiciw y3 (5 9901y s B 51 o0l £ 5 55" o0l

: (oussS cusay) Attenuator

o0 &l HU ! ¢ Dg0d colaswl g0y g u.uT RSVIPIF X CSL e JE 30: vy I BN PV = ¢ JiXww ools sals gl
C g o0 A5l sla Sy (5 Al (9 Ob ) JUSw blaS

¢ (eussS <y o) Amplifier

|)QJASM)b)‘Lgugoﬁ@Jde'lgw'ulg‘OJJTS%M)O,,;J.;IS&&)SABL&HSMM
555 ool (i1 g AP (s oS’ o gl S5 51 oylg8 (o0 I . oS x|y (B (S il L Lol ¢ S 0Ly 5
S5 o gl 1y oyl 1y )« Ay gF o active amplifier igy ool ds. oS ol 1y JUSww U

: (;5 aiclo) Lightning Arrestor

ol & adclo S 51 ¢ ol Juase redistribution a4 coles 30 9« g0y 9 AP 4 Syl ol a5 Ll )
c P (e pS el Glp 0SS (0 29l 1y e Ao g a0 AU @« adiclo (YL W9 S5 WS 0,95
. 0,5 oolaiwl S adiclo jl ylgi

F———— <— To Anienna

Ground Wire

LUg ‘"\\ ¢
Lockwasher = — —
Nut — e —

f

To RF Device

o fran]ee
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ol o ¢ Cowl dwilig ySmo ¥ dliclio yloj a5 LT 31) Cowl ausligili Voo yo cdg B 5Lg ¢ oliws ol b cusgume
(CamndlS g dilblizze MolS Cydguxeo

Wl 130 £ 08 Gy 1T Wilgi oo Laiid aSy ¢ 3 ufs 1 el gl wilgi (ood olfiwsd (] A il AL Az g3
LS auds |y adclo G (ground wire @ ,b 1) pdos JUas! oo 4 15T Losi

: (0usS punity) Splitter

99 30 Iyl oo B S 3l a8 JUKuw U gl o0 ooliiw! OULAOOT (pd pily b 4Ky jo Lwlw! oluws ¢y
OB S0 by Sz 0 51 45 (JUSew olgF (o0 ¢ bl S 5 ooliinl b pizped . S Lol ilisio prno
o1 HLaasl )0 e 30 1y o g Sbiw y8 el Juasio AP lod 4y a5 6,550 oyl g 1y 09 (o0 il yo

SRS o0 B o )0 B dgus U 1) sinligy (5 099ue jui g throughput ¢ suscs” guwds

1N IIr
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Lol 802,11 JSigy
802.11b JSis,,

802.11g JSis sy
802.11b ,802.11g ,5an 5 05

ERP v

Non-ERP v

RTS v

CTS v
802.11a Jis

802.11a Iy bl i
802.11n JSis

Precoding v
Spatial Multiplexing v
Diversity Coding v

& 2 o

b T 4 by o sllasde

1N
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¢ O ol 3 Lol e ol O3 sl b JST g ol Sl aidl . S (o0 (6 5lw o laibiwl 1) (i 1y sl& 59 3 IEEE
20 Ly JSSg9p F ol 310390l 13 ¢ asedly LdT Sl 802.11a/b/g/n Lol JsGgp F o Shos b il Lo
a5) JSSgy sl opl 05 hos i g azxs b A BIS ¢ Jad ol )0 L 95 o0 oolisiwl d plg s LAN (6 an

- S udlgs (WsS o0 cudlzd SGHZ ¢ 2.4GHZ (g 00 guxo jo So2

L kol 802,11 JSigy

W2 Lplws 3 1) SS9y (nf Olgi 059 pol &5 Cowl dary (L sz o £ al (8,20 13QY JLuw y0 SS9 ()
L 3PS 3l mizen 80211 STy 15,5 (o0 cadlad 2MbDPS 91 (slo e juw 33 Lo 1305 ¢ 3,5 suline
(Direct Sequence Spread Spectrum) DSSS 4 (Frequency-Hopping Spread Spectrum) FHSS
L 230,5 20 I8 ZMbPS ) s ey 50 Ld i Loul a5 5 )5 0 oo laiw!

LY 6l ey o )5 cabls (51 o> 00,5 oo cdled 5,50 data rate y» o client oG azmils < AsY.)Y Ho
o o0 axd )5 i ,onon-802.11 oS ylgie a5 el |y ZMbps

o xSl g solitwl 3y50 g 8,5 o Callad 24GHZ uils 13 g s3gammo y Ld Lol AYN) JSGgy
U ¢ ducnd (4] 0 45 6598 4 iy 2.4GHZ onilS 45 (g 009ux0 . <8 )5 o0 41,8 (ISM bands) Kby g oode
JUE ¥ S ¢ asS eolaiwl 1Y G) b JUK 51 ado o ojla! Lol & FCC ¢ G ol 50 Slo a5 35l JULS V¥
MNP 9):a,ls Ligrenli

:802.11b JsSgy

S AT LGS o iy 9 S yo W ylailiwl 1 yiag pw S (659905 AT W33 T ouplice ASeul paaidigeo
21533 2Mbps 5 gla s s 45 i 5y TOMDPS 4y aiciunilys’ (oo (b 4l 135 ¢ b 55 590 51 @y
Syl 1y YL Gl cas s &y y (gt hlidio b gy ciliske (gl vendor audl . wicihi colb,y @ yad of
o2 b alieo L iws 5)Kon ;o JSive x| yhas cvendor b gly ooy 2lyb sl JSTgp oyl Lol c wisls
L gy gt N

ol 3 s b calili wluly wilsis b VENdOT (5 dod 45 08 Gy 425 g3 )lwiliw! a5 391 o) IEEE g ainlg
oS s laiwl

JSGop b JSSgp ol - 9597 o0 w2lyd 1) 1TIMbPS cae puo b a5 s 23,20 802.11b s lailiw! 1334 L 5o
s coding g b yeuw¥gow o 31 ZMbps ) sbd e v jo Codlad o2 a5 jaha « Cowl I 5l Mols” L3
31 11Mbps g 5.5Mbps b e pw jo cdlad ol aSIl> 40 ¢ WS o0 oolaswl Lol AT o luilew
o ooluiwl Lol AsY.NY o a5 Barker 11 p ogde « o laibaw! ol . auled o0 ooliiw! gasuz s (ygmwY guo
3 odle pomod . WS 0 oolaiwl KouS ylee 4 3 (CCK) Complementary Code Keying i ¢ s
.S o0 oolasiwl 36 DQPSK 51 e DBPSK (ygum¥ g0

lllllllll
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(DRS) Dynamic Rate Shifting ;I ¢ ol e pw 4 YU ey I b client e pw s g1 802.11b
¢33 Jeus 50 Cawl i plg 0 lailicw! (w0 90y 11 g o9 3 aae 8B02.11D o jlailicw! 039 yol . 05 0 00 Ll

Ratified 1999

RF Technology DSSS

Frequency Spectrum 2.4-GHz

Coding Barker 11 and CCK
Modulation DBPSK and DQPSK
Data Rates 1,2,5.5, 11 Mbps
Nonoverlapping Channels 1,6,11

:802.118 JCgy

(el 5 (5 05997 33 Lzed B02.11G . b3 Gialj8l 1y Cas yw b b B okh (B yma Yoot Sl 55 SS90
ol « (LIMbpS G) ol b e yw 5o . sy 34Mbps b I p data rate @istos « bl Wb B4 2.4GHz
Lol ¢ w0 03liiw! 802.11b gy slo Sy g b ygmwY 9o ylod 31 g cowl ,E35L0 802.11b b JSGgy
olee 4 (Orthogonal Frequency Division Multiplexing) OFDM I« g¥U b ce pw a3 gy (5l
(S o0 03Lizw! OFDM 1 55 802.112) 0 so o0liciun! ¢y gy gho

olie 50 Wilgiy B 29 0315 ialS syl lg5 ¢ sl 5295 (lsF wblgo Wl ¢ 45 o 45 OFDM L a5 ol
LS Caley 1) (90 b wol ol g omiled (ylarad Jlo e )3 9 wiles (Bl (g ¥gie 5 b Sy

tamleyd (oo 0aalin 1, 802.118 wlisr (B 1« 25 Jguz o

Ratified June 2003

RF Technology DSSS and OFDM

Frequency Spectrum 2.4 GHz

Coding Barker 11 and CCK

Modulation DBPSK and DQPSK

Data Rates 1,2,5.5, 11 Mbps with DSSS 6, 9, 12, 18, 24, 36, 48, 54 Mbps

with OFDM

Nonoverlapping 1,6, 11

Channels
D

CISCO.
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:802.11b 1L 802.11g s 5w s 09

s Jobas plad ¢ i8S il B02. 11D y1,1,15 51 spmlgsis amiliz 12 ¢ S Jub o 1y Conld ol il
3 23l 22MbPS sgu> 802,118 Jolw 13 il slidy aSilen 51+ K05 T )ae 4. 99 (50 orly € o JSCin
o5 o] ¢ @D 50 Sl ol cde L wl o (Bl Jsbe o JS @y ¢ 35 5,05 802.11b 5 Sy
Ayl ¢ s Jloyl 4y Jaiion 802.118 0,5 aSdls 5 azili . 0 oo by OFDM 3802.11b
3 &le a5 0,10 5929 jui B> 0 1ilKe ST Wiz w2 ¢ uBS o0 &, COllisioN ¢ uils Jluyl 4 g9 b 349 802.11b
DS oo i 1) @jlee g0 Tul 09l po JSClio (3] Slmy
¢ oS oo oolisiw! 802.11g 51 a5 5yls oyl e pw p ol 0,5 & Extended Rate Physical : ERP v
. 3yl 22Mbps bwwgsio s g a5 802.118 ()l 9,5 Jio
802.11b jl a5 sl Sy ¢ wyld YU s puw 45 WS o0 o)Ll b USET g aon 4 : Non-ERP v/
.3yl 11IMbps p; buwgio s yuw g 0oS 20 00l

WS o0 Jlwyl 1) 5 wledbl 595 sy beacon ;o AP . wiol ailai 0429 802.11b )5 g 4l

NON-ERP present: no
Use Protection: no

Beacon:
Non-ERF Present: No
Use Protection: No

GO0
Client A 802.11g Client B

802 11g Access Point 802.11g
301y T AP ¢ (il aisls jguias aSuls ;o NON-ERP S 281y y0 Sxs) 99 9,13 802.11b p,l5 G azilir Lol
.S 0 edlel 595 beacon

Beacon:
Non-ERP Present: Yes
Use Protection: Yes

Client A ClientB
802.11¢g 802.11g

afran]ne
CISCO.
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S Gy 1) ke 9o lasl el o3Y b 5 Comy (6 dolol @ i sl

o pel b client ylw 4 < Ready To Send Jlw,l b ol 55 cawlow ool 31 45 yahilos : RTS v
a5 cowl UNicast ply Ky aSls ¢ cowws broadcast ply s RTS aid! . siciwsd Jlu,yl g oolo] a5 aics’
LSS o0 Sy 1y ol 5w 802.11b ¢yl 15 Lol vy (o0 pa5 3590 802.11G o0 yuf 4

. aps oo gewl RTS ply a5« Clear To Send Jlw,l b RTS g oxi s : CTS v

LRTS oG ol c wics Jus g 9, Iy data w2 b wles o0 89 « wswsd b ERP yloa a5 802.11g .l »,l8
Jloy! ol e o b (y32) 93 o0 1y RTS 33 35 C 5yl5 < By ogdhe 5 ¢ wicS oo JUwyl 802.11b cac yus

. (Sl ool
(1) Because the AP
says to use protection, Beacon:
Ill use an RTS at Non-ERP Present: Yes

802.11b speeds. Use Protection: Yes

Client A —|RTS for X Amount Client B
802119 __| of Time 802 11g

Client C
B802.11b (Non-ERP)

LS o Wb Gloy e 4z a5 Wil 0 C 0,5 9wl ouls aseiie bLI 1 oy waw « CTS g RTS o

Beacon:
Non-ERP Present: Yes (3) 1 just got an RTS;
Use Protection: Yes I'll send a CTS. ‘

Client A Client B
802.11qg 802.11¢g

(2) 1 just heard an RTS.

Client C "'l"

]

802.11b (Non-ERP) SCO.
ersian
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g o0 1y ply o) 35 C oyl o2 3L aS wiwyd 0 A & CTS G B pu,ls

Beacon:
Mon-ERF Present: Yes
Use Protection: Yes

Client B
802119

Client &
B802.11qg

—————{(4) CTS for Duration X

(%) | just heard an RTS.

Client C
802.11b (Non-ERP)

WS o0 55 adlg 40 9 WS Sy 1y oy Wilgd o0 C g 09w o0 plxil 802,118 e yuw b Liss Jols « bLS I Job o
CAS 0 o ol asiieo sloy B e 3L Lol ¢ wicius NOISE oS

Beacon:
Maon-ERF Present: No
Use Protection: No

—Cients

Client A
o — 802.11q

802.11g Data Sentat

802119 Speed

| can't hear anything,
bt I'll wait before
sending.

Client C
802 11b (Non-ERP)

I, CTS to self ply Wil a5 ol pSoo « diilsd JSu0 3 ousiw @ 4 802.11b )5 ,51 . CTS to self sb

- Sgiiy

NI
CISCO.
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551 s . el domino effect « 1 g 8,135 0 802.118 g 4kt p 3w 5590 W w56 Ky 802.11D client
;45 WS guld 095 beacon o AP G

NON-ERP present: yes

Use Protection: yes

1aS WS oo plel 095 Wil yo cbeacon (pl yuuid U« cawl AP (pl (6 4 lunod a5 6,550 AP o1
NON-ERP present: no

Use Protection: yes
ol el S S 0 Jlaé |y protection sgs jl cdidlxo gl p bl ¢ 3,10 NON-ERP ses g asds yo 1,5
aad sl (ol e puw L) LS o |y protection eldes wsb bl ¢ ssuws 802.11g Mols” asST b ¢ asus

:802.11a JSigy

o) Aol g ogde gol (il ¢ WS culled SGHZ il 8 g odgumo Ho U ud By 1324 JLu jo SGgp oyl
b U510 oul 9929 4 51 gilo « aiS oo 555 802.11g 5 802.11b . 802.11 sl JSiayp b 1, JSiay
JBI &ilo o . (WS o0 )5 2.4GHZ (ilSy8 (5 0090 30 (Sod 1433) 39 o0 b JST gy (3] Ol s
Sl ST (5 o3l 4 s SS9yl aidl . 29l o COTAlESS (b (Al 9 Ligialy (GLALCiuws « 5199, b

- ol oo g 20 802.11b/g

JUE Y plp 0 aF) add oo &Iyl (ligaod e JUI VY GIY oo b aod 50 a5 Cancsl JSTgpm ool 5590 Co o
(Cwwl ol s (LS s STy

parity < ol ;o 45 cowl error correction g g5 s 45 &S 0 edlizwl Convolution Coding 31802.11a
JB 10 S ,S1 1AL 00,5 o0 duwlxe b SubcarTier g aod Job ;o s zumal (pl g 994 o0 48LSI Ly & bit
Convolution  wlw! p &ilgi o0 0w 3,5 0l 5 |, data ¢ ols &, subcarrier & ss, y narrowband

- lod oy 9 (53wl Iy Lus ¢ Sso subcarrier S g9, Coding

P oo ovlio ) JSTgp (wl Oldie (B p e p) Jeua o

Ratified 1999

RF Technology OFDM

Frequency Spectrum 5.0 GHz

Coding Convolution Coding

Modulation BPSK, QPSK, 16-QAM, 64-QAM depending on the subcarrie
Data Rates 6,9, 12, 18, 24, 36, 48, 54 Mbps with OFDM

Nonoverlapping Channels  Each band has a 4; the middle 8 are used with 52 subcarriers ¢
each channel.

Ci15CO.
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o il iy (i 41 1y SGHZ il 8 il 45 sl 33lw (o0 LSy g gliso Sols 1, 802.11a 45 g jua
UNII ,» . (Unlicensed National Information Infrastructure) oy e5 o UNII &G plas’ 2 4 a5 s
&'y UNII-2 ¢ ouds oolyb oodls o561 b indoor & ylas gl UNIT-T St ¢ ol ous o2l 5,5 S (&l
s ol b b outdoor bridge iy UNII-3 g« ooy 2lyb o>, ol L outdoor b indoor & las

cCwloals 2lhb oy
Band Frequency Use
UNII-1 5.15-3.25 GHz (UNII Indoor) FCC allows indoor and outdoor use.
UNIIE-2 5.25-5.35 GHz (UNII Low) Ourdoor/indoor with DFC and TPC
UNII-3 5.723-5.825 GHz (U-NIVISM) FCC allows indoor and outdoor use.

ETSI does not allow unlicensed use.

5 oml Bl bl « wiyls abols 30MHZ . ¥l 5 UNII-2 il gl JU « 802,118 ol 5 cinbs 5o

:802.11a ;g5 sbjli ew

O . Sl 00l 2udg G ol cuzio WYL (gl FCC lawgi a5 0usS 0 cudlino 1) ylgi ooiled ¢« 9 ) Jgua 5o
. ! 6dBi 8 L omnidirectional (1 1 soliuw! yo (955 led g oupd L « (Output Power) luwg

Band ﬂl.-ltpl,lt Power Not to Exceed EIRP Maximum
UNIE-1 50 mW 22 dBm
UUNII-2 250 mW 29 dBm
UNII-2 Extended 1 W 36 dBm
UNII-3 1% 36 dBm

Pale (295 OleF 090 50 AT WS o0 &g bgyl sl 1y 095 P (piled ETSI adl

Band UUtpUt Power Mot to EXxceed EIRP Maximum
UNII-1 200 mW 23 dBm
UNII-2 200 mW 23 dBm
UNII-2 Extended 1 W 30 dBm
UNII-3 Licensed use only —

i)
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:802.11n JSi g,

P i (5 W S > 53 G STy ol ¢ (Vee Jlu Lol o) CCNA Wireless obs' (0,15 olbj 59
Sy 8 lailinwl K gleie 4802111 asCy) 3 b Log oo andl . Cowl 3 ylaibiw! G (49551 oo Lol « 54 (draft)
& oddd 5Lid 093 o2 (pl AT ¢ Wid S 0 colaiwl 802.11n b client ¢ b AP ;I vendor oo oo

- Calddsluilinl a4y Comd (5SS YL wby Cas

o &g Saily (o0 Lo < B02.11N Loloi banzmo 0 )0 &5 Condy] S3lw (o0 Lo (1 1y SS9y ! &5 i
Wl a5 aps o0 &yl 1) TOOMbPS cee yw Yooro ST gy o) ¢ Sl i (glaw! 0 adl) ! v » 300Mbps
ol w50 802.11b/8/a b ST gy cnl 6355w (ol &t ol 1500 6o ST gy o5y S92 « yol ol e
(1090 (o0 Cas yw b5

Az b 599easT g b ol 5l eolisunl 1 (bl B02.11N cas us cerlsld 55 9 (b b SS9 L (6,5
9 Jbwyl gly ol wase 31 MIMO .(Multiple-Input , Multiple-Output) sgi oo ouuwol MIMO a5 ol
PSS o0 45 Gl aw ;o MIMO . was o0 i !381 1) throughput yol (ol a5 ois oo oolasw! <UL jo

siprecoding . o,1s coll (6T S Lgd 00 juS g 310 T i odisuw yd <dl> ol 4o : Precoding .
Syl SLeMbl ¢ 55963 ¢l 55 - dg> o0 6300 TXBF (5,9L3 51 g &S oo solisiw! ailfuie sy il
ol il b (o0 dgmy (ootle v U data codsS 0w pS )0 9 Wigd (oo Jluyl 5T paiz s9)
005 Soalod ol 350 ¢ albl I e oo pF W51 14 5 ¢ wbl coli Teceiver a cawwilo gl p (5508
3 ohey ool A . (O Wl wuii Jb o ol reflection glo (S 103 9,0 3959 data

. (Channel State Information) uss 45 o CSI #dls ;5 . coordination

4 Ly . 0410 oyl cpase i 0w S g ol e sudiw,d el ol o @ Spatial Multiplexing .Y
Ol ils 58 b Lol ¢ 2o (il Sy (g9 IS0 9 09 (o0 ol )T Gl s o b (o0 Stream
Wio (Sx ¢ ol 005 S b oo 8 30 b T Slaxi (oS bl b Stream osloss . wigd oo Jlw,l

- Ao ¥ g 390z Loy ¢ 3,410 5T 9o client g o yls (6T Hle AP 5 LS

stream poiz 3l 45 spatial multiplexing cdl> &My « <> w4 : Diversity Coding .Y
Space-time a5 gb SoST by JUSKow Lol ¢ 05 o0 Jlw,l stream oG L « ol o0 oolasw!
L00,5 o0 S« Wigwh o0 odmoli Coding

A5 gy Ay A ¢ (S d 6 Y Ho M. 0yl Ji 6,50 b wolii 802.11 b SS9y wlw L 802.11n
4 Ca3e Sy yal ol 4 09 (o0 (5505 e B JSIT 5 1 Jandl uSe 3590 55 ¢ sl ouid Jluyl JUSpns
Gl JUIS (05155 9 S 55 09 o0, IS throughput (i l13sh ol 45 5,500 Ghe) - s S &5 w0 Sl
40MHz b JUK a5 &S 0 oolaiwl 40MHz § 20MHzZ sb» JU 51802.11n . (Channel Aggregation)
il oo S 57 o b A5 s jglne 20MHZ JULS 90 adlg 4o«
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1 e 8 Jlu
S e 00Ul RTS/CTS bgy 5l g aiS o oolician! B 019 Jluy! sl CTS to self g, 31 ks 802.11n

(W2 o0 plxil 802,11 b ST gy pblw a5 (o,l5) UNicast ¢Sy @ (0,5 vl s> 4 802.11n iz
(a2 o0 ol TCP a5 5,15 wiilo) wos' o Acknowledge o)L a1y b o 48 51 Sobs

yoh publio ol b oaisT buad 3 adl . uiS oo eoliiwl RIFS 1. DIFS ;l ooliviwl glo 41 JS5g o2 crizod
s» a5 WS o (Distributed Interframe Space) DIFS (59955 « aoMs joku Lol « wid pudlgs L] Jols
Mg sl ol o5 ¢ a8 Jluyl 1y g i d e ¢ 398 JLol w8 Sy U WS o b sending station
s »>U . (Reduced Interframe Space) RIFS ;I colicw! L 802.11n . 505 o oL overhead

- ol oduinsty Sgus § 03,5 o5 (5oL j w> U Iy overhead

b 5T 4 b yo Sl

ST Y (59 0w y8 45 el Glize 4y oyl ¢ 2X2 @ oo Ayl Mo 45 g o0 W datasheet jo asiwoln
.8 ls receive chain U g0 g wis’ oo <y oyl ¥ (69, oy 9 < 5yl data stream G g5 g wiS 0 Jlw,!
. aib o receive chain G ¥ g data stream U Y glxo 4 3X3 izmon

A dgummo bo o ol pd (i 50 . Cawl 2X3 L ol sludo (w1« CiSCO 1250 AP o a5 ol 0 PS]] 31 albcwco oy
- paolo stream g0 Lo jui AP (! 30 13 ¢ gustaand (55T Sloed’ (g9 0

Sl @ azgi b bl ablas o2 802.11n (1,5 Lol 51 (o a5 sl aills az gy 4G ol @ L 5o
-l dgar o0 e gus U Loy (g a5l (2,5 &5 ally astlls @895 wile (o0 ¢ SS9 (2 S
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oW »ly a5 45 AP Discovery g Traffic Flow b oLl : pids Juad

o2 SO Jleyl @

SIFS

PIFS

DIFS

Backoff Timer
Slottime

NAV

Contention Window
DCF

PCF

Wireless Frame Header +*

AV N N N N N N NN

o gl p 3 %

» Beacon

Passive / Active Scanning
beacon  probe ;I oo Juaio ¥
S o @

Power save Mode <+

A Wireless Connection
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CISCO.

in Persian
Page 73 of 235



AL ygo )0 . aaS o0 5  802.3 LAN wiile wireless gla asius a5 wicS o0 oylod olailsl &y ol 81 iy
ooliw! 802.11 @948 Lslw 31 I pls s LAN Lol ¢ wiss o0 solisuw! MAC glo ()01 31 802.3 sl LAN
Coaway b Wireless LAN s Soe 51 syt 539 B migi (o0 Uil (o pls 258 £ 95 o b b 2l 59 - wslod (o0
Iy ol 3 eolaiwl poy) o1y U cls puales Interframe Spacing (IFS) 4 5 Gwes 25 (yaizxon . oo 59!

C g A gie yigy

: g o0 L] L Wireless LAN ;o 59590 a9 8 £ 95 4w b« sl 4o
w8 9 () 99) (0 I @ W ls Jokw SO 005 S F L (s sl : Management Frames =
bl o0 . 9 0,5lgd Cawlgd 4o« ] as uwly cassociation cuwlgs ys Jolis
- &l ouds <dl 4o (data frames) Lus sl v 48 a5ssl sl ¢l : Control Frames =
A ol 5 Ly g9l a5 b o 9 : Data Frames =

fayd SO eyl

S 31 s ST I ¢ st half-duplex « gl pls ols a5 « 030,5 o)Ll 5 Jud sl Juad 4o a5 Hshilon
&b 9 oloy B! el 093 (pl a5 ¢ Wl 0 39299 COLLISION « Widd plxil Jlw )l widlgss axlg oy 4o olws
Carrier Sence ) wioS oo eoluiwl CSMA/CA I JCivo (ol b ablio g1y b Wireless LAN . 598 o0
Wb station ,» 45 eyl slxe 4 carrier sence iz . (Multiple Access Collision Avoidance
Clear Channel Assessment g alwgs yol oyl a5 ¢ s b Cawl Jluyl Jlo 30 oS bT 45 a2 ol
dogs U oo oo oS ks a4 o,lo #8ly yo carrier sense plxil L CCA ¢ ;K55 W)l 4. 098 o0 plxil (CCA)
3 b Comd 40,5 Send Jb> 4o 5,550 station LT as

Hidden Node <l ol as a5 s g8 )00y 4 wiilgs device go a asl oy sl pid Cowl (xSono i
. o2 y59 S5 Virtual Carrier Sence (VCS) 31wl i JSino ol Jo (513 - 9ou 95 o0 Problem

g virtual carrier w» a5 o9 walgsavailable )90 ;0 kad ¢ LIl medium as cous jg o aiSS o] )53
. Cawl 00bol bas a5 woaay byl physical carrier w»

31 8 W station a5 cawwiloy wow « Interframe Spacing . ws &y0 3 1, IFS Wb station y» ozxoen
009 45 983 oo (yLuobs] o g WS 0 pMel |, medium yogs clear oo IFS . aios oo ayly « 0isS Jlu,yl asy
f s 95 duw IFS (b 391y . Wigid bl do i g e 7 oLl s U wigds oo Jlw,yl aliold b s

CACK (gl 35 9« YU b cuglgl sl : Short Interframe Space (SIFS) =
JyeS 1y el wales 0 AP asibe sl : Point-coordination Interframe Space (PIFS) =

LS
Iy Lo sl 8 (s Jloy g alolé : Disributed-coordination Interframe Space (DIFS) =
L NS (o0 il 8
1L
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S Ly o1 8 5 ASpolSid i . S g0 00Likast SIFS 314 i Jluwf i pus 5 1y ot 8 5y hyly ASpalSin
DIFS Gy (o)l . o9 oobicw @ wulb ACK ¢ wics Jluyl a4 £9,0 b station g andy asCul 51 B ¢ 0g wuli
0410 6 YL Cuglyl Iy 0 oo (Swaiion DIFS 51 SIFS 140 ¢« caw! STFS 31 piay

2055 elgS oy 1) a8 Jlu sl Aiged S ¢ S S b (e 900,57 Gy a3 |y jle 90 laial ¢ aall o

O ol ly - (listen) wis (555 asb 15« 094 £ 93 Jlwyl libas asCs! 51 Jud : Backoff Timer =

of @ &y 35 45 wlei (oo weSan Ghyled &1 £95 9 WS (oo Sl ) (Bolal g oyled Sy )
. a5 oo Backoff Timer

51 plaS ya 40 g aBs o &y (COUNtdOWN) woSao bylesds Sldas 45 cowl e ypw : Slottime =
(- S 3 50 ylowds & g T 41 (4198 (50) . ol iglisio 802.11a/b/g o SS9y

@ Select a random timer (29), 28, 27, 26....
@ Listen during countdown.
@ | was at 18; add 45 to that and continue (63, 62, 61...).

AR

Station A
d

——— >
To Distribution

Duration

Wz Send for 45 slots.

Station B

Lol . 39 o0 ST (weSino (b loh « Sgos il 1) Y& Sus « puiy & yguas STALIONA &Syl 51 g « S5 2! 3
el FO Sloy il Gyl a5 w8 o Jlu,l me 8 S stationB ¢ a0 VA dae @ sled Al
pU NAV wiuTy8 cpl) s (o aoldl 1y 393 (woSao (b ylosds g oS oo a8LSI VA due & |y yludie ol StationA

(ol
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P led (o0 B 2 1) ;500 O)le 90 Jluyl 6 Ay p (5 delol g 5 (sl
39 9« SIFS gloj ¢ ayd Jlwyl yloy waw Jols NAV : Network Allocation Vector (NAV) =
ol header jo s o Jlwyl 1y oo 9 G client 8y . ail o0 AP )b 51 ACK cdlyo oyloj culys
ol y 158 jio,S send cugi b wiS e wb station oG aSislb; wuw : Contention Window =
L g wsS o0 Jlwyl 155 sl station a5 cawws e NAV s aon g « adgl Backoff Timer Joli ol
. dgu o0 20> 4udgl backoff

CasS 3T eyl wilgs (o0 9 sy o0 + b 49 StationA e ,3YL . countdown youmwy bb 4 31w

(5) Countdown is over. Now | can send.

>

&7 | Frame Duration
Station A

y

To Distribution

Station B

STy wesao o ylels g 08,5 wlxssl random (s el S 0,bgs « 940 fail Lol ¢ wis” Jlw I stationA axit
6o « youli pdgl I Jlio (gly ¢ g 0 45, 3 backoff timer « s fail Jlw,l wldos a5 )b 2. 0S5
BT I jgliced g« dg wled WYY B v oy o0 ¢ oy Al U Ky 51 amy  aBL FY G o oy

station y» a5 Jxe (pl 4 ¢ 8,15 ob Distributed Coordination Function (DCF) uigl,8 ool eles
o e ldos ol 5 4 duogd olei oo diStribute 1) cowl Joiuus 5395 cbud Juyl gl Fodlod & Comud
(Gl & )5 O yguo HI5 puendii W station g aon

4 Cumis] gLz 43 45 0yl 5929 Point Coordination Function (PCF) b 4 ¢» 355> &5« DCF gy
il oo Lgs Jloyl Soblod Joiumo AP Lais

- ol 12 58 (1 D98 392 1 (2 ;U 95 SIFS g Conl (b b 02 58 (2 b g g Jolgd (B 0 s 45
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: Wireless Frame Header

twloyd oo oudlice |y W ply o 8 S« gy SIS o

- —— PO
IEEE 802,11 Data, Flags: .
Type/Subtype: Data (0x20)
¥ Frame Control: Ox0AO8 (Normal)
Version: 0
Type: Data frame (2)
Subtype: ©
v Flags: OxA
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (6x02)
,0,., = More Fragments: This is the last fragment
1... = Retry: Frame is being retransmitted

o -
L]

PWR MGT: STA will stay up

0. = More Data: No data buffered

oBie = Protected flag: Data is not protected

Biee 4o = Order flag: Not strictly ordered
Duration: 44

Destination address: Apple_ab:14:26 (00:1le:c2:ab:14:26)
BSS Id: Cisco-Li_0d:21:3d (00:12:17:0d:21:3d)

Source address: Cisco-Li_0d:21:3b (00:12:17:0d:21:3b)
Fragment number: O

Sequence number: 1419

Pl azgi BB o 8 ol 090 yo OIS (B g

frame toward : &5 @iasS « WS 4> i) frame from DS : ool aitivgi a5 gy 0 < Flags ol jo
il oo client Cuouw a4 duadie 3l i b )0 008 (ol &5 Cawlizo (ol @ alos (! (DS
ol ailo) o) Cawl ol 943y Sloy wuw 4z gl medium a5 WS oo i Duration wls
U"‘ S92 AT Sg (o0 oT reply 9 ACK Jlw,l oboy Jold g (Cawl yas Jlu,l J& 50 |°"J‘5
. cuwl collision slxs! 31 g mSole ¢ wisT )
Lxisl 30 S . Wl o0 Duration wls yo a5 ol amils MAC o,oT ¥ U Wilgi o0 o 1y o3 9 S
: w.l)‘é

Destination MAC Address .\

Source MAC Address .Y
< 5,3% Ethernet distribution jI aalgsy a8 ol 551« cowl col YYFF i plg oo y8 Job a5 LT
o9 Wilgi oo  trUNKING & 9 4 diwn 9) Gl Sl 1B+ Jawmo (p] ;o MTU 135 ¢ 09 o0 S0 L0
aSS oz 1y o s o2 58 (2] g 09903 ooliwl fragmentation jlasb 1. (wuw 3 1) oL IMA G oo
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P S (o0 )8 ool 3yg0 gl pilg Gld ASUl jo A 5,8 Ly i 1) MAC w,aT&,ﬁfd,&'soJS)a

I lus a5 s gl (S ¢ cowl Lys (g ouisS Jlw,l device wyof : Source Address (SA) =

LS (0 Ay 40 &Sy 4y £95 ]

. (emitting device) oS o i Iy Lys a5 2wws w,ol : Transmitter Address (TA) =
9Bl Juaio repeater oo 4y p)ls asilo) S . wbl wglisio SA b (w1 ¢yl Cawl Soo gl 2

. cwwlTepeater ggoly ol lea TA
.2 ld (g 0w 5 olKiws w0l : Destination Address (DA) =

Sl §lp) 98,5 oo Jlwyl o @ a9 48 ol a5 direct station w,s! : Receiving Address (RA) =

(85,5 o0 &, g cugdi repeater L wireless bridge G lawgi o2 49 45

ool Y 30 ¢ R0 ¥ 4 pyyd b wiile a5 0 oo 41,8 Frame Body <y ;950 ol ply w8 « Coled 5o
o encapsulate « Jud S 4o ous eols yLis header (y 5T 9,0 Frame Body . cuwl wuadio g lawe MAC
3l o 58 glgil awill oo 3 Jour 5o . o9 aBLSI g0 as¥ (o 48 (Lol 1o 5 FUS U ol (1o (yizrad . 090

1355 bl g pAT i a4 15 b 259 51 £.95 59 ¢ Cms el )3 . yled oualic

Management Control Data

Beacon Request to Send (RTS) Simple data
Probe Request Clear to Send (CTS) Null function
Probe Response Acknowledgment Data+CF-ACK
Association Request Power-Save-Poll (PS-Poll) Data+CF-Poll
Association Response Contention Free End (CF-End) Data+CF-Ack
Authentication Request Contention Free End + Acknowl- ACK+CF-Poll

edgment (CF-End +ACK)

Authentication Response CFACK

Dieauthentication CF- ACK+CF-Poll

Reassociation request

Reassociation response

Announcement traffic indication
meessage (ATIM)

Each frame type merits its own

Lil\-u, USSION o I.ﬂ I]Ii W,
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PR oo b o yd

type « L o2 8 (l 55 . 035 (o0 51,8 ooliiwl 350 bLI )| Cu ko Sl ¢ Cowliy 0258 £ 95 (2l pU 51 &5 yshailos
-l (5 e v 58 5l o098 4z 45 ws5 0 o] SUDLype g coslmanagement g 8 cnl 45 W55 (o0

Type/Subtype: Beacon frame (0x08)
¥ Frame Control: Ox0080 (Normal)

Version: O
Type: Management frame (0)

¥ Flags: 0x0

. Cawlbeacon G« g y9 (! A5 Cams] (5 ouidd yLis subtype ;o A (g o less  JS (pl 50 Mo

: » Beacon

LSS Ty 1y Al U asss o0 S8 ol 0,5 asbeacon gl v 48

0 yg] Cawas Jobw T 3590 30 (635 wleMbl Wilgi oo « WS (o0 il 4o |y beacon 48 K client asiwlion
ol as old £ g« (Wb 0 Oygrlw &5 b Ceyw wiile) AP sbd ©jygslw « b SSID Jolis beacon o 48
beacon sy < ¢ p3 JKb 5o . ddl 20 g g 9o gl wio (g odidd yLiS 45wl o Parameter set
- lad (o0 oualine ol slo wlid 51 (S0 L,

v 1EEE 802,11 wireless LAN management frame
¥ Fixed parameters (12 bytes)
Timestamp: OxO0000000A7341A18A
¥ Capability Information: 0x0401
ESS capabilities: Transmitter is an AP
IBSS status: Transmitter belongs to a BSS
CFP participation capabilities: No point coordinator at AP (Ox0000)
Privacy: AP/STA cannot support WEP
. Short Preamble; Short preamble not allowed
vove e 2000 w40 = PBCC: PBCC modulation not allowed
vees waes B0yy oy = Channel Agility: Channel agility not in use
Spectrum Management: dotllSpectrumManagementRequired FALSE
Short Slot Time: Short slot time in use
Automatic Power Save Delivery: apsd not implemented
R DSSS-0FDM: DSSS-O0FDM modulation not allowed
oBoe vone daneveds Delayed Block Ack: delayed block ack not implemented
Bass wvan aicis vasy Immediate Block Ack: immediate block ack not implemented
¥ Tagged parameters (52 bytes)
b SSID parameter set: "carroll"
P Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.8(B) 18B.0 24.0(B) 36,0 54.0
P DS Parameter set: Current Channel: 6

k Iraffic Indication Map (TTMY: DTTM O of 1 bitmap emoty

G -
e
a8 emia
e T =
om0

o
It

&
% A

- o
nonon
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poOwWer sjg0 ;o JleMbl Jolis a5 cuwl Capability Information uLs . beacon )8 gl alé 5 S

- Gl o luisl GleMb! L g cauthentication . save mode

AP LT a5 WS 0 azine a5 (Traffic Indication Map) cww! TIM « beacon ps,8 boaks 31 )58 S

.y b WS o buffer . s power-save mode cdl> jo a5 o client gl p 1) S8l

1S (50 Pl y90 93 & Lo Client bauwgi aSuds (3l g g wisl 49
@ g wilo ooyt haiid ¢ o4lu cell oyg0 yo SleMbl aigS gun client 3y : Passive Scanning #
oS’ ilisio b cell 5yg0 3o FleMbl( plas y» 31 g ard o0 995 wiuT o b AP 5l a5 o le beacon
Wl 58 opl g wiuled oyl PASSIVE & yguas Iy 4% B asds 0 ol client 4 L beacon (pl. &S
. 3,ls o Passive Scanning .
SSID: CARROLL

Beacon
| hear beacons

from an AP <

Wireless
Client

S 43 puplgy ASolSod o ) aueibly aibls (gl a5y 3590 50 ol wiledbl )51 : Active Scanning <
b ply 5wl 1. 0,5 Sl active gy 1) 4l lsi (oo @ yguadsl 33 ¢ (mrgdd Juog ol cell
Active «usglyd ol ¢ 5,5 eolisw! ylai 3590 AP 43,5 I (sl probe response ¢ probe request

. 3,l ol Scanning

> SSID: CARROLL
Probe request “Is SSID ’

&—7 CARROLL out there?”
Client

To Distribution

Probe response
“Here [ am!”

o - g authentication wleMb! . capability wleMbl Joli ¢ cuwl beacon g 4 4 Probe response
& gl 5 Las probe response Lol « sgui oo Jlwyl Li po bEACON 49 48 45 Comas! 1o LT glts Losd . ol
. 99,5 Jlw,l probe request <&

1N IIr
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:beacon L probe ;| g o faie

e s w8 Wb b Jog ol client y»  probe L beacon oy poe gl mryd Jluyl 3 m
3y90 y diwg ols) authentication transaction iy gl o leis g9l> a5 i’ Jlw,l 1, authentication
Mol LT asl 8,90 30 Sledbl g« authentication o soliw! 590 pis 3ol 8590 4o FleMbl ¢ (Cuga 3,
S s ¢« Ale o ol 5l ) L abl oo ¢ 0095 Camsih b oul @40 authentication wldes oyl

(- Sgus aSuis guane Wilgss client cules yo 9 9,91 S92 g8 1y &5 yLiino b Wiguds o0 JWs 9 8, @ssociation

authentication g jl a5 cawlzo (pl @ opl ¢ Wil Open Wilgw authentication o8 oo 89 @ 4SS
« Sgu o0 odlawl authentication message <G jl a5 e L . 99 ood oolasw! (WEP  Jio) algorithm
gt oyl 1y Al 4 Jlasl s Uleh 9 cadsls client o U1 puoges 45 s |

Authentication
@ Request

Authentication
Response @

Association
£ @ Request

Client

’ To Distribution

Association
Response @

. &S oresponse Iy oby (wl AP g w5 oo Jlw,l Iy authentication gl request sy client aiowes

Pouze Jlail g asuls )l ol

deauthentication sly Jlw,l b ailgi o0 < AP o2 gclient po « o Juasio Jolw <5 4 client oG aswolon
o & 1y client bly,l a5 wis” Jlw,l 1, diassociation ely wlgi oo client guozes . wios akad 1) bLJ I .
¢ Ogu Juog a5l 41 0,90 Cuwlys client a5, )b g 8415 o0 a5 [ of authentication wleMbl Ll « WS

. ol o authentication Jolypo b 4 g3l 500

o fran]ee
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S sl

29 45) 5, 661, CTS g RTS (ylgi (o0 (J 535 6l o2 8 5500 31 uirod . wubly (o0 ACK ¢ (J 235 01 )8 (31 yid9 po
. X9y 50 )5 4 DCF cdlo ;5 CTS g RTS c ACK (sls s 55 . (08,5 41,5 oawy i 590 & Joad

CF .CF-Ack . CF+end_ack_ . CF+End : jl uii,le Wgy oo ,I5 & PCF <> jo a5 J s oo o )
(CF = Contention Free) . CF-Poll 4 . Ack+CF Poll

30 Lol . cawl 0L 5 s medium yw p (65550 1 ¢ Cawl Jluyl Jobomo wog5 Station » « DCF <> o
¢ Cuwl AP L b station cudgiomse ploi « PCF <>

Iy Jlwyl &5 WS 0 jeammo |y b StAtion g aed gdly ;o a5 wiw,d 0 32768 Sk Jeb L beacon <y AP
e o0 CFW Clls pl 4 ¢ 0)l0i 0929 Medium g 6550 gd 10 . oS listen kid g 00,5 Gidgio
JUosl 6y s LT a5 s y8 oo )15 » 4 Poll message s APy . (Contention Free Window)

: dusws o0 PCF <>, 1, CF-Poll p3 Ui 5o . (aig e85 o0 CF-Poll jI5 ol as) jus b ayylo

New Beacon
(Stop sending—I am now in confrol.)

< @

@

CF-POLL ’ To Distribution
(You can send.)

as apd o0 ojl>lclient a4 AP . uuslo,d ovalive 1) AP lawgi wlbly )l J xS 5 09 uilyi o0 i ) S5 5o

DATA
®

«<

CF-POLL @

L > ’ To Distribution
Client
CF-ACK
< ®
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:Power Save Mode

5oL 3 3 Comd oo 555310 43 ASiko3) Comsl (6557 (5 05055 Sl 30 b 45 09 g0 000 @lge 3l St
4 . null function frame <G ;I solisw! b client G « power save <l ;o (WS 0 oolaiwl 595 (5 ,bL
=0 09 Sleep <> jiclient ¢ jasio (yloy o S 31 g - Cowl 4y Sleep Cll> 4 a5 wad oy AP
ool (oo ClIENT (| Cuous 49 45 9o STBI,5 (g dod AP « oo ol )5 45 wiey (o0 9 (99 (0 ,low lgs 1) Wl
o0l YU s Sudly ¢ oy TIM ulid 4o a5 s 0 beacon s 8 G client aswolion . el 08,5 buffer |,

.(Power Save Poll) wlei o Lol AP i1, Lus <l yo g wiS o Jlw )l PS-Poll &G ¢ Wil suds cund

L client g aes . w5 0 gl 595 advertisement ,s I, (mandatory) ol b e pw g 402 AP @ s
g Jlwyl g aicS ooliiw! (6,50 s w31 ilyi o0 Lol ¢ 0oS W yeslw [y mandatory by cus pw ool o> b

cosed plail cdl o

200,500 Jlwyl i sl data rate o5 o adisod ACK 008 o0 JlwylTate G o data aswoln @ aiss
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: A Wireless Connection

S sy 32 JolS gk 1y g (5 S 4 JLail ol Ty eilyd (o0 ¢ Juad cnf 5L 5o

cwles o0 Jlwyl Iy 095 sla beacon ;L asb ¥ 2 AP )

@ Beacons Every
2 Seconds

To Distribution

Client A

. dgis o0 1y DEACON ¢ WIS o oyl Iy a5 PaSSiVE @ yguas asclientA .Y
@ Passively scanning.

| heard a beacon and (1) Beacons Every
can connect. 2 Seconds

To Distribution

Client A

<° u&&‘ ¢ ‘SAOL’; AP G 9T 5O ‘) M active S g 9 é,—w <° M é)‘g ClientB ¢ uLO} OJ‘ J° -Yl

L lod
@ Passively scanning.
| heard a beacon and (1) Beacons Every
can connect. 2 Seconds

To Distribution

@ | just got here and don't
want to wait. I'll send a
probe request.
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. cwl bEAcon aps a5 usw 8 o probe response < . clientB 4 &wb ;0 AP ¥

@ 1 will reply with a
probe response.

To Distribution

— @ | just got here and don't
want to wait. I'll send a
probe request.

Client B

Iy clientB ol cundls 14 ¢ 599 walss LSy B g A sl client gy woaT b« am s alo o ¢! 31 .0
.S o0 Jlwylauthentication ol oS clientB . pus ow)

. wiw,$ o Client 4 1, authentication response w» AP ¥

@ Authentication Response
4 To Distribution

Client A /
A

uthentication Request

ClientB
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. w8 o association glols < clientB .Y

. %l )5 oo yassociation response o» AP .A

Association Response

To Distribution
Client A /
A

@ ssociation Request

Client B

« (mixed b/g cell) el b/g (S 5 Jobw S oyl aSisl (p,8 b« 3418 Jlw,l auas clientB aswlon .4
- Cawl Jluyl yloy o gl RTS . wos o0 00law! RTS 31

. 3315,5 o » CTS < AP L)+

oyl oo Jlw,yl Iy Lys clientB Y)Y

L 315,5 0 w ACK ¢ 9 58 2 8l 0 51 s AP VY

// @@ CTS for 44 Seconds

?‘* To Distribution

X

@)

@ RTS for 44 Seconds

=

Client B
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LU o0 Sy 1y a5 g w8 o0 disassociation ply S clientB.YY
. 983 o0 gl disassociation response s LAP Y
. 0S5 oo Jlwylreassociation ply Xy 958,50 p aSad 41 0,bg0 clientB.Y O

. a8 o gwl reassociation response < b w2 AP V¥

@ Disassociation Response

To Distribution

@ Disassociation Message

L

Client B

Sy S prte 990 33 (orwlin 533 3 415 Wilgi (90 YU Jlho Lol ¢ 3,05 53 (6,545 cilido Y Wiy, ol 4|
aad bl @ bla
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ol ils oo 650eisS plu b oo LT ¢ piiad uad

Cordless Phones
Bluetooth

ZigBee o

WiMax

JSI slawlge plo b oLl %
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Sl Lany 45 05515 3929 35 (6,55 S (505 Lol « conl ud ply ($5095ST (1 y S9y%0 80211 wiz 2
MG)L»&‘ é),&»\-@ﬂw.’)‘éWsOb’SJaaéua‘)éM}Jéf)ls)d

: Cordless Phones

39 500 F 9 24GHZ (uil5 3 30 b (ali (ul 1 (B - )10 (LT ey 51 (AL b dnd Loy 45 09 pol
55T Lol ¢ Gl cowlin 2.4GHZ gy (W (3il5 ¢ 0iS oo o0liiw! 802,112 31 azilis . wiiS oo cudled 5.8GHzZ
o) - 9asS solisew! 5.8GHZ gg5 5« 2.4GHZ slo (il 3 ooliw] slo 43wl « 0 0 solisw! 802.11b/g 5
FDMA (Frequency Division ¢ TDMA (Time Division Multiple Access) b sjglensS 31 b pals
o ooluiwl cpl gl « (Multiple Access) alfuis ow yiwsd (55909555 . wisS o0 soluiw! Multiple Access)
TDMA 31 ooliinl b (puizron . aiubly Adld (o s (owils )3 Wb a1 lojod johay wilgiy (odsS (e &5 390

. 9y Lod oolawl (Base Station) 635 wo olliws | G 31 aiiled (oo s o2li (s> « FDMA 4

2.4 GHz IsM

Cordless Cordless Phone on a
Phone Base Station

Digital Enhanced Cordless ) wos oo ooliwl DECT ojliliw! I Yooxe puwan o il
SiP eSS o o Jluzmd Joo JB b ali gl p cawl ETSI o luitiw! < BECT . (Telecommunications
c 0 oo oolaiwl ¢ W5l0 3eg gyl b o g b Wl jo AT e
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: Bluetooth

P09 (o0 ool ;05 GLpliws (L g by b ob G LPDA L b (Al (5 a3 Ggishs 5l 059 0]
Sl ¢ WSS (00 5 S L L AT I e GLealiws sl o8 ed Gl 9 2510 (Sl sl (1 B pan ¢ Ligigly
. dodowd cewlio

Jhor 50 o . s 38,5 15 4y g ool yb stz g (3559 « b Sl rgigly ylien ABOE 03,5 45 1444 JLu
0 (S 79 o5e ool - (Enhanced Data Rate) 599 of yo EDR b a5 oy 415U 5,15 Bluetooth 2.1 . Y+.v
o (3539 o] . W0, oo luw 1y yKsded 395 (s olKiws 90 ] 4o a5 599 quick pairing m» ol 9 il
OIS oo i |38 yidiow 4B O U 1) 5 55L oe ¢ SNIff subrating el a )50 SHe SO S5 @

24GHZ _uilS 8 (6 0990 0 (9% « 0 fowy 5005 80211 oo LAN U ol (Sow gigly (659)9355
g0yl (Gumly (s Iyl Glgi condh (>1yb (98 35 Ly i coluns jo cudled (5l (92 Lol . 05 oo Cadlad
c T 39 g JB I A5 Gl vy LS < WS o0 o0l FHSS

) Nigh Gk o2 b aS add o0 0jlal oliwd A wsly) ¢t g (oo ad S i 0 i piconet G ylgie 4 Lgigh

. (slave cas g master

2.4 GHz
Piconet

Headphones Cell Phone

Bluetooth

Master
& n Slave 1 Slave 4
S ] oooooooooooooooo@
0 =
Camera Mouse

Game :
Controller Printer
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: ZigBee

L WPAN (sl 802.15.4 wlul » a5 0gi 0 low power ¢ S>o5 b digital radio Jolis ZigBee
yiiot (65998555l Al ol bLI Yl 50 Jbgo g5 b a5 Ggigl slo Headphone aib ¢ wil ous 21 y)b
Oglogil 51y T 032)5 ¢ iy 3 ¢ LS o0 Callad ISM (glaaily 4o ¢ 29 (50,15 4 Ky y9ilo 5 J 55 (sl
ylw . (Networrk Coordinator) cuw! NC oG (535 p0 olliws a5 ducw oo STAr (ielgred U w3 JSb o
. &ib reduced-function b full-function wily o Laws

O—@—=O

() Reduced Function Device () Full Function Device @ Coordinator (NC)
oliws S Lol ¢ was plxil 1) S50 a5 o mw U g bl o ¢ Jlwyl Wilgi oo « full-function oiws &
A i S slod 305155 ez 2L Wilgi oo Lad g 0l 1y b culilB ol s 4on  reduced-funtion

capd plxil 1y J oS
. 12315 LAN jo aidly azwgi g 00y StAr oG &dly yo « (cluster) gl adigs s5el99 95 5o

O

() Reduced Function Device () Full Function Device @@ Coordinator (NC)
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: WiMax

Wilgi o0 a5 Cawl 3 yliliw! p o (558055 Sy Worldwide Interoperability for Microwave Access
oy (15 &« (DSL L cable wlbli )l i) commw Broadband by g pw sl o3l < olsie &
. 3,31 o2l 1, last-mile

190 S dwgy 9 L (6399iT Ly gl ¢ S5gleSS @les 5 bl 53 45 Cuno Mol Last-mile : aiss
99y (0 B 4 (bl e 4l 9 (2l (5 Yo e bLS,! 5518 sl ooliw]

1y JUIS 55 (s131 4 40 MbDS Wil (sligg 4t cypmsy S5 WIMAX « y2agh§ 1o Y glad by (Jgomo Jybos Sy 33
JUas! s b 63le S yidio 3130 3 T1 Sl s pos b (6l ) ko B CanndlS' iy (glity g2l - 010
i Glegidy load &y « DSL

Cable U DSL lp £u35 Glee & 58d98T (w31 (SETViCe Providers) (w g oBacs o2ly8 5l &y
data g.cawl Jlbo ¥ G Y 390> Non-LOS (5 g b ol 50 JUKw (5 09900 . widS o0 oolaiwl modem
. (15Mbps sgus — 354 (o0 p2 yioS ¥ goro wiz y2) Cuwl 30MbpS sgus> o2 rate

o) ol Al g Gy Ko Vo U e 090 Lo ey « Gl (o9 ad T1 als yiiiow a5 LOS WiMax cdl> Lo

Backbone gl gy 9 cuwl Point-to-Point g590gs 95 <o adlg 5o 99 3tw ! . (40Mbps Real cas olgi

Z
P2P

Subscriber

. 9,81 o0 w218 Iy Backhaul

LY

Public
Internet

Base
Station

K

Subscriber

L3515 802.11 gls LAN U L5105 gt 13 ¢ L5 o0 cedled 66GHZ G 10GHZ ounils 13 Wil ;3 WiMax
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PSS glowge ple b L]

10,5 0,LAl 13 0,100 a1 ylei o ol o) AT wiBS o Fy sy il )8 b sdgue jo Sl K00 glsil

(40GHZ G yo culled) s 499,50 L

(2.4GHz jo cudlzd) pd 19 X11 slo o9

9« ol Sy JyiS  bhawgin sl sdguzme yo Wyl g1y 4GHZ B 5o cullad) (540005 o s
Zewg W 00590 30 U0 51 BGHZ U F yo callad (yipad . dmawg b 003020 50 19 5 T S
(05lga 5o e 9

QAGHZ ;5 cudlad) o5 yzio gl ygumninw

(FYL L20KHZ jo codled) ciww)ald (5508 3 595

(2.5GHZ ;3 collad Ygomo) (53b o )5S g v ygislo]

& 009umo i 9 JUSmw ©jud (55 ol gla Il 3l aul ¢ g b 4Tl bl g (Slib pls o Wiz y»
F el ailgn B ol JSIa5 5 0uisS sl @l 9 kadliiiws plw azgio wol oo 5L Lol « ol ooliwl idgy

oS oy |y Ol gl 9 AP cuas (gl cawlio (80 ¢ 55 oy 9
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o rly 6 A 595 1 a8 JU (g 092 1 S (295 W3 YT ol 00,5 anlllan |y 4BdS sla fad 5]
AP G 5 asly c aiilo (o03 (Bl plg 6 4 50 b 11 58 ¢ 9w 42,150 g (5 A ST 53 Lol gyl
Ve Juas ;0 WLC 4 lightweight AP «dl . (Wireless LAN Controller) wg; oWLC &G & (39 S
oo a3 AP 1 JUGH o 50 a5l S5 aigSay a5 W eadlgs Juad opl 50 Lol ¢« S (g0 518 (o y 0 0590

09 (g0 Sl pos (6 A 4y LT 51 g WLC

: Association u.s1,3

2055 padlys ool y 3 (Al S5elered 3 Oy A Juad (pl Job o
Client B

Guest User

MAC: AAAA.BBBB.CCCC 172.30.1.0/24

Switch

AP WLC

10.99.99.0/24

Client A

f//"’J

Corporate User
MAC: 0000.0001.0001

&b 1) SSID puizr a5 w3yls 1,8 6 AP (g oogume 30 (il ply (315055 « s (o0 S5V (0] 50 &5 Hekiles
9 SSID s 45 . asles oo ooliciuwl 9301y o 31 &bly 55 Lol aylod g 1) SSID oy iz wilgi o0 AP S . iS 0

. S’ (seprate) I3z « (logical) ko @ yguas 1) wd 15 (6 aSuals 4 Camss| 51 IP Subnet

.ol oo client gy culsl8 9 W data rate Jolis « 09y 0 AP « client & b ;I a5 association glsls
ly Lol & ygelew calsld AP a5 cuwl oo data rate Jols « cwwl AP G,b 51 45 42 association response
o association T sl (identification) glwbus g o losis i 9« AP (gl calild ylw Jolds cyuizzod ¢ 3410

sl

o Lo sle header el (0« wigh (oo Jlwyl ool Sladily S pw o135 ol 5O (o oo sbd o )8 plod
oo Jlo| (55 s 2 5V 5 o Uy slo i 395 9 ¢ igd sl (53 ko S o283 yias o ailgs
LN ,S
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Pigd o0 el cud i 4 Jolye ol (AP Lclient LUl 51,8 gl p <5 olgF (oo S sk
L ¢ . response . request . woS Sl |, asls passive b active w g b client asiol 4 aiw )
20,5 0 Jlw,l e beacon
.55 oo plxilassociation g Authentication .Y
SNR (Signal-to-Noise ;I solisww! b 1) ;5 cpl 45 WS cpuro 9 w2 i |y < pw Wb Client Y
Iy <y Client 8y . > 0 plxil RSSI (Received Signal Strength Indicator) ¢ Ratio)
s oo el 1y Jloyl Cas o plod b 35 AP ¢ 5,5 asio

: Suo Subnet < o Host &G L b3yl

99 ol 10 g wiyly8 5 o lixod [P (pilgd « wis I8 bl )l clientB L walgsw clientA « pj S Golkw azxils
CassS oo g0, 1y b ools i b Lowdiine wilgs o
Client B

.%E%/
Guest User
MAC: AAAA.BBBB.CCCC
IP:172.30.1.1
Gateway: 172.30.1.5

172.30.1.0/24

)P

Client A 10.99.99.5
10.99.99.0/24

—
Corporate User | 1 '
MAC: 0000.0001.0001
IP:10.99.99.1

Gateway: 10.99.99.5

ool e 9 M5l05 yf 48 SUDNEt G j0 a5 wad oo e luul client go (! (TP gl asly cmilgd poluwl w0
client &G 351 cuizmon . wuled Jluyl 1) olisls osls b uiis soliww! Default gateway G 1 a8 wi S 0
.99y Cawny [y MAC U woS' o0 o0laswl ARP 1wl 00,55 1,8 » Default gateway b bli )l guo joo2
s DA 4lo» address3 ¢ . SA s address2  RA ylo» addressl as o ,ls MAC G aw < ARP (ol jo
il

D
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Client B

Guest User
MAC: AAAA.BBBB.CCCC

172.30.1.0/24

BSSID:
000c.0001.0100

-~
Vo 7~

Client A 10.99.99.5

10.99.99.0/24

BSSID:
000¢.0001.0101 . = "“i

Corporate User
MAC: 0000.0001.0001

Frame | 000c.0001.0101 | 0000.0001.0001 | FFFF.FFFF.FFFF

Control | ADDRESS 1 ADDRESS 2 ADDRESS 3 ARP

ARP —> WHO IS 10.99.99.5
L &S o yuo SIFS (5 631051 1 s 3 &35 o0 S 1y FCS fasyl ¢ 165 o <l ,0 1y ARP slig AP aSolSon
48,5 oluisl Wl g 54l wels ARP response b ACk ¢pl a5 ass axgi) wiw 8 oo client as Ack &G ww
3> WLC 4 (LightWeight Access Point Protocol) LWAPP s abuwgs 1) ARP o9 18 (s .(2igs

PSS (o0 9,959
Client B
=
Guest User
MAC: AAAA.BBBB.CCCC 172.30.1.0/24
AP CONTROLLER

ARP | LWAPP ADDRESS | ADDRESS

Client A

10.99.99.0/24

Corporate User
MAC: 0000.0001.0001
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IP w07« wus header ;o a5 ok « w5 o0 encapsulate Iy g9 48  LWAPP . wis soliiw! 802.3 o lustiw!

o 0913 4,8 destination (ylgie 4 WLC a5 bgs o MAC 4 IP w07 g . SOUrce ylgie 4 AP a5 bgs o MAC 4
0,10 MAC (o yoT ¥ a5 0310 1, 802.11 Lol (v 59 joud Lol ¢ 5gud
‘..\.J‘sodrop ‘)MAC u»)\b-" a-on‘ ‘AJ‘G)ST‘SD)Q AYY Sy ‘) uT‘é).af‘so‘) LWAPP QJ)SWLC @59

0 3158 802.3 o, destination ylgie 4 1y MAC (yuogw g« AsY.Y o8 source gylge 4y MAC (puogo

LS 00 )lg,98 D9z g0 Wired (g 4l as 1y AsY.Y (0348 il s . (Cwl broadcast gdlg ;o 45) aao

v

Y

DESTINATION | SOURCE ARP
FFFEFFFFEFFF | 0000.0001.0001 | REQUEST
AP CONTROLLER
ARP | LWAPP | \DDRESS | ADDESS
Frame | ADDRESS 1 ADDRESS 2 | ADDRESS 3 ARP
Control | 000c.0001.0101 | 0000.0001.0001 | FFFFFFFFFFFF | REQUEST

Controller to
Wired Net

AP to
Controller

Client fo AP

Gateway

-
&

10.99.99.5

——
e

Switch

7
ff‘\’

WLC

y

AP

Client A

Oygas ol daio ol (92) WS o0 flood 1) (8L )0 v2y8 ol o2 Esw g Sy (0 TReW A p2yd
. (cwwl broadcast

3l ookl b yigy . cuwl Default gateway ylos ailisuigs a5 vy o layer 3 device o a4 oo 9 colys 4o
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DESTINATION SOURCE ARP 10.99.99.5
0000.0000.0001 |000c.0ADA.1111 | REQUEST 000c.0A0A. 1111

)

Lo

Client A
10.99.99.1
0000.0000.0001

Sl @ i o Job jo a5 b Fwgw I 0 00,8 o UL unicast sly w,eas ARP response
C ey o0 g ClIENT & 45 WSS (o0 3598 (b g1 @ 1y 2 58 Lodiiomno < b ©y51 (5 402 (59, flOOding
99551 (o0 39 802.11 s 5 S & yguas 0,bg0 9 uiS 0 TEWTItE Iy T WLC ¢ sy WLC & GW 31 ol 8
Jb . a2s oo 138 AP 0T I,TA 4 . client w,s1 I, DA . default gateway 4 bgs o MAC w1 1, SA

. 28 LWAPP G 6590

DESTINATION | SOURCE ARP 10.99.99.5
0000.0000.0001 |000c.DAQA.1111 | REPLY 000¢.0ADA.1111

m———
e —

AP CONTROLLER
ARP | LWAPP |\ hDRESS | ADDRESS

Client A

10.99.99.1
0000.0000.0001
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LS g0 5)l999 AP ans 4 1y LWAPP 5 13 . WLC s

10.99.99.5
000c.0ADA 1111

ARP | | \vaop | AP CONTROLLER d

DESTINATION | SOURCE ARP
0000.0000.0001 |000c.0ADA.1111 | REPLY

REPLY ADDRESS | ADDRESS
Frame | ADDRESS 1 ADDRESS 2 ADDRESS 3 ARP A
Control | 0000.0000.0001 | 000c.0001.0101 | O0Oc.OADA. 111 REPLY 00000

==
Client A

10.99.991
0000.0000.0001

30 51, 0¢d 0 g9 counting down g backoff timer .3 ¢ buffering wldes « AP 4 oy asw) 31 (s
Slade 4 oo odwy oo 8 TEServation ;lade « i odwds AP buwgi Wl 8 S count down Jeb
3l om oo client . 00,5 o Jloyl 80211 9,8 SO Wyguas o pd « Culed jo . 00,5 0 adlsl countdown

oy 0 bl 4wk T8 ol g w3 (o0 1) ACK s < 0335 o SIFS (g 031l 4y« o9 8 by 5o
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: & VLAN jl oolisw! b asiols J ps

45 1320 SUDNEL 93 Wilgi g0 wigSz WLC g AP a5 syl 39291 Lo (glp1 Jlogws o2l b ¢ Job iy g andllan b
cCawla VIan jloslaswl ¢ Jlgw (p] grwly § oS lus o2 311 wosuwmd Wired (g ascls S (59,

laz oo 5l (il 5l &Y 50 1) Gl 39b (o0 g &5 ol Souzgm b AU 53 (sogedo « ViaN Sy
1099 WBlgs W yguo oyl 4 )5 g 4z c WLC 9 AP cousw Comwyd Ly VAN 3l oolaiw! b . oS

SSID = Logical Subnet = Logical VLAN or Logical Broadcast Domain

S i (59 b o SO (595 Wl ¢ WO, CS > (comw (6 Al S 4 AP I s slb o 8 Al
G5l e 9929 slao 4 SSID pacs odls 1) ¢ ol S (s yol (p] ausS ;S8 WLl L 0ilS oS >
35 ol S 391 802.1Q JSg 1 5 o lisus! b Lol | cons! aSs

ol VIaN plas 4y Glaso oo 48 (pl AT WS asien U add o0 518 AT 0948 B 69, S ST S 802.1Q
Ll ol lazr o8 5l gy VIaN by gilaie &g Lol ¢ S (o0 S5 g2 e S (59, B 2 (2 iz e I
vian elas’ & w1y o8 2 wiegd (0 802.1Q U (pmod 4 dzgi b 0 STl STl B b 90 SLL o g g
LTV

Geg 53 - (Native VLAN ;i jis) ol 5 S5 glyls « 09 oo Jluyl 15 S (595 4 (Sodl 5 plad : aiss
sl VLANT « 15 st g NAtiVe VLAN ¢ gSaunsns sl

WS 0 (P T g pB ATt il LS SO S By g0 yo b native VLAN as cuils az g woly @ s
s VLAN lp olail & b o 48 1 ¢ cuwl wo95 native VLAN wiiled ¢ ;550 g gw nNative VLAN a5
gl (oo Jluosl Eliko

Broadcast 3 Broadcast ) Broadcast | Packst “Hops”
PKT-V1 Not Tagged on Native [to VLANS
Mismatch
User on . / \ . User on
VLAN 1 Native VLAN 1 Native VLAN 5 VLAN 1
| — ’ Fa0/24 Fa0/24 £~ '
Switch A Trunk Link Switch B —
Y
Broadcast
Users on PKT-V5
VLAN 5
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1. ail o native VLANS ¢l,ls switchB ¢ cewl native VLANT (f,ls switchA « 3 JsCo 50 Mo
S 4od Slp 1y myd of B gwgw « (native VLANT ) wS Jlwyl S5 9 broadcast ¥ o A zawgw
Pasled o0 Jlw,l o095 native VLANS s user

Iy CCNA (5 0595 Lois a5 09 o0 (2,8 « CCNA Wireless jo a5 auil ails azgi Sbl o a5 yloe @
sl ST 5T el b JBIY b ol oty

. a5 az>l,0 Steve Mcquerry BT s aiig ICND2 GLS o950 Juas a3 « b VLAN 5,90 0 asfliao glp
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1N IIr
CISCO.

in Persian
Page 102 of 235



s g 213 (51 Sl (5 koo b (LT : o200 fuad

CUWN <

AP & buwgi aseuds Wiyl Gl ¥
CUWN 5 loze ¢

Cisco 1130AG series AP
Cisco 1240AG series AP
Cisco 1250AG series AP
Cisco 1300 series AP /Bridge
Cisco 1400 series Wireless Bridge
Cisco 44xx series WLC

Cisco 3750-G WLC

Cisco WiSM

Cisco 2106 WLC

Cisco WLCM
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fat AP | b Autonomous AP a5 Wy Jiuwo s AP S Lad wdply o aSuls adgl sl o,
U bl ol oo 63550 JyS €9 gy (oo &5 CammdSiws Autonomous AP G . a0 ool
configuration g cledais 5l 33 JSCieo « (53284 Sllasil pue yudii (FHCeo ¢ (gl 1l Slb 45 (g daxwgd
JrS S og7g &l ¢ O ol - Wl S92 AP b oy 9 anBige oy pgile 5o JSiie 3 s«
>k g9 wI b Jad cnl 5o . wil o0 Centralized Control p cuue CUWN g 5g0i ylacz 90 1) 35 oo

g (oo Ui

: CUWN

o controller &S 311, o5 configuration S « 9g o0y y 405 S lwgi Lightweight AP G
ol @ yguas AP 00,5 pidd byl b banzmo o5 j2 9 o (o0 il J 1S (59 1) lendiid plod Lo 1. 0 08
00,5 0 ygiile  JyiiS WLC G lawgi AP £95 o0l wilei o update 1y 595

CUWN Functional Areas

Wireless Access Network Network Network
Clients Points Unification Management Services

b & USG9 S 51 WLC b byl 5,058 5l AP . 0iS cy oo 1y AP sue Woo b § (s il o0 WLC S
g wleMb! wilgi oo « LWAPP 3l oolaiw! U AP M . (Lightweight AP Protocol) s oo solisuw! LWAPP
.S Jws g oy controller LIy Jyos ol ply

a5 WS o0 (5,055 095 header o 3.5 1, RSSI g SNR o,90 j0 Jledbl . Lol s data p ogde LWAPP
. lod o0 ooliiwl cOverage area sgugs sl p wledb! ol 5l WLC

802 s ST gy o5 (o0 45 Cons] (gbizo 4 a5 cowl WLC sl o>1,b 31 s : Split MAC Design v/
real- iz ¢ time-sensitive g <y b AP « &,b G 51 . wus split « controller ¢ AP o 1y
Iy Wwws time-sensitive a5 g <y controller « Soo gamw 3l 9 wulei o0 gy |, time

. &5 oo handle

.09 down ausl S j0 AP a5 W 0 93299 Sboj : Coverage Hole v/
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S ongs y byl5 (pl e udd i olxil Iy authentication g association (e g AP a5 uis azgi @ wiss

. !l controller

wired (9,5 9§ LWAPP tunnel s ,b jlclient data g aos « WLC § AP oo i guuSU g (5,550 (g aisT
. &S 0 y9ue domain

P dS Cadlad LIl 90 40 Wil 0 LWAPP

L subnet < ;o WL AP . &S 0 )5 MAC o (ol b Laité <> ¢! : Layer 2 LWAPP mode .\
S04l b O plie wleudisd (gl o0b 5 flexibility ¢ yog, ¢! wil controller

ass admin & JSSgy oyl oS 0 )5 IP L o2 g MAC L o2 <dl> (il : Layer 3 LWAPP mode .Y
.20 4,8 Ail8lus L subnet jo 1, b AP a5 was o0 03l

AP Sy by 4l | sty

L. aad o yly8 b ,Ls jo 1) wired glad g9y VLAN oo 9 « d pls sLad 59, SSID poe2e WLAN

plas 2 glpas by SCély elgil g9y 1) lizo b QOS  4lgi (o0 « Jiimwo 9 13200 WLAN (poca 51 oolaiw!
. 0g0d |yl o Wil sl plais|

S5 O ygelw 1y cilize VIAn sae BVY G wilgi o Lightweight AP ,» v/

WLAN 5 « b WLAN (51 olaS 32 45 g a0 (olaxs| AP 2 a1y WLAN sue 18 G wilyy o WLC 2 v/
S Sl 1y T awiled (o0d bo g Cawl 18 ) s s 3 c WLAN ID . w23 0 (olass! ID

sas OV b ax,8113 . cowl VIan 5 6 saids (4L SSID ;2 a5 wiS 0 &yg9lw 1, SSID suc V$ GAP » v
g oo bzl oyl g 18 1aid Lol ¢ 59 g0 & ysylw Van
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:CUWN Loz

: o b ounline 1y CUWN cl3a plo aslei oo 25 JSb 5

CUWN Functional Areas

| ST

Wireless Access Network Network Network
Clients Points Unification Management Services
Covered in 44xx Series . Supporting
Chapter 16 11304G WLC Clsco WCS Devices
(ASA, PIX,
Routers,
Switches, IDS)
1240AG 37506 WLAN | \yo5 Navigator

Controller Switch

Cisco Location
1250AG WisSM Appliance
1300 Series Cisco 2106
Bridge WLC
1400 Series Cisco
Bridge WLCM
1500 Series

Qutdoor Mesh

ppled Cazxo B AP 3590 30 ¢ Juad o (5 aold] jo g CidF pudlgd w Jwadi 4 V7 Juad jo b client s g0 4o

. Ogod
Cowss| c CUWN o AP Lol Sig. W) o0 bridge e9 4 wired network 4 client device ;s « AP
P b Al G Lol 4 ke (o yiwd 41 G5k (Sx ¢ dicwd ZETO-toUuCh management gély ,o 45
2 6315 e oLl 41 3 b by, 3 winkdh UG IN 4yl ama 41 10 . (wibly 515 layer 2 bl i asy

. Comai AP g a0

o palgs LdT i B AP (! 51 (S b« anldl yo
i)
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: Cisco 1130AG series AP

23l o sl Ao joku (g o) S (SR By

Autonomous / Lightweight
802.11a/b/g

Integrated antennas

Can operate at H-REAP device
802.11i/WPA2-compliant
Office/hospital invironements

3dB gain for 2.4GHz

YV V ¥V ¥V VY V VY V

4.5dB gain for 5GHz

S5 WAN 5 90 (5 avgS 5 38 45 CommplBouws < Hybrid Remote Edge AP ka4 H-REAP v
. cwl COTE Site gy yo o] Jyus g uis o
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:Cisco 124.0AG series AP

23100 sl Ao jaka ¢ o o) G (S By

Autonomous / Lightweight
802.11a/b/g
Only external antennas (dipole) with RP-TNC connectors

Operate at H-REAP devices

YV V VY V V

802.11i/WPA2-compliant
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CISCO.

in Persian
Page 108 of 235



: Cisco 1250AG series AP
see (Yool Jlw) ol opl 56,60 oy 58) widS o0 oolaiw! 802.11n draft I b AP ggi ¢l a5 Ll 5

31 oolisw! b gs0ly 595 300 Mbps sgu> o data rate as ;ylgi (o (Cowl 059 8 ;luiliwl S 802,110
. duw y 2-by-3 MIMO 559955

Toib
\. "‘||5¢O

231 o le oM jaky ¢ (g (0] B (SR By

Autonomous / Lightweight
802.11n draft version 2.0
Modular

802.11i/WPA2-compliant

VvV VYV V VYV V

2.4GHz & 5GHz

afrar]e
CISCO.

in Persian
Page 109 of 235



: Cisco 1300 series AP/Bridge

30 e Gy . 0,5 i b 0 blioy s bso 53 1y oy ylgF o0 AT ol Cudiw Bidlomo Ky (51,10 Joko oyl
. abb o0 w95 s point-to-multipoint bridge ;s ¢ point-to-point bridge <G #2315

D31l aodS jekay ¢ g ol G (S H

Bridge /support wireless clients too
Only 802.11b/g
Only 2.4GHz radio

Integrated antenna & antenna connectors (2 versions)

YV V VYV V V

College campus with quad-type area, parks
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: Cisco 1400 series wireless bridge

. Cuwl 00y o>1,b point-to-multipoint ¢ point-to-point gl 4l 5l p Joo ¢y

» Only Bridge
» Only standalone (it does not support LWAPP)

» Could change the polarization

» High-gain internal radio

: el 00,91 b AP Cilizeo (gla Juo oy (5l dmalio ¢ 115 Jgu

a02.11 Max Data
Modes Antennas  Protocols  Rates
AP Supported Environment Supported Supported Supported
1130AG Autonomous/ Indoor Integrated a/b/g 54 Mbps
lightweight
APHREAP
1240AG Autonomous/ Rugged External a/blg 54 Mbps
lightweight Indoor
APHREAP
1250 AP Autonomous/ Rugged External a/bl/g/n 300 Mbps
lightweight AP Indoor
1300 Autonomous/ Outdoor Internal or hig 54 Mbps
AP/bridge  lightweight External
AP, bridge
1400 Bridge only Outdoor Internal or  a/b/g N/A
(not an AP} External
wlialn
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: Cisco 44XX series WLC

!y SSL b SSH wlbly,l g1y 9 9ugS o0 SEIVice POrt ol a5 a5 5,15 10/100 (puud yiis| S ¢ FFoo (g o
¢ G 0¥ device cu powe gl bl ¢ cuwl out-of-band ey paw gl service port . cuwl cy poe Slanl
controllers logical management ) Jyus e Cupoe uad yisl @9 ,b 51 oled o Iy L Device 1y
o - b hyperterminal b 1380 o5 b 45 5,15 5955 CONSOle Wjg K (zzod . 3,5 <y wow (interface

ol Jwog device a olgy

» Standalone WLC
» 12,25,50,100 Aps
» Supports 5000 MAC Addresses in database

g AP 153 ¢« w5 o downgrade L upgrade 1) AP J s 09 o0 Juae WLC G 4 AP G aSul
sk version &S jo wb W el

: Cisco 3750-G WLC

F 5l gldd wa b (S0 58 o Wygy 0 L g Sl FFee (6w i oo ()
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: Cisco WiSM

Lo yi5 . 09t (o0 i VFor (5w 52 yigy b #Ore (5w S g (59, &5 el Service Module G WiSM
3uc 10+ U yiiS w2 g 0410 05 U go blade ) wis 0 wjygslw AP sue Yoo b ol o cawl 4400 WLC asis
. 9,91 yo cluster & g mobility domain oG yo 1y o1 516 1Y olg5 (o0 crizmod . (WS o0 & y99lw AP

: Cisco 2106 WLC

nsc:s* STEMS LRKIAET %//
il %,

oS ©y93 05 1 43S 00 ©52L0 AP s 5 . 510 DUIIE-IN g g 355 8 Lol o ol FFov dernih i (6w 2

Sz g8 b Lo 50 1y b WLC ol auily o0 . S o0 & yg3lw POE a5 5,15 RJ-45 &9y 95 w5 9 RJ-45
afean]e
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: Cisco WLCM

20yl Giogs a4 Jaiw AP U JamS &g Lol ¢« cawl 2106 acls ¢ ol ouls 21,0 ISR 6o g (5l p Juwo oo

g oublice ylgi g0 K oS 15 13 1y Joke ol . oS oo @ yg9liw AP s 1Y U A

P lod Al ,SusS b1y b ) pis’ alizeo gl Joo wilgd (o0 w5 Jgur o

Controller Mode Number of APs Supported Environment Deployed In
4400 Up to 100 Enterprise
3750G — Enterprise
WiSM 300 per WiSM, up to 3600 Enterprise (service module)
2106 6 Branch
WLCM 6 Branch
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:Wireless b a5t ¢ o

suas \YA+ g Lightweight AP sue Yeoo slp) Cu pow 35 0 S Wireless Control System o L WCS
JyeS Glp . o5 o0, Red Hat Linux server b windows server g, WCS . cuwl (Autonomous AP
S e U add o0 1y ojlal (! L & WCS Navigator . oyl WCS Navigator « jLs AP sac Yeoo
S5 50 [y AP sue Yeiee U ylgi o0 « WCS Navigator 3 eoliiw! b . puss Colud 1) alio (wd ply J ys

L3503 J S 1L WCS (b Yo b g0 ooy

3 2L, !y a5 Cisco Wireless Location Appliance sl as 5,0 5929 55055 dudo (6 dlwg O uozod
.99 0 5 4 L RFID tag ¢ Wi-Fi gkalKiws o4 oo
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controller 4 AP  piwgw wiul,8 b oLudT : p2530 Jad

LWAPP

LWAPP Layer 2 Transport Mode
LWAPP Layer 3 Transport Mode

WS o0 gz |y WLC G LWAPP AP o3

PSS G AP (pwgn g bl 5 095
PSS AP g3lw luod 509 <
55 5ILWAPP AP Sloudiss <dlyo s o9 %
L J 05 9 AP I,y Redundancy
AP b cdled glgl o

Local mode

Monitor mode

Sniffer mode

Rogue Detection mode
H-REAP mode
Bridging mode

K/ O % %
LR X I I X 4

K/
L X4

AN N N N NN

NI
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Join y yios G 4 a8 5,10 jLd g oS Cadled J i gy Wilgi (0 ¢ Dgu 0 wey Lightweight AP G asGile
Wilgi o0 AP wigSar a5 wss pudled cuized . b publgs LubT o] cudled g1l g LWAPP U s ool 55 . 994
0385 o 311y p3Y sla configuration g ogw Juase (K9 4« J yiS i o 3l g WS gz [y b J s

: LWAPP
g ooz, 00, 31,50 Layer2 we ) oS culled Layer3 i ¢ Layer2 cdl> g0 jo wilgi 0 LWAPP
- (09 oolawl Layer3 jl Lad a5 oS oo dlpidion 98w
bl o0 e 5 (was LWAPP culleé ol o « 0oL IP 6410 AP axilis
.94 0 dolw (WLC g AP ) discovery guwl g cawlss jo sl ply al> w0 op! yo : Discovery
LS o0 ol [y WLC S« Gliseo gld Tesponse gy 31 AP ¢ al> w0 (! yo : Choosing .Y
o Jv 99y, WLC g AP s LWAPP @ (piwgu Gewly 9 Cawles j0 sl ply « al> o (p] 4o : JOining ¥
S 4y U 098 o0 wulgd encryption key G . sgd o0 j5 Authentication Jolis wigl,s ol . 89,8
a5 secure g ool |y LWAPP J 08 sl oly 3w g oyiwguy sl )8
o i 5580 WLC U AP firmware axils ¢ JyiS 4 AP pwgw 31 s : Synchronization .f
LS 0 SYNC 1) 095 00,5 3gkils WLC 11y wus 5,9 AP « il aisls 39> mismatch g wisls
S sl sl izmod (Sl « SSID Jio) 0gdh o0 Salon b setting al> o ol o : Provisioning .
Nig oo puliid . gpOWer (b JUK . ce pw wiil 802,11
PO w9 1y Ly s STl g wigh oo runtime o,lg WLC g AP ¢ Lé J>lm b 3l e : Runtime .5
AP S azmils . wigh o0 Jou 99, LWAPP ¢ b keepalive by ply L po ¢ al> po ol b . 0icS 0
. (discovery) w5 o wus WLC G U wiS (o (2w < vy caws 3l [y keepalive ools slaxs

: LWAPP Layer 2 Transport Mode

CSG A ¢ Cawl iyl g 0948 ;0 WLC L AP bLa,l o2 5L« & S [P o2 b AP (g aon (ST o> <l ol o
s s pwl 14 ¢ o4l 41,8 WLC a5 wisk Ethernet network glea jo wb AP cdl> (pwl j0 . [P b
0yl (g g Sllasxl

o [P Ko o host ylw g b client s Lus b o5 1 as g

Traffic Flow 80211
> + 802.1Q 802.3
802 11 LWAPP Ethermnet Ethemnet
Host A Controller Switch Router
’ &7 1’ = '—’ |
Trunk
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: LWAPP Layer 3 Transport Mode

93 L3 LWAPP s g oo oo ol . 010 (g piiias (5 iy SBllanil (a2 « &S 0 Slgiciion |y <l 1] 5w
g o0 Jiiio UDP by o g [P (5 asClls

Data message : UDP 12222 , Control message : UDP 12223
LWAPP .« ) yus AP-manager s yisl 4 by yo [P 0307 g c AP s bgs o IP o y0T (s « s o] o
.1 o0 3929 Tunnel

aslsl |) p)y Sledb| u»é? WLC 9 ég.w ° w‘&rg OT ‘_gl.b header PLQJ w0 WLC LY ﬂ,.:)s @33 P ¥
¢ « Ethernet . UDP . IP s header ploi « auw) 0 WLC & AP I 9,8 89« Layer3 o Sw . o5 o0
.S oo encapsulate <o 5l g 48 yo 1y of iogs WLC g 09 o0 B> 802.11 Lol v 43 3 0 s

cLayer 3 cdl> 4o Lol ¢ cowllayer 2 cdl> a5 as layer 3 cdl> o s client 31 b g 48 Jlw,l asol )8 0 aisS
. Xig oo €ncapsulate zilg ;o UDP ;o by o 1

39 b Sy g 0y 59y LWAPP header Jlos! g UDP (g9, oo 58 (30,5 encapsulate wldos g 4od : 4> g
WLC 4y ¢yoamy b g 08,5 a3lal 1y Sledl ol AP o ) yuamno 53 Sty - 99 o0 ploil WLC 9 AP s (6 aliolé
Iy Lol g aod AP asCyl b and oo plaxil 1y Jlos! ()l WLC 50 CliS g9 yunn 33 . Kigu o0 FEMOVE SleMb! (9]

cO5w o0 1) 802,11 s 8 g aiilo
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L 0S o0 g2z |y WLC S5 LWAPP AP S, 4igS>

;U plug-and-play w g g 9w pudasd a5 53 9 cuwl Zero-touch ¢ 48 iy & jga Lightweight AP
t ol S5 opl 4 L AP i discovery wisT,$ . wis oo
. dgu oo fall Lodiwo &5 WS 0 Jlw,l Layer 2 Broadcast w g Lolii o AP lassl -9
.08 0 00lawl DHCP 10 el TP 51¢ 0iS’ 0 S 15 095 [P o jo o0 jo AP Y
Layer jolpj¢uss oo WLC U bL )l 60,8 0 a5 g9 « 0315 gl s DHCP a5 SleMb! 5l oolaiw! LAP -
. poule 3L Gateway gIP 4. 3
1)) & o>y 05l90 AP & )59 (response) wad o gl Iy AP Loty WLC ¢ o lag WLC )51 -¥
NS (o0 S

Start AP Boots Up

Join Request

Message

Image Data
(Sync OS)

Discovery Mode

Reset |

Config Data

e

WLC a2 0 ySow 9> b wilgss AP b uiS o oolaiw! diScOVery i ;o531 g hunting ass,8 51 oS @ 4G
L 995 JOIN T 4 g a8 Gl 1y S Ailgis ams U 330w g0 L WLC (1! 51 Coned 3 AP . G5 foy wilgs o0

AP Is Running

:(Join & « Dicovery slp . oS azgi) 0,10 3929 0ly ¥ 5o 40,5 lows (sl
200,85 Loyl Y LY s aY o wilgi o0 a5 AP lwgi LWAPP Discovery Requst Jlw,! -3
Wilgs o0 OPLioN 43 Mo . el glise Vendor ya 4o a5 o1 option yo wols 9 DHCP 3l solaiw! -
L33l Gy 1) S Sy (i e e i TP
DNS entry _yw « 65,5 law 1, DNS server G IP wleMbl c DHCP 3l oolasw! b . DNS il solaw! -Y
loug Ty o piiS S e (wad i | (38T (Sx9) oS o0 low 1y Cisco-LWAPP-Controller as bgs wo
(wli Jlwyl Unicast Query oS wd wcu! ool & wilgi o0 AP a5 oS 0
ol
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109 o0y ) Jol o Jolis Layer3 Discovery g awg y
Y s aY 4o g g local subnet jo LT wiuws U was 0 plxil subnet broadcast s AP -)

(9 walgsn oy LS (] 4o OVer-the-air provisioning) wis' .o 1,511y OTAP yupw AP -¥
resource gly a5 &S o0 Jloyl g ply « Wil owl jOIn JuiS @ 6,50 b AP asColn -
300,5 5185 (Comd i W3S [P gol> a5) b ply ool & Wilgi o0 AP . 39, 0 ,I5 &4 management

glod sl 8 & udiinns AISCOVETY ploy Sy« i IP (o507 28,5 ol
Jslus L AP ol associate 3l g a5 ConndBla1 Lol 23190 9 3,10 U AP Priming als wo ! -¥

P ONg (0 i S S

Juaio WLC T a5 a5 b J 505 plw 31 Comad G« 0 associate yhis o590 WLC L AP asCyl 51
0 03253 NVRAM ;o wleMbl (! . aicewss Mobility Group jl oécw Sod a5 008 o0 |y diwd
o oyl b oS o wlw g (w095 WLC 4 Broadcast G AP b J s o b bl )l gl g 99

LS

faw B J oS gl U o9 0 plxil AP Priming (yusw « 994 o0 0453 FLASH o Primary WLC : «isG

Oledbl bl . Wy o 3 ¢ o TEDOOt jgo jo G wWisyS o omsd NVRAM jo Lol a5 Wigls

o9 0 Sk us Reboot b g0 5 0 1,8 RAM s configuration

- ol J S W AP ol join o g Ao

Start AP Boots Up

Discovery Mode

Reset

Join Request

Message
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P S AP g g oLl g 0
HyaS ol o0 . 95 o0y yo Primary ylee a1y of 9 WS 0 ol 1y controller gl AP -

MONITOR  WLANs CONTROLLER

WIRELESS ¥

Configuration

MANAGEMENT MMAND 5

Bing  Logout

HELP

Wireless

* Access Poinls
all aps
* Rodios
E02.1la‘n
E02.11bfa/n
= AP Configuration
AP credentials
COF Templsta
Mesh
HREAP Groups
F BD2.11a/n
F 802.11b/o/n
Country
Timers

b Qas

All APs > Details <Back | Apply |
General | mnventory | Advanced |
General Versions T
AP Name Lobby-aP Software Version 5.0.148.0
Location labby Boot Version 12.3.8.0
Etharnat MAC Addrass 00:1b:2a:26:f9:44 105 Version 12.4[13d A
Base Radio MAC 00:1a:a2:fe:df:a0 Mini [0S Version 3.0.51.0 =

Skatus Enable =

AP Mode locel -
Operational Status REG

Port Number 1

Primary Contraller Name

Secondary Contraller Name

IP Confiig

1P Address
stadc IP

Time Statistics

192.166.1.113
]

UP Time

Tertiary Contraller Hame:

AP Credentials

Conbroller Associated Time
Controller Association Labengy

Over-ride Global credentials  [¥]
i Ep

Usernams

Password o

Enable Facsword sesses

Radio Interfaces

9d,08hdd m4dss

9d, 08 hdim3ls
0d,00h0lmids

LS (o0 LI 1y S0 Gogu 5 g (oo AP Y
S Wwilgd 0 Lad Mobility Group s . o9, o Master Controller cdl> 4 ¢ sgu SleMbl gu 51 -
. S5 Disable 1y cdl> ol wsl ¢ poasbwlisds 1) L AP (g don asCul 1 gy . 9l asisls Master

Configurstion

Bing  Logout

Controller

General

Inventory

Interfaces

Multicast

Network Routes
Internal DHCP Server
Mobility Management
Porls

NTP

F CDP

¥ Advanced
Mastar Controller Mode
Spanning Tree

-
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WILANS

Master Controller Configuration

Master Controller Made [
This controller is currently NOT configured as Master cantroller for APs

HELP
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1y S LAP g5lw luod 5 0gx

Start AP Boots Up

Discovery Mode

Join Request
Message

Reset | <€ Image Data

(Sync OS)

Config Data

AP Is Running /

0529 0 9 bl adly aliko b image g wiils sync g lues WLC L AP 51 . ol join 31 g
¢ 594 oo Image Data (Sync 0S) s al>yo 5,9 AP ¢ wily aiisls 3959 mismatch Ll sk firmware

A.»S@Sklp ‘)Ab).ouﬂm)fg
<Reset jl jw . wloi soTeset Iy ] g w5 o0 Downgrade b Upgrade 1) AP Jyus ¢ al> po (] 50

.99 o0 41,55 JOINING s 9 DiSCOVErY  yumw cbOOt UP (g 4wy oL

caled o0 cdlyo J s 511, 095 configuration slei AP g 594 0 Config Data g al> wo 55l s
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: )58 5 LWAPP AP olagbics el yo s 0920

Start AP Boots Up

Discovery Mode

Join Request
Message

/

Image Data
(Sync OS)

Reset

A

AP Is Running

Config Data

a5 Wiwyd oo Yy glp 1y LWAPP Configuration Request sly AP luwl « Config Data g al> w0 yo
Jols o g Wigdh 508 gl Wl &5 Cond B 5o wld (59l w2) g CONTIG Wl 45 o b wial sy (59l
AP 4 0,93 9 05,5 padisi 1y b uld ol plod « grwly yo S (3l ooy Set SLd AP lawgi a5 Cown s value

.Mé‘.sn

g Wid,5 o0 0,53 FLASH ;o polio ol wuilay aF ol o (s - 30,5 o0 0u53 RAM (o polio ol i 4SS

g 0 E9 Jol 3105l b usuT 8 ol plei « AP wiws reboot L
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: b 8 9 b AP sl » Redundancy

: awily LT redundancy gg 9o b wb Loy . CCNA Wireless gdaw 4o
Saob 1 g wiyls 41,8 RF Domain & jo b AP a5 canadnlpis jo g5 o0l : AP Redundancy -\
0 U ol a5 asss Gpmle 1) Rasy il « Card il 9929 Wyge j AT Wil ol (ol)b
o Celled 5T 30 45 U 5 b i b (level 9 by Sy il ) o29,5 olo a3l b wilys
coodd plxil c asss
: Gl lisee ¢ 49 Wi ol 995 Redundancy jl g4 ol : Controller Redundancy -v
. Tertiary s ¢ Secondary . Primary gl J o8 3l soluw! A

[+ x|

Controller A

L I I

Controller B Controller C

Primary WLAN A

Primary WLAN B

Primary WLAN C

Secondary WLAN B

Secondary WLAN C

Secondary WLAN A

Tertiary WLAN C

Tertiary WLAN A

Tertiary WLAN B

AP Manager :puz 3l eslaiw! b Link Aggregation ;les 4 LAG jl solaw! B
5y S 69, Backup g Primary gl gy 3l oolasw! .C

bl 0 3 9,l9e Jolis Controller Redundancy ly @l b =15k

cog dOWN Y yiS Sy 5l G 5T gy cnl 50 - JS asa sl Backup Sy gols 15 N+1 v
col (o0 092 g JSieo

Load- 4 5L b J 568 9 o AP s ¢ Gog, cnl 50 - e 550 ) s Backup ogs ) yis 2 :N+N v/
SO walas (95 (b 9 gLAIAP (g3b ) slawi' b J iS5 G azmilir . ,l0 Balancing

a b AP (g aod 45 5,15 9929 U5 Backup ylgie 4 adlsl ) pus G Lol ¢ cowl N+N wiilo : N+N+1 v
S o0 0,Lil (oogw) TeTtiary ylgae as

o lo g8 Al po iyl 4 oS (ol (il pih o & c Redundancy s ace jo piis g axdllao gl
Redundancy - Resiliency - Backup

1N IIr
CISCO.

in Persian
Page 124 of 235


http://forum.ciscoinpersian.com/forumdisplay.php?f=23
http://forum.ciscoinpersian.com/showthread.php?t=2656

(AP ol cullsb gl

Cadled 550o5 sl cdl> o Wilgh oo AP Lol ¢ wbuy i piisl sl a5 a5 wiyls HWasl AP 31 00 po s 2oz
copd plxil aliso gy

Slous 6l p) WS co oyl gl Al VA s 3gs s jo 1) L JULS ploi AP <dl> ol 4o :Local Mode
08 1,8 ooliiwl 390 i Site Survey glp wilgi oo Cdl> pl. (SG3l,5 monitoring ez

S oyl 9w oo Jlwyl Sdly 4igS e AP o ¢ cuwl Passive <dl> ! : Monitor Mode
$ly wzo2 « IDS Machines L Rogue AP 8l lp <l ol . ads coi 1) olp,l5 bLI
Sy aily o0 ¢ wdwd Sl ol jo a5 o AP L 04, 0,5 4 Site Survey L Troubleshooting
dgi o0 yomile a5 JUL jlado oylgd o0 ) jesws . wiiS cadlzd Location Appliance b« g¥U cds

PABS i |y
Config advanced 802.11b monitor channel-list

L . Airmagnet . Omnipeak &G b g 99, o0 ;5 & Data Capturing ,s <dl> ! : Sniffer Mode
0318y o0 cadled & Wireshark Server o

o wired g 4l g9, g wdmd wgols AP sld g0ly « cdl> w! o : Rogue Detection Mode
alarm <G oS ¢ 04 suusds wired LAN g9, ARP G amily . s o0 095 ARP sl oly

M‘g’ <9 -\g.)b WAN s_éb.b‘ J° ‘sghb AP a5 oulis ‘$'>|).b @33.0 ‘_g‘).g <J O'.’J : H-REAP Mode
bl Sy 6oldp 4 b adgl (g al> o 50 i AP <l ol 5o . Wi la8s (655 m Gid o 1y ) s

(5 ol xbw 39) o5 Callad ay s 51 oolisiwl (g Wilgh (o0 a1 ol 519 )l S L oligs
. aib oo standalone g connected Jow 9o Jolis « <l oyl . abs dolsl

o 1y 35 ow w05l g WS o0 g3 1y bridge o i AP ¢ I (! o : Bridging Mode
P (gl y . 038 eslaiwl point-to-multipoint b point-to-point gy <Cud 51 wilgi o0 AD . w2
Adaptive Wireless Path ) w5 oo oolaswl AWPP ol a JSTgp SO 51 AP ¢ o oy yige
Iy o « b outdoor AP (sly g« weS o iIMesh 4T 4 s indoor AP (gl ¢Saww 45 (Protocol

. w0l 0 mesh
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Mobility and Roaming b Uil : p253l95 Juad

Mobility <
Roaming
Layer 2 Roaming v
Layer 3 Roaming v
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20t aal 0gzr g Ll byl 5o (S aSSyl (yaus « wigdh Lmler (o olg (6 a5 50 (> Ty 4 5,10 Cawgd i)l

g oo bbbl yitdew cadsB oyl cl3al b Juad o] 50 . 99 o0 Joe 8 lgroaming sl> o

: Mobility

t Gl ooy oSl ¢ wolil (o0 AP i (g 00 juF w0 pluS p aF J 4GS i oSy 31 mobility group
Mobility_1

Wired
Network

Mobility
Messages

Controller2

Roaming
Client

t o) o JuSid 1y mobility domain <G ¢ o2 L mobility group (peiz 4
Mobility Domain_1

Wired
Network

Mobility
Messages

Mobility_1 Mobility_2

Controller3

AP2 '
-

Roaming
Client

1N
CISCO.

in Persian
Page 127 of 235



Shls Sod 9wl ails bli,l ;Ko b wilyy o0 « wiws mobility group &G jo o5 g Jos

. dkwd Slws virtual gateway IP Address

Mobility_Domain_1

Wired
Network

CP_Mobile ATC_Mobile

-
Vo~
-
000000

Controller2

. 4

Roaming
Client

: Roaming
9 bl 5)lhdp Jb 5o gliged &Il 5o ¢ canl 555 AP & AP Gl )5 <S> sLse 4 Roaming
0990 s> Wb Lol « 8.8 plxil mobility group (puie e wlgiwe roaming wldes . cwwl transmission
adl g) cuwl ouls associate ¢ pls domain oG jo a5 w5 S 511y 5 ¢ 8 8 plxil mobility domain g
ol 8590 30 Sledbl asus old 43 92 « 395 (5o Mobility domain 4 « (sui authenticate (f 31 Ju3
& doB 90,5 ubles il yo suus [P 1A« uas slxil 1y association wldes o)Lgd Wb « Cawad 39290 Client
S > b a2 « wS TOAMINg wilei ooi client o 3 JS& ;0 S 1A ! wigls restart wb Je8 oW session

0,5 o Testart Koo wiog active a5 v session g el aalgs was [P G olh S5 Cwow &

DSL
Connection

Coffee Shop

} Home_AP Free Wi-Fi
—I:/E Not Roaming!
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Pl Al 1y gy bbb s b b J oS croeming elxil gl g

. &bl mobility domain < gas Ken
. &S run 1y code revision o Ko»
.05 Jos LWAPP mode 5 (g9, 5o
bl LSy 4ol 69, ACL

N N N NN

2Bl s (WLAN 0,90 y3) sl g 4on SSID

19,18 3g>groaming ggi 90 M5 Hob 4

Sl 5o« WS o0 TOAM 5,500 AP & AP &G 5l client oG a5 cuwolien : Layer 2 Roaming )
IP subnet < ;5945 €S 3> o j0 0,5 cTrOAMING £oi (ol yo .S La> Iy Jwo¢5 [P subnet
woz [P 0,5 assign gl DHCP Wil 8 a4 g5l 4yl azi . wibo (0 (SL Vlan o 0 545 9

(59 Session yads adad cely wilgi o DHCP 1y 5) 0g9s algzi

Sy query o ¢ sy woas> AP 4 uil5 89 : Intracontroller Roaming =

dogd oo S g WS Jlwyl Juis sl 1y query (! AP . &S JUw )l authentication

Wl y8 ol pled . (L0 AP S 3 ,b 31 ki) cawl ooy authenticatedus client oyl as
0y o0 by 10 mMS 31 oS g o iy (o0 ploml Y08 SO 0

10.10.0.0/24
VLAN 5
Guest_Access

LS

G oa Controller! [efese?

Guest_Access

AP1 - AP2

Y

— Roaming
£=7  Clent

10.10.0.107/24

Guest_Access
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elxil mobility group <G (yg950 bl ¢ J s (wuiz o : Intercomntroller Roaming =
ol Database g wledbl « K30 J pios & oo S jlclient o8 o b edls (ol 50 . 994 (o0

20 dga5 0wl cpl. 00,5 wTremove adsl J xS ggy 3l 9 ool Jiio agil J s &

c Oy (S0 OL“} ms
VLAN_10
“Internal”
{_;_ “Internal” “Internal” /;\’
Controller1 / Controller2
“Internal”

Roaming
éﬁéﬁ?ﬁ?W

g transparent b5’ . asus client ,Ls 3l roaming o, < Intrag Inter cdl>gs o 40 : as g

93 Sy AP &« pls subnet &G 59, AP &G I 5,5 G 45 Cawolin : Layer 3 Roaming .Y
329 b« Cll> (pl jo . a0 oolaiw! SSID &G 31 lzmod Lol ¢ w8 o0 TOAmM 555 Subnet S
COP9E 30 L AR (05 yuui 1) [P gla 0T client Lol « sicuwd Giliso gla SUbNEL g9y by 4SSy
smoke-and-mirrors pubid 95 S« Cdl> (pl 2dlg 5o . ) o0 tunnel Lol Joos & b J s

. Cowl ool glaslroaming Slol as' o ,5 seliio |y Al (ylgi o0 &Blg Ho 1« ol
Olee & ol Jyuus o client’s entry « ,K0 J s & J s & sl client w8 > U el o0l 5o
remove : a>gi) 33,5 o 5 Foreign Controller « ] Database g sgi 0 033 <yl anchor
Original Controller = Anchor ) . g 0 03) S,k Foreign glge a bxil jo g (09 oo

( Controller

;0SS o0 oolawl tunneling g o5 90 31 . roaming g ¢!
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5 51 Sy ¢ oo ol 38,5 a5 40 e « <l (wl 4o : Asymmetric tunneling =
« aid, (anchor controller s @) ol J uss a5« ciad 3L 45 g 99 0 destination cwow 4

- Sgdno tUNNEl wyor iS4 s

10.10.0.0/24 10.20.0.0/24
Client DB Client DB
(Anchor) Client 1 LA Client 1 (Foreign)
Local Foreign
Controller Controller
AP1 AP2
> % 10.10.0.227/24
Client 1
Roaming

o= g anchor controller & u,5 ;I S8l « Il wl jo : Symmetric tunneling =
foreign s ,b ;! ywsw « osol anchor controller 4 cuis;b 4o 5« 95, o destination
(395 a> s o client 1l (pl jo . 5gd 0 tunnel uy5 4 o,Lgs controller

o9 anchor controller Ll « sgé o Jiiw wsu> foreign controller 4 1 Database

Return Traffic
Original
Traffic
10.10.0.0/24 — (o~
L
Router1
7
o= i
00009
Controller1 Controller2
AP1 AP2
10.10.0.227 = IP
= 10.10.0.1 = Gateway
Client 1
wfrare
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A g o0 Sl g o lo user traffic g9y g yion J S a5 5yl 34259 mobility anchor eb 4 ol adl
¢ (asilos Sbanchor y yis udgl as B yo asCyl &) Wigsds anchor « wblgs oo &5 J oS 2 a4 wiilgis ol o,
8ISy I LI oS (59 ¢ o 05 ot LT 5 alold ol (Koo « byl pd yusdd 9 oy CaB3S b 92
firewall 3ol S8y G o,5 anchor Jlgpls o DMZ s yicsl as 1y oyl 3055 S (ylgi o0 (yaizzod

09 o0 Jos e 5 ol 4 mobility anchor gdisd 9 cobw gl . v p Client & o g 9,355

Saue Configurstion  Ping  Logout Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Controller Mobility Anchor Config Rpply
General Keep Alive Count 3
Inventory
Interfaces Keep Alive Interval 10
Nelb k Rout: &
oelbeistinnd Symmetric Mobility Tunneling mode * [ (currently disabled)

Internal DHCP Server
- " 2 o > ,- . T
+ Mobility Management Symmetric mobiiity tunneling mode shouid be same across all members of the controller's mobility group.
Mobility Groups
Mobility Anchor Config
Mobility Statistics

Spanning Tree
Porls

Master Controller
Mode

Network Time
Protocol

» QoS
b copP

Save Configuration

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANSs Mobility Anchors < Back
¥ WLANs WLAN SSID GUESTNET
WLANS
AP Groups VLAN Switch 1P Address (Anchor) Data Path Contral Path
local up up -]

Mobility Anchor Create |

Switch IP Address (Anchor) -
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Ay b Sy ygile g adgl Wlondiss 1 w00 o Juad

Static Interface
Management Interface v
AP Manager Interface v
Virtual Interface v
Service Port v

P 4 Jlas!
CLI adsl wlodiss

Web aJgl olediss

55 3l eolaw! L Monitoring
Rogue AP <y puw

RUSLETR L
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55903 ghadio Cooww 4 Ll 51 g WLAN (6o a9 )l S 51 bl )18 0 ¢« o plg 5 a5ads 52 50 (old Saa
(S 0975 « S Sy b b 651581 (5 097 Sl rizmon ¢ il LT b S IS (g 097 s sl 1 o
ool 5 e &y fad opl 5o . a1y pias SO yaiaile (KisSz 5 9 ¢ i SO GUI 356 51 WLAN @ololics

C S0y el 35100

: Static Interface

gl Soiliw! (gl (yund yis| ¢ Wiguls o0 & y23 b administrator buwgs a5 dynamic gla (s yos! G5

gl (o0 23 Elgl Jold b pad yiul (] 0305 (o0 (B y20 L SYStEm

B a9 58 1 . 08 Jlw,y1 TG g 1y L o3 33 Wilgs (oo (S o uad s : Management Interface v
Ty (5l wd yisa | ol STAP L 09 wolgs . 1Q ST (gl,10 g wigs o0 Jlw,yl g oo 2 NaAtive vlan «
CoSS oo oolawl S o S

SbLS,l 40 g2 « abl LSy sl 094 0 0310 Luad yi! (p3| 4 &5 w0l : AP Manager Interface v/
L0l oo oolaiul ol 31SA ylgie 43 WLC g AP (4

S (S8 Mo . IS o0 J S 1y )y (SS9 md Wb oy (6 Aod ¢ uard yiul o) : Virtual Interface v
G 398 (oo redirect (g3lmo (uud il 4 losul c 390 Juog (pd 2y 450 4y Web 3, 5l wles (o0 28
.99, 50 99> home page & yupw « 34 plxil Authentication wldes

£ 39y o0 ) & out-of-band cu pow gy 45 ol Soilins] s yis! 31 5,590 g5 : Service Port v/

L« yg opl - 008 18 colaiwl )90 poiww (510455 b poiuw TECOVETY joliio 4y Wilgd o0 1A
Sl ACHIVE iy w8 (yasds gy oD AS Cnntd y99

S oly oo Lol ¢ 0,5 wuliss default gateway < Service port sl olgi 08 Web interface & ,b 3l : aisS
- lod o0 ooliw! cONSig route jgiws 31 )15 w5l 0905 G ya5 static route s CLI s b
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: H S & Ll

aod g1 Jolye o g3 Kb 53 w08 Jate Jbw b sl @ lei (o0 DB Jbpw 5 S 51 eslisn! b

sl (oo oalia Iy S

Bootloader 4.1.171.0 (Apr 27 2007 - 05:19:36)
Motorola PowerPC ProcessorID=00000000 Rev. PVR=80200020
CPU: 833 MHz

CCB: 333 MHz

DDR: 166 MHz

LBC: 41 MHz

L1 D-cache 32KB, L1 I-cache 32KB enabled.
I12C: ready

DTT: 1 is 20 C

DRAM: DDR module detected, total size:512MB.
512 MB

8540 in PCI Host Mode.

8540 is the PCI Arbiter.

Memory Test PASS

FLASH:

Flash Bank @: portsize = 2, size = 8 MB in 142 Sectors
8 MB

L2 cache enabled: 256KB

Card Id: 1540

Card Revision Id: 1

Card CPU Id: 1287

Number of MAC Addresses: 32

Number of Slots Supported: 4

Serial Number: FOC1206F03A

Unknown command Id: Oxa5
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Unknown command Id: Oxa4
Unknown command Id: @xa3
Manufacturers ID: 30464
Board Maintenance Level: 00
Number of supported APs: 12
In: serial

OQut: serial

Err: serial

.088b. dB888888b .d8BB8. .088b. .d88b.

d8P Y8 "88' BB' YP d8P Y8 .8P Y8,

8P 88 "8bho. BP 88 88

8b 88 "Y8b. 8b 88 88

Y8b d8 .88. db 8D Y8b d8 "8b d8'

"Y88P' Y888888P "8888Y' "YB8BP' 'Y88P'

Model AIR-WLC4402-12-K9 S/N: FOC1206F03A

Net:

PHY DEVICE : Found Intel LXT971A PHY at Ox01
FEC ETHERMNET

IDE: Bus 0: OK

Device @: Model: STI Flash 8.0.0 Firm: 01/17/@7 Ser#: STI1M75607342054704
Type: Removable Hard Disk

Capacity: 245.0 MB = 0.2 GB (501760 x 512)
Device 1: not available

Booting Primary Image...

Press <ESC> now for additional boot options...
***%*% External Console Active ****=*

Boot Options

Please choose an option from below:

Run primary image (version 4.1.192.17) (active)
Run backup image (version 4.2.99.0)
Manually update images

Change active boot image

L& B R o R

Clear Configuration
Please enter your choice:
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Lol b 3l g 00,5 load a5 0,5 luw 1y ol ,81. 85,5 o configuration file < Jlis Juas lal o
odlel as ups oo pling K ¢ il 5929 (g configuration g ,51 Ll . WS 0 password g username

(315 plxil ylgi o0 1y lowkiid (g pw Ky LT 31 g 394 o0 SEtUP MOde 3,414

Starting LOCP: ok

Starting CIDS Services: ok
Starting Ethernet-over-IP: ok
Starting Management Services:
Web Server: ok

CLI: ok

Secure Web: Web Authentication Certificate not found (error).
(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup
System Name [Cisco_32:af:43]:

: CLI a5l csloukics

towmlod o oualie oy S0 40 a5 ol plxil 1) alisko Wlowddss ylgs (o0 ¢ ddo yo (] 5o

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_32:af:43]: WLC_1

Enter Administrative User Name (24 characters max): admin

o fran]ee
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Enter Administrative Password (24 characters max): *****
Re-enter Administrative Password : *****
Service Interface IP Address Configuration [none] [DHCP]: 1@.1.1.1

Invalid response

Service Interface IP Address Configuration [none][DHCP]: none
Service Interface IP Address: 10.1.1.1

Service Interface Netmask: 255.255.255.0

Enable Link Aggregation (LAG) [yes][NO]:

Management Interface IP Address: 192.168.1.75

Management Interface MNetmask: 255.255.255.0

Management Interface Default Router: 192.168.1.1
Management Interface VLAN Identifier (@ = untagged):
Management Interface Port Num [1 to 2]: 1

Management Interface DHCP Server IP Address: 192.168.1.1
AP Transport Mode [layer2][LAYER3]:

AP Manager Interface IP Address: 192.168.1.80

AP -Manager is on Management subnet, using same values
AP Manager Interface DHCP Server (192.168.1.1):

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: CP_Mobilei

Enable Symmetric Mobility Tunneling [yes][NO]: no
Network Name (SSID): OpenAccess

Allow Static IP Addresses [YES][no]:

Configure a RADIUS Server now? [YES][no]:

Enter the RADIUS Server's Address: -

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]:
Enable 802.11b Network [YES][no]:

Enable 802.11a Network [YES][no]:

Enable 802.11g Network [YES][no]:

Enable Auto-RF [YES][no]:

Configuration saved!

Resetting system with new configuration...

Configuration saved!

Resetting system with new configuration...

Bootloader 4.1.171.0 (Apr 27 2007 - 05:19:38)

Motorola PowerPC ProcessorID=00000000 Rev. PVR=80200020

CPU: 833 MHz
CCB: 333 MHz
DDR: 166 MHz
LBC: 41 MHz
NI

CISCO.

in Persian

Page 138 of 235



L1 D-cache 32KB, L1 I-cache 32KB enabled.
I12C: ready’

DTT: 1 is 31 C

DRAM: DDR module detected, total size:512MB.
512 MB

8540 in PCI Host Mode.

8540 is the PCI Arbiter.

Memory Test PASS

: a5 oo password gusername gLslis b i« ol reboot J pis asCu! 51w

Enter User Name (or 'Recover-Config' this one-time only to reset configura-
tion to factory defaults)

User: admin
Password:*****

(Cisco Controller) >

1 0g0s ooliiwl lgd (oo ) Heiwd jl e Olowdadd (40,5 0 S (gl

(Cisco Controller) =save config
Are you sure you want to save? (y/n) y

Configuration Saved!
(Cisco Controller) =

. bod ooliswl debug wiygiws 31 vuilel (oo cmizon

. G |21 B web interface @ yb 31 Debug jeuws : aiss
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: Web asl elondiss

{029 (50 Joako « (Censl 192.168.1.1 Ygano 45) JpiiS (o yidion P T @ foil

CIsco

o".nl'ln
Cisco

Wireless LAN
Controller

WIANS CONTROLLER WIRELESS SECURITY

-

PowS o0 oualino Iy J pUS Caumdg s w6 axiio « JLad! I e

MANAGEMENT

Save Configurstion

COMMANDS

HELP

Ping Logout Refresh

Monitor

Summary
¥ Statistics
» CopP
F Wireless
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Summary

Conce Brarime

Controller Summary

Management IP Address
Service Port 1P Address
Software Version
System Name

up Tima

System Tims

Internal Temperature
£802.11a Network State
802.11b/g Network State

Access Point Summary

Total
802.11a/n Radios 2
802.11b/g/n Radios 2
All APs 2

Client Summary

192.168.1.50
192.165.100.1
4,1.192,17M (Mash)
1vLc1

3 days, 6 hours, 1 minutes
Frilun 13 23:49:27 2008
+35C

Enabled

Enabled

Up Down
@2

@2

®0 Detail
&2 ® o0 Detail
® 0

Detai|

12 Access Points Supported

Cizeo 4900 Serles

Niraless LA Comroler

Rogue Summary

Achive Rogue APs

Active Rogue Clients
Adhoc Rogues

Rogues on Wired Netwark

Top WLANs

Profile Name
Public_Guest_Access
Open

Most Recent Traps

Interference Profile Updated to Pass for Bage Radio MAC
Rogue AP : 00:0b:85:76:f9:9¢ detected on Base Radio b
Interference Profile Failed for Base Radio MAC: 0D:1a:a2
Rogue AP : (00:19:29:cc:08:30 detected on Base Radio #
Ranue AR : AN:1Q9:a0:hf:a5:0N derartad nn Raca Rardin |

3 Detail
Retail
Detail =
2 of Clients
1 DRetail
o Detail
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Iy o pls Comnd « WLAN iz a5 ool aiisls a> 99 . oy o0 cOntroller interface colu 4 cog

caled o asiine |y lowtiss Wired cuoud < Interface icw g« S 0 oy
423 dyz (pusd iyl 53 3 2 Controller/Interfaces/New og,5 5 «

nfiguration Eing Logout | Refresh

MONITOR WilaNe CONTROLLER WIRELESS ESECURITY MAMNAGEMENT ¢ HELP

Controller

General

Inventory

Interfaces

Network Routes

Internal DHCP Server
¥ Mobility Management

Spanning Tree

Ports

Master Controller
Mode

Network Time
Prot

b Qos
F CDP

Interfaces = New <Back | Apply |

Interface Name GUEST_LAN

VLAN Td sl

DHCP ol oo ooz . duslod Jloc! I, IP address alos 31« lowdasd plw auilei (o0 ¢ (30,5 APy 51 s

Cisco

.o lei Jled 1, Server

onfiguration  Bing  Logout Refrech

MONITOR CON 1 ] SECURITY MANAGEMENT CO 5

Controller

General

Inwventbory

Interfaces

Network Routes

Internal DHCP Server
¥ Mobility Management

Spanning Tree

Poris

Master Controller
Mode

Network Time
Protocol

F Qos
k CDP

Page 141 of 235

Interfaces > Edit <dack | Aoply |

General Information

Interface Nama GUEST_LAN

MAC Address 00:1e=:F7:32:af:-40

Interface Address

WLAN [dertifi=r BEDO

1P address 172.30.1.50 L
Netmask 255.255.255.0 |
Gatewny 172.30.1.1

Physical Information
Part Mumber
Backup Port

Active Port

moe o ._‘

Enshl= Dynemiz &P
Management

Configuration

Quaranting E

DHCP Information

Primary DHCP Server 172.30.1.1
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ST ol . 03 o Jeb pud Cge johy b WLAN wbs oo oLdd 45 0 oo dlyys ool « 99,5 Apply b

Cisco

s [y 95 londiis (g 4ot duiled (o0 ¢ B Ly 0| o (g 800k b . sl by

MONITOR  WLANS

CONTROLLER  WIRELESS

SECURITY  MANAGEMENT

Saxe Configuration 2ing Logout | Refresh

COMMANDS HELP

Controller

General

Inventory

Interfaces

Network Routes

Internal DHCP Server
¥ Mobility Management

Spanning Tree

Ports

Master Controller
(-]

Network Time
Protocol

b QoS
cDP

-

cisco

Interfaces New...
Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management
Bp-mansger 1 192.168.1.51 Stetic ?nubl:d T
guest lan &0 172.30.1.50 Dynamic Dizabled 2
managemant 1 192.168.1,50 Static Not Supported
service-part Nfa 192,168.100.1 Static Not Supported
wirtual NI& 1.1.1.1 Static Not Supported

WLANS/New : auss plais| s ol S5 a1y ol 9093t WLAN 5 Jb>

CONTROLLER.  WWIRELESS

SECURITY  MANAGEMENT

COM

saye Configuration Fing Logout Refresh

ANDS HELP

WLANs

* WLANS
WLANS
AP Groups WLAN
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MONITOR  VWLANS

WLANSs = New
WLAN ID
Profile Name

WLAN S5ID

Public_Guest_Accass

\GUESTNET
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oy bl all g 4y 35 < Radio Policy (glp e 9 wss Jlos! 1) wlowdiid plw auilyi o0 « 30,5 Apply b
.09 wlgs Jled GUESTNET g asuis gl Lo radio plod ¢ allb

Save Configuration  Ping  Logout Refrech

Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANSs > Edit <Back | | Aoplv |
General | QoS | Advanced
v WLANS [ESecomvBQoSaRadvarceag)
WLANS
AP Groups VLAN Profile Name Public_Guest_Arcess
WLAN SS1D GUESTNET
WLAN Status ¥ Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All -
Interface guest_lan - =
8roadcast SSID ¥ Enabled

Fool Notes

1 CKIP I not supported by 10xx model APs
2 Web Policy cannot be usad in combination with IPsec LS
3 H-REAP Locai Switching is not supported with IPsec, CRANITE and FORTRESS suthenbticabion

- W.hcn client exclusion is enabled, a Trr'cour Vailue of zero means mfinity (will require administrative override to reset exciuded clients) +

olatisl ola asiols &y Calizeo o1 8 43 yS'g « wuwlod il WLAN ;2 ol 1) cawlioo (gud yid | 45 aulily aitils a3
L, ales IS jlro el B cw pwd g ol wiles e

P 0ges dadlgs ousline Iy logisd (g 4zt 9 < waplgs 5L WLAN Sy juw 4y (40,5 Apply b coles 5o
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cisco

MONITOR. WlANs CONTRCLLER WIRELESS SECURITY

sawe Configuration

MANAGEMENT

Ping Logout Refresh

WLANSs

= WLANS
WLANS
AP Groups VLAN

WLANS HNEWa.
WLAN Admin

Frofile Name (v WLAM 551D Status Security Policies

Open i Open Enabied [weaz][Auth{B02.1)]

Fublic G Accens 2 GUESTNET Enabled

= WLan [os 9-16 will not be puched to 11x, 120 and Lxx model AP,

MONITOR  WILANS CONTROLLER

WIRELESS

SECURITY

MANAGEMENT

Sage Configurstion

IMMANDS

HELP

Wireless/Access Points/ All Aps « uwslei 5,135 ob 1y b AP bl axils ¢ a5 al> o 50

Bing  Logout Refresh

Wireless

* Access Points
All APs
~ Radios
G02.11ain
802.11hfain
= AP Configuration

Mesh

} Rogues
Clients

F 802.11a/n

b 802.11b/g/n
Country

Timers
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All APs

Search by AP MAC

Search

Radio Dperational
AP Mame AP Il Slots AP MAC AP Up Time Admin Status  Status
APO01b.2a26. fodd 3 z 00:1b:2a=:26:f0:44 0d, 30 h03 mOos=s Enahle REG
£ 23920 4 2 00:1b:0c:521a9:20 0d,00hod moos Enable REG
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Saye Configuration ~ Bing  Logout  Eefresh

MONITOR  WlLANS CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP

Wireless

= Access Points
all AFs
= Radics
BO02.11afn
BA2.11k/gin
= AP Configuration

Mesh

F Rogues
Clients

F BDZ.11a/n

F B02.11b/g/n
Counlry

Timers

Wireless

* fccess Points

All APz
= Redics

BOZ2.11adn
BO2.11b/gin
= AP Configuration

Mesh

F Rogues
Clients

F BO2.11a/n

F B02.11b/g/n
Country
Timers

Saye Configurstion * Bing  Logout ' Refresh
MONITOR  WlANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMAMNDS  HELP
802.11a/n Radios
Admin Operational
AP Name Radio Slot# Base Radio MAC  Sub Band Status Status Chan
Regsearch_Lab-AP 1 DEilaiEaifgiedide - Enatle uP 116 *
Lobby-AP 1 D0:laza:fo:df:a0 - Enable up 52 *
= globel assignment
i 14 3

All APs > Details for AP001b.2a26.f944
 General | Inventory | Interfaces | Advanced

General Versions
AP Nome Lobby-AP S/W Version 4,1.192.17M (Mezsh)
Location lobiy Boot Version 12.3.8.0
AR MAC Addrese DO:ib:2a:26:fo:dd [0S Version 12.4(3g)3A2
Baze Badin MAC DO0+1m Al Fermfal Mini 105 Verzinn 3.051.0 E

Status Enshlz « [mage Name C1130-K9WE-M
AP Mode local - IP Config

Operational Status G AP 1P Addrese 102.168.1.104
Port Number 1

Prmary Controll=r Name Time Statistics

Secondary Controller Name: UP Time 0d,00hDOmMODs

Tertiary Contrallar Namea Cortroll=r Assoriated Time

0d, 00h0DOmOD=
Cortroller Assooation Latency 0 d, 00k 00m 00 s

Hardwars Reset Sat to Factory Defaults

Perform & hardware reset on this AP

Reset AP Now i

Clear configuration on this &P and reset it to factory
defaults

Clear Config

gy 22 S g & AP d (o s (49,5 S9uzme g
Wireless / Access Points / Radios / 802.11a/n
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cisco

P 0 ) 25 g0 ¢ 15 0590 AP Cnly oo S (g9 ¢ SS'L

aye “onfigurstion  Ping  Logout  Refresh

Wireless

* Access Poinls
All AP
= Radios
B02.11afn
BO2.11hfgfn
= AP Configuration

Mesh

¥ Rogues
Clients

F 802110 n

F B02.11b/g/n
Country
Timers

VITOR  WiANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT

Admin Operational Power
Radio Slate Base Radio MAC  Sub Band Status Statuxs Channel Level Antenna
1 0D:1a:a2:Med:dD = Enable ue 116 ™ I Cenfigus
1 0D:laraR:fe:dfran - Enable us 52 1* | peianl
BO2 118TEM
. U, ]+

L. oS ol |y enable g 435 « WLAN Override sy j0 (e . s loi wliil 1y configure g 4y 38

2 0

sl o0 asiteo |y ol 42318 LLS,IAP (31 b sl a5 sl wlan . b wlan caud ji ., !

MONITOR  WILANS

CONTROLLER

WIRELESS

Saye Configuration 2ing Logout Refresh

MANAGEMENT COMMANDS  HELP

Wireless

¥ Access Poinls
All APs
w Radios
802.11a/n
B02.11b/a/n
= AP Configuration

Mesh
HREAP Groups
¥ BO2.11a/n
» 802.11b/g/n
Country
Timers
» QoS
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802.11a/n Cisco APs > Configure

General
AP Name Research_Lab-AP
Admin Status Enshle
Operational Status DOWN
11n Parameters
11n Supported No
Antenna
Antanna Type Intamal
Diversity Enabled «

WLAN Override
WLAN Overnde
ID WLAN SSID

1 Open
2 GUESTNET

disable

enable select
¥
[

RF Channel Assignment

Current Channel 116
Assignment Method @ Global
©) Custom

Tx Power Level Assignment
Current Tx Power Level 1
Assignment Method © Global
) Custom
Performance Profile

View and edit Performance Profile for this AP
Perf ePprofile |

Note: Changing any of the paramaetars causes the Radlo to be
temporarily disabled and thus may result in loss of connectivity for
some clients,
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1y oS 31 eolaw! L Monitoring

-Gl S Curidg Ao (g Ao ¢ JusS o0 0B Line 4 (g3 (ydgl « uS e Ogin Y iS4 Sl

cisco

ITOR WLANs

Monitor

Summary
} Statistics Controller Summary
» COP Management 1P Addrass
¥ Wireless Service Port 1P Address

Software Version
System Name

Up Time

System Time

Internal Temperature
802.11a Network State
£02.11b/g Network State

Access Point Summary

Total
802.11a/n Radios 2
802.11b/g/n Radics 2
All APs 2

Client Summary

Current Clients
Excluded Clients
Disabled Cliants

CONTROLLER

WIRELESS

]

192.166.1.50

192.168.100.1

4,1.192,17M (Mesh)

1wLci

2 days, 23 hours, 12 minutes
FriJun 13 17:00:19 2008
+35C

Enabled

Enabled

Up Down
®2 ® 0 Detall
®:2 ®0 Detail
@2 ® 0 Detall

SECURITY

Save Configuration  Ping

MANAGEMENT COMMANDS HELP

Wirsiess L Controler

MODEL q402

Rogue Summary

Active Rogue APs 32 Detail
Active Rogue Clients 3 Retail
Adhec Rogues 1 Detzil
Rogues on Wired Network 0
Top WLANS

Profile Name # of Clients

Cpen 0 Detail
Public_Guest_Access 0 Detail

Most Recent Traps

Interference Profile Fail=d for Base Radio MAC: 00:1a:a2
Interfarence Profile Updated to Pass for 5ase Radio MAC
Rogue : 00:0b:85:76:f9:9d removed from Base Radio b
Rogue : 00:0b:85:76:f9:9d removed from Base Radio b
Channel changed for Base Radio MAC: D0:1aa2:f3:ed:d

Niaw All

This page refreshes every 30 seconds.

Logout Refresh

m

ol ikt 5l ik Jalis 4o 0 i (o0 45 sl

o2 associate jea 1 o) il 00,5 Jlw,l probe G a5 5,5 .« client summary s o S
lg Slaxi Wi g Cuwl odls Gl pEl oS Adiod dus (pl 1M . 5,5 0 yl,8 current client g3 (wib ouis
status w)é ‘ MMChent W’Wireless Sy = ﬁ«.o.w)é)bﬂ [PYIIRV-XY, uw ‘) ‘35.;5 u‘).')ls

SO0yl Suxdg 4z y0 wols Jlo o client (pl aS e o0 s

DS o0 ot Lo [ didiwd Cardg (pl jo a5 g AP« g0l wa detail g9y S5 L AP summary s o
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Logout | Refresh
alialn kbl

. - i Eing
CclisCo MONITOR ~ WWLANS  CON WIRELESE ) =

Monitor 802.11blg/n Radios
Summary Admin Operational Power
AP Hame Radio Slots Base Radio MAC  Status Status Channel Level Antenna
F Statistics
i Ressarch_Lab-AP ] 00:1a:a2:f9:ed:dd Enable L B s i= Interral B
Lobby-AP o 00:1z:a2iferd™ad Enable up 1= 1 ternal B
F Wireless

* giobal assignmernt

Content I

L1}

Iy oue cpl dz b . Cawl yai 590 jouinS j0 ylgi Hlade o YL Lo & e wbb 1 L wlw power level ,luie )
g Ml (oo Sl w0y Be (s 0jluil 4 (g ¢ S et ¥ ) I ,ST 0 L 09 (s0 peS lgF Hladie ¢ S S,
(310 JdlS o 0 YO S )0 (Ss) 994 (o0 o5 (39 31 o j0 B0 o 5 ¢ pudd ki ¥ 4 Y 51 )51

PawdS Joe S (ol 4 AP lodiis s 6l
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-onfiguration Fing Logout Refresh

CIsCO MOMNITOR WilaNs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Monitor 1.11bigin Radios
Summary Admin Operational Power
. Hame Radio Slots Base Radio MAC  Stalus Status Channel Level Anbtenna

F Statistics i
search_Lab-AP o 0D:lasaz2:fM:ed:dD Enabla P b B i B i

k CDP 1
shy-4P o 00:1a:a2:fc:df:all Enable ue < B 1= | oetail i

b Wireless

802 118gTSM

‘obal assignment

| I 1l I \ Saye Configuration ging  Logout
L] L} L}

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Monitor 802.11b/g/n Cisco APs > Configure <Back | Avply |
Summary General RF Channel Assignment™** ‘

} Statistics I
AP Name Research_Lab-AP Current Channel 11

» COP |
vID N/A Assignment Method © Global I

b Wireless |
Admin Status Enable - @ Custom

Operational Status ~ UP
** Only Channels 1,6 and 11 are

nonoveriapping
11n Parameters Tx Power Level Assignment
11n Supparted No Current Tx Power Level 1 =
Asszignment Method @ Glabal [
Antenna
) Custom
Antenna Type Intemal w
Diversity Enabled ~ Performance Profile

3 View and edit Performance Prafile for thiz AP
Management Frame Protection

Performance Profile | |
Version Supported 1 |
Protection Capabslit All Fram ** Not=: Changing any of the paramete=rs causes the Radio lo be |
% PR, ol temporarlly disabled and thus may result in loss of connectivity for
validation Capability All Frames some cllents,

WLAN Override =

WLAN Quernde Disabl= w
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Sayve Configurstion  Bing  Logout

WiLanNs CONTROLLER  WIRELESS SECURITY  MANAGEMENT

Monitor

summary
F Statistics
k CDP

* Wireless
Rogue APE
Known Rogue AFs
Rogue Clisnts
Adhoc Rogues
B0Z.11a/n Radios
B02.11b/g/n Radios
Clients
RADIUS Servars

MONITOR

Dperational Load Hoixe Interfersnce Cowversge
Radio slots Base Radio MAC Sub Band Statis Profile Profile Profile Profile
i 00:1aa2:fo:df:al # up Passed Passed Passed Passed el
1 00:1aa2:fored:dD - up Passed Passed Passed Passed Detail
. | I |

a5 JUL (595 oL JBI ,S1L 99 o5 A SNR U 09l yitiw (g5 0 slio ! 51 AP (pl (59, Load 51
FBgy cpl ¢ 0SS lawy 5,50 AP Ll wis roam b p,ls S10 « aibl atsls o959 oS b OT o AP Y

]
Ccisco

MONITOR  WLANS

capd o b Iy e warning gl

Save Configurstion  Ping  Logout Refrech

CONTROLLER. WIRELESS SECURITY MANAGEMENT COMMAMNDS  HELP

Monitor

Summary
F Statistics
F CDP

* Wireless
Rogue AFs
Known Rogue APs
Rogus Clients
Adhoc Rogues
BOZ.11a/n Radios
s02.11b/a/n Radios
Client=
RADIUS Servers
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Radio > Statistics <Back |

Click the Refresh button b obtain the |stest stabistics

Statistics: [#] Profile information @] Rx Neighbors @] B02.11 MAC Counters  [@] Radar Information

AP Mame Lobby-aF

m

Base Radin MAC 00:1ataZ:fe:dfal

AP IP Address 152.168.1.104

Radio Type 802.11a/n

Operational Status ue —
Monitor Only Mode Local

Channal Numbar 52

Profile Information

Moise Profile  Pasced Interference Profile  Paszed Load Profile Paszed Coverage Profile  Paszed

Woige ve. Channel

5 -
& —
£ -

n
=
n
T
e
=1
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cisco

: > Rogue AP ¢y pow

ol &L 205 gl a5 Cal AP o aSU ¢ o 51,5 AP G Lol Rogue AP

MONITOR

WLANS

CONTROLLER

WIRELESS

SECURITY

MANAGEMENT

Save Configuration  Ping  Logout

COMMANDS HELP

Monitor

Summary
¥ Statistics
» COP
F Wireless

Summary

Controller Summary

Management IP Address
Service Port 1P Address

Software Version
System Name
Up Time

System Tim=

Intarnal Temperature
802.11a Network State
£02.11b/g Network State

192.168.1.50
192.168.100.1

4.1.192.17M (Mash)

1wLc

3 days, L hours, 53 minutes
Frilun 13 19:40:56 2008

Access Point Summary

802.11a/n Radios

£02.11b/g/n Radios

&l APs

Client Summary

435 C
Enabled
Enabled
Total up
2 @2 ® o0
2 @2 ® o0
2 @2 ® 0

Detail
Detail

Deta:l

12 Access Points Supported

Rogue Summary

Active Rogue APs 32 Demil
Active Rogue Clients 3 Detail
Adhoc Rogues 1 Detai =
Rogues on Wired Network 0

Top WLANS

Profile Name # of Clients
Open 0 Detail
Public_Guest_Access 0 Detail

Most Recent Traps

Rogue : 00:0b:85:7f:49:cd removed from Base Radio v
Rogue : 00:19:29:b5:16:70 removed from Base Radio |
Regue : 00:19:29:b5:16:70 removed from Base Radio |
Rogue : 00:19:7d:cd:4d:16 removed from Sase Radio !
Rnnim 82 - AN-Nh+AS-7h:28:Qm deterted nn Race Badia |

rdetail (595 (10,5 S5 b wwlei <y poke Iy Ly TOGUE AP« 1505 (e 0] 1 5b 31 iled (oo Lo

cisco

WLANs

CONTROLLER

WIRELESS

SECURITY

MANAGEMENT

Save Configuration

COMMANDS HELP

Monitor

Summary
¥ Statistics
» COP

¥ Wireless

Page 151 of 235

MONITOR

Rogue APs

MAC Address
oo

00:00:c5:d7:33:bd
00:0b:85:74:ed:ad
00:0b:85:
00;0b:85:75:13:6d
D0:0b:85:76:13:6e
00:0b:85:78:13:6f
00:0b:85:76:28:%=
00:0b:85:758:2h:4d
D0:0b:85:76:2b:4e
00:0b:8S:75:32:6d
00:0b:85:76:

o]

ced:ae

00:0b:85:78:5:90
00:0b:85

riean rnasraseens ¥

SSID

# Detecting
Radios

6563 1561

Unknown
BellevusConnect_Outdoor
Unknown
BellevusConnect_Outdoor
BellevueConnact
Bellevu=Connect_Outdoor
Unknown
Bellevu=Connect_Outdoor
Unknown
Bellevu=Connect_Outdoor
Unknown
BellevueConnedt_Outdoor
Equity-Wireless

chosenl

amazing

hash2

Interiorfix

YAPS

Quilmes

Items 1 to 20 of 32

Number of
Clients Status

HIN N NN KBNS HENNSNBSBNNNNNN

o Alert
Alert
Alert

e o e

Alert
Alert

Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert

O 0 o+ © 00 OO DO DO OO

Alert

OO G T TN ST S0 e Ce e T T P AT

Next
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Q. Cowl g ¢ ablb S due pl 4z a5 Cuway| (# detecting radios) b groly olasi 090y pieo (5 4SS
29 AP 31 45 Casline ) 4 125t ol yidg « Wiy (6505 5l 9201, 1, TOgUE AP S5 420 ¢ 508 ©)lae
6345 S 3290y 51 Lol (ol 03,5 Syl K255 SIS 5 Cawlo 5 lunsd AP wyli) 3, 51,8 4 (g 4

(3,1 (65113 wuad g ol S S Ylasol) ol 41855 5155 Lo (g 4S50 iy < wiom |

éwwo&wéwubp‘bMAc Q.}J}‘ﬁk\f;b‘sg)ﬁ&blflg

Save Configuration  Ping  Logout Refresh

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Monitor Rogue AP Detail <Back | Apply |
Summary MAC Address 00:14:6c:26:38:1F
¥ Statistics
» COP Type AP
> Wi
Wireless Is Rogue On Wired Network? No
First Time Reported Tue Jun 10 18:4D:12 2008
On
LastTime Reported Fri Jun 13 19:52:05 2008
on
Current Status Alert F

- - Choose New Status - -
- - Choose New Status - -
Contain Rogue

Alert Unknown

Known [nternal
Acknowledge External

Update Status

APs that detected this Rogue

Baxe Radio MAC AP Name SSID Channel ::::" WEP WPA Pre-Amble ¥

00:12:02:Mted:dD Research_Lab-AP hash2 1 802.119 Disabled Disabled Long

00:ta:a2:fe:dfan Lobby-A2 hashz2 1 802.11g Enabled Dicabled Long -
Clients associated to this Rogue AP

MAC Address Last Time Heard

00:1b:77:95:4c:67 FriJun 13 19:40:31 2008 £dit X
« L '

23lg 5o . a0 ylis Al> jld,) AP ¢ o5 ol 1) contain g 4 3¥ < update status s ;o axils
- aled o0 Jlw,yl b> aon 4 deauthentication 5 g 5,135 o0 5995 m2y9 3y 1y TOgUE (3| MAC w,sT AP
I3« ooliw 3 1y ply () ROgUE AP wiss (o0 ;K8 ¢ 0dS (o0 Lo 1) myd (nl &5 &l ol )8 pled 1

. 0,5 walgss 4,8 » contained AP U bli )l K50 g uid o0 oo 4 TOGUE ol L1, 345 association

dwo o Ve sgu> contained AP y» ol3l as 1y ¢ 0,5 contain [y rogue G Y yuSlos oyl o0 AP 2 (gl 9 aidl
. 3,18 1, CPU hit o jot+ pSTas Jorxd Calsld g 9 3T o0 39299 CPU hit
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RIS

- 0g0d Jlosl aliseo Wloadasd' 4l (o0 Jui ol 9,15 s o

i I el I | Save Configuration 2ing Logout  Befresh
L] L] L}
CISCO MONITOR WMLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT
Monitor Clients 1tems 1 o2 of 2
Summary Search by MAC address Search

F Statistics
» COP Client MAC Addr AP Hame WLAHN Profile Protocol Status Auth  Port WGH
» Wireloss Q0:14:35:00ic3:38  Labby-AP Unkngwn B02.11b Probing No 1 wo &

Rogue APs 00:1e:c?:ab:14:36  Lobby-AP Fublic_Su=st_Acc=ss B02.11g BAsmooeted s i No [~

Known Rogue APs
Rogue Clients
Adhoc Rogues
B02.11a/n Radios
g02.11b/a/n Radios
Clients

RADIUS Servers

03 (g0 0anlio 4y 35wy ¢ oS SlS Sl Cm D (59, ¢ S5 Sy Jio aliz Slio
. oS enable 1,57 6,Lgs aSuiloj b« wiS” oo Jlad jué Iy p,l5 S : Disable

association (gly o,bgs Jwoes wilyi o Ll ¢ wad 0 4,8 disassociate cil> jo 1y w5 S : Remove
- led (D

9 JUSw Job « SNR (5 dsmwln 3 oSy (golani Jluyl (5 abawsy) 32yl SO S (39,5 <o gl 2 : LinkTest

QS)LS&)U“(

: Aﬁlo.;gs.z.lfol).g)UMAC u»)éT G9) ¢ s Ol 3> (5 oudlice gl 9
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Monitor

Summary

¥ Access Poinlts

b Statistics

» CoP

¥ Rogues
Clients
Multicast
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MONITOR  WLANS
Clients > Detail

Client Properties

CONTROLLER

WIRELESS

SECURITY MANAGEMENT

<sdack |

Saye Configuration

COMMANDS

Apply | LinkTest |

Ping Logout Refresh

AP Properties

MAC Address 00:20:a6:58:50:54 AP Address
1P Address 0.0.0.0 AP Name
Client Type Regular AP Type
User Name VILAN Profile
Port Number 1 Status
Interface management Assodation [D
VLAN ID 0 802.11 Authentication
CCX Version Not Supported Reason Code
E2E Version Not Supported Status Code
Maby lity Role Unassociated CF Pollable
Maobility Peer [® Address N/A CF Poll Request
Palicy Manager State START Short Preamble
Mirror Mode Dissble ~ PBECC
m’:ggg‘.‘“m Frame No Channel Agilty
Timeout
Security Information
WEP State
Security Policy Completed No
Policy Type N/A
Encryption Cipher None
EARP Typ= N/A

Quality of Service Properties

WMM State Dicabled

QoS Level Silver

Diff Serv Cod= Paint (DSCP)  disabled

802.1p Tag disabled

Average Data Rate disabled

Average Real-Time Rate disabled

Burst Data Rate disabled

Burst Real-Time Rate digabled
Client Statistics

Bytes Received 0

Bytes Sent o

Packets Received 0

Packsts Sent b}

Policy Errors 0

RSSI Unavailable

SNR Unavailable

Sample Time Thu Aug 7 15:12:47 2008

Excessive Retries 0

Retries

Suce=ss Count ]

Fzil Count 0

Tx Filtered 0

OD:1a:a2:fc:df:aD

Lobby-AP
602.11b

N/A

Probing

0

Open System

0

0

Not [mplemented
Not Implemented
Not Implemented
Not Implemented
Not [mplemented
0

WEP Disable

L1
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AP modes

O

Standalone « Lightweight Lo
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ogxi Juad oyl yo . wiyls Iy Lightweight g Autonomous cdl> g0 2 ;o cadled colild 9w s AP 51

a b AP (pl bowd ke 9 Olowdiid 4 (pizxod ¢ &S g0l auples |y Standalone g AP &y o ypws
. 1oy puplgs Lightweight cdl>

: AP modes

Autonomous cdl> « wisb axisls 1 Lightweight g Autonomous cdl> g0 2 jo cudled culils a5 AP 2
Sy ¢ e i Sl (pl 1y oliws yloogs Wb« Lightweight cdls (o coliiw! g1y g 08 0 bl 1,
10,10 099 6l 90 I ol plxil

upgrade tool st 4 windows application <G jf eslaiw! -9

(Wireless Control System) WCS ;I sslww! -Y

390 gy § J S WLC 31, 511y of olsi o0 5529 « <5 51,5 Lightweight <> ys AP asSyl 51

¢ 3,91 o ewd & DHCP &9 ,b 311y soogs [P w07 « oS 0 Plug in 1, Autonomous AP 5 aswlSon

(i Sl (51 3) o] Gog0lS (B pilis © yguas o2 TAdIO g 8,15 SSID Lol
4 G2yb iz 5l olei (o0 1) IP ool cnl - masi Juog (T 1 B oyl 1) T TP (50T Lo a5 comnlnial (cunlinl JSCiicn
2550 31 olgi (g0 4SSyl by ¢ 0,5 oolkius! CDP 51« ol Juog AP & a5 (2w g (595 0lg o0 Do £ 28] owsd
Comnt 1381 0 33 a5 3,5 oolaiw! IPSU 31 ylg5 co cpizmon . 903 ooliiwl show arp | include mac-address
aiigi ol ogi,l5 wlr (59, b « oliws 395 59, AP 2 MAC) 0,51 (o0 caws 4 MAC (g 51 1, IP (0l a5

(w‘ W)
EET— SIE]
Help
i~ Function
Device MAC ID: || (v Get P addr
IP Address: I (" Set Parameters
SSID: I
Get IP Address Exit

1N IIr
CISCO.

in Persian

Page 156 of 235



$ 0903 Juplgs sudline Iy ) 6 axio « AP 4y 43,5 pSY 9 IP 48,597 w31

=
Liste Srsreus
Cisco Aironet 1130AG Series Access Point
Hostname ap ap uptime is 22 howrs, 9 minutes
Home: Summary Status
Assaciation
Hetwork Identity ‘
IP Address 192.168.1.166
MaZ Address 001b.2a23.1344
Interface MAC Address Transmission Hete
11 FasiEthemat 001b.2a25./544 | 10mz/s
& Radiao-gnz 116 00 1a a2fc.cfall 54.0Mb/=
‘ Radio1-802.11A 001a.e3dafcch 54.0Mo's
Time Seeenty Description
Mar 1 06:40:30.863 #infarmation | Interface BV assipned DHCF address 182 188.1.168, mask
265255 255.0, hosiname ap
Bl 4 AS AMAS TS P NI T Y P P RO S T E " - - ;l

oolaw! Express Security ¢ Express Set- up Gu w3 ..\.,.J ﬂ,...b..., I, AP ey .ual,;» 0 daul.p

: & Is Radio Properties i y 3 yo « EXpress Set-up g ;o Mo . vl

SHMP Community: |35culla
& Read-Only © ReadWrite
Radiol-802.11G
Role in Radie Network: * Access Point " Repeater
" Workgroup Bridge € Scanner
Optimize Radie Network for: € Throughput © Range @ Defauk © Custom
Aironet Extensiens: # Enabla (" Disable
Radio1-802.11A
Role in Radio Netwaork: & Accecss Point " Repeatar
O Workgroup Bridge  © Scanner
Optimize Radio Network for: ¢ Throughput © Range @ Oefaut © Custom
Aironet Extensions: @ Enabla C Disable

_

Clase Window (|0 RN RREE AR RO TR TR AT AR AT, CﬂPh"ﬂﬂm (e 1992-1["35|35' Cleco Syslems, [nc.

+ ol ool G o Jq Read-Write & M; .SNMP Communlty Coomnd 50 4;9.,
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2ol alols 1y SSID wloudisd 33 9 (iwmol Gloudisd wudlei’ o0 « EXpress Security s jo cozzon

rmer v 7
1.s5ID JATC-GUEST ' Ermadcast SSID in Beacon
2. VLAN
@ No VLAN C EnableVLANID'l (1-4094) ™ Native VLAN
3. Security

@ No Security
€ Static WEP Key

[Key1 ]| [128 6 z]

€ EAP Authentication

RADIUS Semver: | (Hostname or IP
Address)
RADIUS Semer Secrat: |
C WPA
RADIUS Senver: I {Hastname or IP o
Address)

RADIUS Server Secret: |

ﬂ] Cancel I

sohy SO gl 1) (Sl Wloudisd g auiil ails SSID (pads wuilgd (o0 « duiS Jled 1y L VLAN ID asits
. &L SSID sue A U ylgi (0 AP (ol (59 . s Kiils AilSlas

oo ke ¢ o] Slakive padi lp « st lw SSID G ,81 S Hle 4 ¢ 0,105 3959 Edit uudS'e oo ol jo @ azgd
L AS iy 525 SSID S 0)biga g 00,5 i 1 o wailes

S 402 59y « oo pubiid SSID . 5,5 wulis > Radio Interface < (g5 1) SSID & olgi (o0d : 4z gd
Luzo 33 Lol ¢ 318 ploxil 1y 8 el 5lg5 o0 « SECURITY Sl o8, b aidl . 09 o0 Jlocl AP (cla o iy
- o (yS00 ol o] EXpress

. 9903 pdicd Authentication Server G 3l i olgf (o0d : az g

. clls oo b Iy Authentication gl <> glgil oylg5 o0d : 4 g5
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: 9,5 oolaw! Network Interfaces _isw 3l o)lgi o0 W Radio 4o 8 Jled 51y

Gisco Srireus

Cisco Aironet 1130AG Series Access Point

Hostname 1AP1 14P1 uplime is 1 day, 1 hour, 1 minute
Home: Summary Status

Associalion

Cliznts- 0 Repssters: 0

IP Address 192.168.1.166

IAAC Address 001b.2a25 244

Interface MAC Address Transmission Rale

1 FastEtnemet 001b 226 fod4 10Mala

1” Radiod-502.11 G 001a.a2fc.dfad 54.0Mb's

& Radioi-B02 414 001a eddafocl 54.0Mb/=

Time Severily Descriplion

Iar 2 005735 532 #rjotincaton Ling protacal on Inteérace Dot Radial, changed statetoup

Mar 2 00:67,34 532 Error Interface Dot11Radiol, changed statz to up LI

4 |, Autonomous AP wb W ¢ w5 5 controller oG U wilgs AP a5 concsl b Lol Bun @ 4y
. g0 Juwd Lightweight AP

L9, 092 g 6l (pads HU ol gl e
. 315 W5 )l LWAPP a1y 1 g 00905 a8La1 1) AP S 495 o0 ] 50 45 el WCS 3l oolisiw! ¢ yogy Sy

Jolis a5 <l I0S to LWAPP Conversion Utility 31 eolasuw! ¢ (0 o)Ll jui sy 45 jahailon) S50 ol
-l 0 AP (59, upgrade (gl image <G 3 i gapolS (59, s (sl TOOL 1380 055 Sy

. &9, WWW.cCisco.com/go/wireless culw 4 wuilgi o0 45 ol sl

ol 1y Download Software Gl « SUPPOTt wuSU 53 [y < 00 ju8 SlS 595 15 3590 AP (g9, v
. oo lod

Ao &S Aot (50 ¢ gSmmmw PASSWOTd g USErName 48,5 3,y 3l (s g 09903 loeiil 1y a5 5,90 AP purww
PSS (o0 Sl Lot 1) 5L 0590 b 1330 0 5 g 09 (o0 0018 Slales (o
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http://www.cisco.com/go/wireless

=
|| I || I Worldwide [changs] Loggedin | Profie | Abcut Cica [
] ] ]

ciIsSCco [search Go |
Solutions Products & Saernvices Crdaring Support Training & Events Partner Central
HOME Tools & Resouarces
SUPPORT Downloads
TOOLS & RESOURCES X
Toumicale &) select Product eSBIULL Software Typa € select Software &) pownload Hel
- .d F e = e — e |
Wislaea > Related Tools
=necis] Fiie Access
Select a Software Type
Saftware Adyor (o reqursd)
Bug Toolidt

Auton To Lk ot W It I
Autenemous To Lightweight Wods U pgrads Too|
1

[P Setup Uliity [IPSU}

Select Software for Interfaces/Modules

Ciaco Senices Mooules

Cigco Calalys! B500 Series Viireless LAN Services Module (LS
ir [ Mh

sl 56 123(7)JA WL 108 g5yt axss

B
Cisco Svsreus
- Cisco Aironet 1130AG Series Access Point
Hostnama 1AP1 1AP1 uptime is 1 day, 1 hour, 8 minutes
System Software Version: Cisco 105 Softwars
Product/Model Humber: AlR-AP 113 1AG-4-HS
Top Assembly Serial Number: FTX1108T2F2
System Software Filename: c1130-k8wi-lar 123-7 144
System Software Version: 12.3(7)A4
SYSTEM SOFTWARE Bootloader Version: 12.3(8MEA
EBalware Upgrade .
—— System Uptime: 1 day, 1 hour, & minuies
Syelem Sonfiguration
Claza Windew (11RO R AR R R AR AR AR R 101y CopyriDht ¢} 1882-2005 by Cleco Systems, Ine.
=l
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3y90 y5uo Console w,g cuizmond . 05 )5 JuiS auy wilgi i AP 50 « Lightweight <l jo @ 4oy
O S od yl 48 eolaiwl

.S oo Slwiy Layer3 LWAPP Mode wdl> 51 kis c upgrade : as o5

Voo s (6w Lol ¢ wigds Jsuwd LWAPP « Standalone jl aiilgi oo 1¥ee g o \Yer WY 5w s AP : assi
Sl Sl iz VBee

o 215 subnet <y 4 90 2 S 9 AP a5 wygd (oo wuly ¢ wond oiadae [0S (4559 51 &Syl 51 gy : 4268
3 b Gl o piwd BB AP bwgs J pis LT a4yl g o wis
. 923 olxil DNS jl oolasw! b 4 DHCP option-43 ;l eolaiw! b awilei oo 1y )18 o]

: Standalone « Lightweight ;o5

: w3410 oly 93 « Autonomous « Lightweight o 4l

: S 0oliwl g § yesws 31 CLI o jo -
Config apt ftp-downgrade tftp-server-ip-address filename apname

o,bgs AP asiloy U« mode wuds uilogsS L) ewils ,§ 3L Factoru Default « 1) AP wledss -1
Lightweight a5 wT o0 YU I ;0 AP el ol jo . ol 40 30,8 Ky & o] LED g 85,5 reboot
(35S 0095 41y 10.0.0.1 w07 g05uF ood ,lai yo 1,345 Code
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Cisco Mobility Express 4 LT : poo 3l Juad

Small Business _bls,l g %
Cisco 521 AP

Cisco 526 Wireless Express +
526 Controller 4521 AP wlodis

508 aubiss 1y CLI 3l eolaiwl v
S i sl ,» Web Interface jl ooliw! v

Cisco Configuration Assistant ;! colaiwl v
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a5 WS o218 Wply g « K295 g hawgio b ko glp U ouls >1b Cisco Mobility Express
® LWAPP s Slose 5 acgomop ) Lol ¢ Cawd LWAPP Lids adl) cuwl Lightweight g loxe auis Ly,
S Juis b wilg oo bl « &S o Iy21 1) LWAPP c4i a4 OYY Juoo AP Wz pp a5 Lo ol 4 ¢ 0l
. (5,18 bLS yl enterprise

BYS Jow a8 i 5 OYY Jorw AP Glowlisd (raicad £ a9 (oo LT (o21b £95 0l ilizio sl s Juad e 5
-0 puplys |,

: Small Business bLJ | gt

Application-based /\
Access points,

controllers, and
application servers

Adapt to your level
of sophistication

Controller-based Grow with your
Access points and controllers business
Standalone Offer a mobile
Access points foundation for all

y oo s AP @ 3L &5 cuwl cwln (SK2e5 b ko gl Cisco Mobility Express >l
a5 apd o0 03] (g lore ol [y ¢ WSS pidiaw dae VY 11 Lioly AP slaxi oiylai wad Lol « uiyls Controller
AP 302 1Y olgi oo J5 50 1. 055 oo Slasciy AP 50 § 5l pb J 58 12 g0 asubl acils bLi )l pa b J s Y

. Cawl 095 L5 small business gl a5 5,5 @ gl 1y

09 o0 Cu po CCA oU & 35 o Application oG s abawgs L lliws don o1y (pl 4o
(Cisco Configuration Assistant)

s S >k !« (RRM 4 CCA wiik) o,ls Cisco Mobility Express a5 alico sl cubils 5959 b

0,18 (B 39 oloj o) self-healing 4 . self-optimizing . self-configuring
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:Cisco 521 AP

S wwgr > 30 Gl St e Sy 12« 0S8 BLG,I CUWN gl 1,565 L wilg' (oo AP (0
cadd 20d 1y (526 | gk ay) IS ad 4 i Jeaio g 031 AP @ AP yali bootup

131 ad,le AP (ul oo (S (B
v' 802.11gradio

v' Variable transmit power settings

v' Integrated antennas

v IEEE 802.11i0compliant ; WPA2 and WPA certified

v Multipurpose and lockable mounting bracket

v Power over Ethernet (IEEE 802.3af and cisco Inline Power)
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: Cisco 526 Wireless Express Controller

Lasilyh oo WS B Y aSiols 2 )0 (yaizmod ¢ &S @ ygelw 1 €CISCO 521 AP sue # U wilgi o0 OYF J piis O
9S8 bl )l oo

0529 CUWN a5 @l ¢l b ¢« cawl CUWN & ais Cisco Mobility Express olyb « awglic plic jo
Jles! I, LWAPP ;I i Lai Cisco Mobility Express bl . oS o 1,211y LWAPP o5 g enterprise
LA o

D30l OYF 08 o (She sl (S

v’ Secure network access for guest users

v’ Support for cisco-over-WLAN optimization
v' Easy management with CCA

v Support for cisco LWAPP

v/ Multiaccess point RRM

v' Wired/wireless network virtualization
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: 526 Controller 4521 AP oletis

) AP (lgi god g 09 plowil J 05 59 Wl (B9 aw 2 45 1)l ol 4w Mobility Express paliss (sl

Lo, Sails
IP (30T 51 ooliiusl b s . oS’ (o0 321 15 adgl Slowkild 9 039w o0 Juog J55 & cOnSOle &y 5k i lusyl
plxil 1y eSS sla configuration g euis oy wlewkild buxo 5,1 « Web Interfacest g yb 1 g s

+ 3905 03laul CCA 1381 0 55 51 ()lg8 (o0 « JolS cu ypovo (6l Caled o - s (00

: S wulis (gl CLI 51 oolisew

O o0 oudline 1y JSCh 0 1y 08 i gy wigl 8

Booting Primary Image...

Press <ESC> now for additional boot options...
Boot Options

Please choose an option from below:

Run primary image (Version 4.2.61.8) (active)
Run backup image (Version 4.1.154.22)

Manually upgrade primary image
Change active boot image

L% o B S

Clear Configuration

Please enter your choice:

@2 09N JyS DOt (g awgy b Jol5 5w o ames bl 1) adsl Glealid auslgi axils
ki 1) (G0uxe 3ylg0 wuilel oo AT WBS oo 4,8 L HLas! 4o setup wizard S ¢ adsl configuration
. dw bod

oo yd oudline 1) 5 ylg0 (ol wuiled (o0 g5 JSb yo
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Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_be:7a:e@]: 526-3

Enter Administrative User Name (24 characters max): admin3
Enter Administrative Password (24 characters max): ****#*
Re-enter Administrative Password : *****

Management Interface IP Address: 10.30.1.100

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.30.1.254
Management Interface VLAN Identifier (@ = untagged): 0
Management Interface Port Num [1 to 2]: 1

Management Interface DHCP Server IP Address: 10.30.1.253

AP Manager Interface IP Address: 10.30.1.101

AP-Manager is on Management subnet, using same values
AP Manager Interface DHCP Server (10.30.1.253):

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: CP-POD3

Enable Symmetric Mobility Tunneling [yes][NO]: NO

Network Name (SSID): IUWNE-301
Allow Static IP Addresses [YES][no]: YES

Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]: US

Enable 802.11b Network [YES][no]: yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES][no]: yes

Configure a NTP server now? [YES][no]: no

Configure the system time now? [YES][no]: no

Warning! No AP will come up unless the time is set.
Please see documentation for more details.

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
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RUT] PRIK)

iy yiS wulass sl Web Interface i oolaw!

291y 58 (S y e (d 53| [P wy0T wal c web interface @ )b 51 1,568 4 (o yiwwd (sl

=

lllhllln
CIsSCO

Wireless LAN
Controller

5 0G0 are registe

sin the U.S.and

lllllllll
Cisco

&

(HTTPS G2 ab 31 Cowl ol Sl bLS 1 (il asgs

. 090 dudlgs oualine Iy y 4GS Curdg oM (5 axio ¢ 4o 5 login I

Save Configurstion  Ping  Logout Refresh

COMMANDS  HELP

Monitor

Summary
¥ Access Points
b Statistics
Clients

NI
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MONITOR WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Summary

Controller Summary

Mzanagement IP Address
Software Version
System Name

Up Time

System Time

[nternal Temperature

202.11b/g Network State

Default Mobility Group
CPU Usage
Memory Usage

Access Point Summary

10.30.1.100

4,2.61.8

526-3

8 days, 8 hours, 10 minutes
Wed Jun 4 2£:36:22 2008
+35 C

Enabled

Pod3

0%

52%

b

I

& Access Points Supported

Top WLANs
Profile Name # of Clients
OPEN_AP3 0 Jetail
Most Recent Traps
Interference Profile Updsated to Pass for Base Radio MAC —

Rogue : 00:15:c7:ab:08:54 remaoved from Base Radic
Rogue : 00:15:c7:aa:88:a0 remaved from Base Radio
Rogue AP : 00:15:c7:ab:08:51 detected on Base Radio
Rogue AP : 00:15:3c:4a:3b:F3 detected on Base= Radio

View All

>
Thie msne cafrachar aunne 10 carnnde _‘
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« ol 00 oy AP a5 auceos wuiled o0 WIRELSS (g9 3. 0908 adlgs o 1) ;K0S 08 g AP

o e e

Refrech

ol I I I I Save Configuration  Fing  Logout
clisco MONITOR  WLANs CONTROLLER. WIRELESS 5 MANAGEMENT HELP
Wireless All APs
* fccess Poinkts Search by Ethernet MAC I Search I
All apg
= Rodios
BE0Z.11hy
g 2 Operational
b BO2.11b/g AP Name Ethernet MAC AP Up Time Admin Stalus Status Port AP Mode
Country S21-3 00:07:0e:0ci25:4e Bd,DBh13m3ss Enable REG 1
Timers
b QoS
al

i

- ool Sl 1y (6 yiton Dl 32 Iilgi (o0 45 W g (0 (2950 39 « WS DLl [ 45 8590 AP azsilsy

MANAGEMENT COMMANDS

Save Configuration  Ping  Logout

HELP

Refrech

CISCO MONITOR WILANs CONTROLLER  WIRELESS

Tertiary Controller Name

Radio Interfaces

Time Statistics

Wireless All APs > Details for 521-3 <Back|
3 General | | Advanced
* Access Poinls mT e
All APs
+* Radios General Versions
802.11b/g
} 802.11b/g AP Name I521-3 Softwar= Version 42618
Country Location |luwNE-LAE Boot Version 12.4.3.0
Taners Ethernet MAC Address 00:07:0e:0c:25:4e 10S Version 12.4(10b)JX
» QoS Base Radio MAC 00:1c:f9:07:57:70 Mini 108 Version 3.0.5L.0
Status IEnubIe v] IP Config
ARMsce [local =] 1P Address 10.30.1.30
Operational Status REG Static 1P I
Port Number x Static P 10.30.1.30
Primary Controller Name  [526-3 i [ss2ss5.2550 |
Second Controller
Name 2 | Gateway 10.30.1.254

UP Time

Controller Associated Time

8d,08h13m53s
8d,08h10m1isSs

Controller Associated Latency 0d, 00h 01 m02 5

Number of Radio Interfaces

Radio Interface Type Admin Status
802.11b/g Enable

Oper Status

Regulatory Domain

Supported

|
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: Cisco Configuration Assistant ;l oslaw!

Cisco Network Assistant wlw! y g 39 o0 cuci WINAOWS potusns (595 45 Sl S oo 413 S CCA
. Cowl o0y digs Cisco Mobility o1,k gl p a5 0 o0 )8

6 A 4 Lol &5 Comnnoli 28lg y0 45 0y jluy Community G b lasl ¢ 51581 05 g1yl g a1 gy
.95 0 595 Mobility Express

M Create Community E|@EI

Name:[ CiscoAP-3 l Advanced

Company Nama:[ Cisco ]

Discover devices

Discover: | 3 single i IP re ‘

IP Address: | 10 1 |

= Authentication: Device

Please enter your username and password for realm "Cisco
Controller” on "10.30,1,100";

Username: ‘ | I Device Type Status I
Password: ‘ ,g ‘

Total Rows: 0

l OK l[ Cancel ][ Help J

duilgl o0 ¢« S 0 ooliwl BYL L CCA 1.5 31 ,51. 5,5 walgs luy 1y b Standalone AP sLiCCA
.o b Jyuws Lightweight 4 1, o Standalone AP
CASS laay i 1y b J s wilei o [P Discovery ¢ CDP jf eolaiw! b ¢izzon CCA

30 Sledbl Wilgi oo a5 Cawl g8 olais| JSig, K « Cisco Discovery Protocol glea 4 CDP : aisG
o9 lod S ¢ aiiwd ek o 4 Losdtines a5 o Lo S 9550

. 9uS sualine Iy Topology view wiles oo « g3 S5 90 50
D90 Sl 15T oy as (g (o ¢ Ol B (59 Cawly SlS b A Sy (o0 (yimod

NI
CISCO.

in Persian
Page 170 of 235



Application  Window  Help
RO s E
4 Satup

4 {;{;‘a Configura

I8 Ciscosp-3

2 u Monitar @ 5263

@ ¥ Meighbars
4 Maintananca I.’g I—

&

TLIIE-5 W

Applicatian  Window  Help
’ . iz ‘ N o
v sE | BIgEw 22 |3 o
= —
> Satuu B Topology Yicw
| = 0%, Y S | & [oos
b % configure B S Y | Supoow
3 - I§d CisconP-3
¥ [ wonicor @ s26-3
. 5 - Neighbars J Hostname...
fl €6 vani=nance @ IUWNE-SW c Remove From Cammunity
[ Properties...
WLANS (SSIDs)...
WLAN Users...
Annotation...
< | >
4

lllllllll
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Wireless 4l 0,15 : o205 35Ls Juad

Wireless LAN G a5 Jlas! gl windows jl solaw! %

Wireless LAN G a4 Jlas! gl Macintosh jf eolicw!

Wireless LAN < 4 Jlail gl Linux i estisw! <

Wireless LAN <G 4 Jlail gl ADU jl soliciw! ¢
Adaptor oMbl v

Advanced Statistics v

Site Survey,lpl v

ACAU v

Cisco SSC v
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< Linux . Windows jl pel) calizeo sla Jole pommmw (colod b oyl 31 )l5 colod ¢ yuitio g F yoxio Jruzmo &S 50
2P aSd plild oo Il A ¢ Juad ol 5o wigled 185 bLI ! W pls (6 aSiud b dlgs b (. g « Mac
9 g0 Uil ADU b a1 (g)l50l b crmimad - 0231054 (00 W10 0,15 (liao 3 (i « 390n (Slepiawd
B Loyl 5o 3 (SLol Gl (2 0 g 09 J Coly a5l Ol jr pelild U Cowl 00 gad (> 1)b gSamw &5

...Ubéggn

: Wireless LAN G a4 Jlail gl Windows ;i oslaiw!

cuwl Microsoft Windows g9y (wd »ls wleadiss 41381 o 5 « Wireless Zero Configuration ;e 4 WZC

Sy bl caas (oo 58 L jLast o 1y pdply 6 Al @ pw s e adgl b el e ST g
395 oylp 5 sly 5138l o S Lenovo b IBM wibe b vendor I L . cuwsd wwwlw troubleshooting
- el 0uls WZC (035 a5 i ylo

‘9 @‘ “[5% <« NetworkandIntemet » Network and Sharing Center

ok Network and Sharing Center

View computers and devices
View fullmap
Connect to a network

e e
Manage wireless networks M 52 9
Set up 3 connection or network

VistalLaptop Internet
Manage network connections (This computer)

Diagnose and repair

!:b Not connected

Wireless networks are available.
Connect to a network

|2} Sharing and Discovery

Network discovery © Off

File sharing o Off
See alo S X

Public folder sharing 9 Off
Bluetooth Devices
Infrared
‘Internet Options

Windows Firewall

Printer sharing © Off (no printers installed)
Password protected sharing © On

Mediz sharing o Off
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Al ¢ i 3990 )51 00,5 Jase Infrastructure gls asiais a5 gly jo U 50,5 o0 AP Jlis a lasl WZC
a1y 395 9 S co beacon Jluyl &y ggpd (Bogs « wild Ghgo o 3 51 wled oo ylxiol 1) Ad-Hoc sl
ol @ge ob 3L aziliz . wgh Juog o] 4 anly U wile (oo it 9 9,5 (o0 Sl )0 a5l Jsl node lgie

090 JWd 1y T Wb g cowl disable (o piiay & yguas aidl a5 WS 0 ylxiol |y Non-preffered gl asiis
S g3 6 10 WZC ¢ ald il (6 a5 S 4 bl 1 olml 4y ymive Jolpo ol 51 ploS gt ST colos 5o
Fo yb g ubd o0 4l,8 Infrastructure cil> ;o 1y 595 (5 a8l Wyl g 00,5 wliiil Solai Network Name
LS (oo SCAN 1) 393 (5 o3gume plad « a5 4 S JLis 4y 4l

(e
Not Connected

n. Wireless networks are available,
—— -

Connect to a network
Network and Sharing Center

< ZF w.ale) 4:01PM

LS 0 oolawl Active Scanning (gigy 3l < 9g Jasko aSils G 4 wlgs 0 WZC )15 asColn

&S wlod o0 Jw,l Ji SSID uls b 1y Probe Request g oy WZC #3l4 s . Active Scanning <dl> s
c gl o0 Iy ply ol a5 ol AP (Wil 03 Iy SSID b jei 1y 3) Wi s 0 Active Null Scanning (4
Comd 9! 6 SSID s 5IWZC a5 (response) aicw y8 oo gewly olgne a1y (g ywd 30 s SSID 31 ewcd
09l o ] A3 WS oo I g 0 0 bl 1y SO s b 4 «(Preffered Networks)

Select a network to connect to

Show [All

&' student-ap-se Security-enabled network

~. Open Security-enabled network
e

i g GUESTNET Unsecured network

t nnection or networ
Open Network and Sharing Center
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: Wireless LAN < 4 Jlai! gl Macintosh jl eolaiw!

WLAN wlediis < AirPort Extreme U AirPort jl oolasw! b awilyi o0 « 9usS o0 oolasw! (olicuso 3l axilis
- plxil |

Location: | Automatic H4
_ AirPort |
“ Connected . Status: Connected ( Turn AirPort Off )
AirPort is connected to carroll and has the IP
Parall..Guest .3 address 192.168.10.100.
Connected
Parallels NAT ,
el G Network Name: | carroll 2
@ Bluetooth ™ Ask to join new networks

Not Connected

Known networks will be joined automatically.
If no known networks are available, you will

@ KeySerial be asked before joining a new network.

Not Connected

@ USA1...d1P1.

Not Connected

GAReO

@ Ethernet ¢

Not Connected

|
o FireWire %2 31 |
Not Connected = [3] |
PR | Eshow Arpot sats n menu ®
| -
[P Click the lock to prevent further changes. ( Assistme... ) ( Revert ) ( Apply )

0 Jlos! (SSID) 4ty (gl 1y (sl olowicd ilai g0« YL b Mac 0SX 10.5 (g,

pulicd g cvalico I OT Gl jo 9 olril 1y (S 00,5 luy AirPort a5 by asiols (g9 31 wuilel (0 Cyuizod
KWLy
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. AirPort

~ Connected

Enter the name of the network.
Enter the name of the network you want to join, and then

enter the password If necessary. You can also click Show
Networks to see a list of available networks.

Parall...Gue Network Name: [TestNed | |hasther
Connected Securd
Parallels WEP Password -
Connected WEP 40/128-bit hex v
Bluetooth WEP 40/128-bit ASCII
® Not Connected LEAP
KeySerial WPA Personal you will
Not Connected WPA Enterprise
WPA2 Personal
USAL...d1P1.
® Not Connected @ WPA2 Enterprise
802.1X WEP
Ethernet
® Not Connected <“.>
@ FireWire . o f
Not Connected = |vi M &% e : i ®
P ow rt status in menu
)= 8| N

I" Click the lock to prevent further changes.

( Assist me... ) ( Revert ) ( Apply )

. AirPort

“ Connected

Parall...Guest

Connected

Parallels NAT

Connected

&

Bluetooth
Not Connected

@ KeySerial

Not Connected

@ USA1...d1P1.

Not Connected

Ethernet
® Not Connected <...>
FireWire v
® Not Connected é

+]—i¢-i

Location: | Automatic

Status: Connected Turn AirPort Off

AirPort Is connected to carroll and has the IP
address 192.168.10.100.

Network Namel =)l
Minor

Join Other Network...

Create Network...

Chaancsd ) @

| g Show AirPort status in menu bar

[f Click the lock to prevent further changes.

( Assist me... ) ( Revert ) ( Apply )
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: Wireless LAN <« Jlas! gl Linux ;i oslaw!

30 (GUD) 31,5 1l o2 9 (Command-line) jgiws y ciwo uad yics| b w5 « b WLAN U 4,15 ol
oyl LS

Ethernet b ,5 sy &) ipconfig 4 amsis Ly, 9 cuwl w5 ¢d command-line Iyl yloa  iwconfig
codl oo ¢ (Sl

. Og0d pulasi g ax5Lw 1y L Wireless Profile g5 oo o] b a5 cawl S 95d GUI 131  NetworkManager

Live session user i & «4{ Mon Aug 18, 9:45 PM
Nired Networl
Wireless Networks

O carrol B
O Minor o -

Connect to Other Wireless Network..,
Create New Wireless Network...
Manual configuration...

. 9uS’ S Connect to Other Wireless Network gg; « b Jslg y pudicd (5 dawgyp &9 Sl
s 3yl 1y ] (ol Wloliss g aSud b pupns

Connect to other Wireless Network

Existing wireless network

Enter the name of the wireless
network to which you wish to connect.

Network Name! [MySecureNet ]

Wireless Security: ‘ None
| WEP 128-bit Passphrase
‘ WEP 64/128-bit Hex

~ ‘ WEP 64/128-bit ASCII —
WPA Enterprise
WPA Personal
WPA2 Enterprise
| WPA2 Personal
LEAP
il
CISCO.
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o lod i 1y pluS yo auilgl (oo A5 Celild uapleS gy iy (GO0 (S 4 35 ¢ Al o (! 31

connect to other Wireless Network

Existing wireless network

Enter the name of the wireless
network to which you wish to connect.

Network Name: [MySecureNet

Wireless Security: | WPA2 Enterprise

ar
)

EAP Method:

Key Type:

Phase2 Type:
Identity:

Password:
Anonymous Identity:
Client Certificate File:
CA Certificate File:

Private Key File:

PEAP -
Automatic (Default) <
None (Default) =

[
l
[

(None) =)
(None) ‘ k&éj
(None) =

Private Key Password: [

[) Show passwords

[ OQancel

4| Connect

\

s

abisd Wlasio U 1y Discovery b oly NetworkManager Iyl wsS oo SodS connect g, aSowln

o315 i lei message box <G « wiil ouls 9,y Blodl b ypiolyly ¢ e 2 4 azmils WS oo Jlwyl onds

o lod guzmai 1y 095 olalll ualgs oo Lol 3l a5 09l (20

Available Network caud jo o2 b ¢ 954 1,8 0 wilgt sboiisl b yiol sy 5929 ybls 4 connection <y 51

11T
CISCO.

in Persian

093 wBlgS o o] JUSaw (ylgi Al ¢ 8 S o 41,8

Page 178 of 235



: Wireless LAN < a4 Jlas! 1y ADU ;1 oo law!

antd A/D/8 i ply @35 STy e sl 6)I58 o g . g0 oy iz WLAN 5 o Jlasit g1y Lot
.(Aironet Desktop Utility) s,ls s ADU a5 cawl 05903

3P &l 50 9 el ADU 5 acgommoy s3> S (Aironet System Tray Utility) ASTU oo
.9, 1, ADU s option

30) Wi ooy 0 |y aSl b W, sl feature plod g wisls (g pidies GUIKel WZC &5 ¢ ASTU 4 ADU
(i y5lais IWZC 4y g0

P le iy oulico 1) 05 Jgur « ADU g WZC sbo (S3g (6 dumnlio 6l

Capability wzcC ADU
Scan different channels No Yes
Determine which APs are on which channels No Yes
Determine the authentication and security configurations of each No Yes
detected AP

Get RSSI information No Yes
Get SNR information No Yes

COS Joe 5 3 yb 4wl (o0 c ADU s (6l

Cisco Aironet Installation Program
Setup Type
Select the setup type that best suits your needs.

Click the type of setup you prefer.

Install Cliert Utiities and Driver Description
Install Driver Only Choose this option to install the
Make Driver Installation Diskette[s) driver and chent utiites, This is

the recommended option.

[ <Back || Next> ][ Cancel—]

WIZC b 1y asicis 4 Jlail g b JsBg 1 o oo Lous (s« wsS ol 1 Install Driver Only (¢ 4 35 axibs
- o oo ploxl

ol
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cowled Az gl gy SO Ayt A

- Wireless Network Connection 2 Properties
General Wieless Networks Advancedl

[[] Use Wirdows to configure my wireless netwark settings

Available networks:

To connect to, discennect from, or find out mere information
about wireless networks in range, clck the button below.

[ View Wireless Networks ]

Preferred networks:
Automatically connect to available networks in the order listed

below

Moveup |

Move down

Add | Remave | | Properties

Wireless Networks ]

Learn about setiing Lp wirsless network Advanced
confiquration.

0K |[ Cancel |

T,’- start 1) ireless Network Co, .. L Wireless Netwark Co, ..
Dol odlh ALBID ¢ ) (6 A3 S AT WS 4z g7 Lo ¢« dugled oolaiwl ADU 3l auslgs o0 azxilis

o Use Windows to configure my wireless network settings

[ Cisco Aironet Desktop Utility - Current Profile: Default
Action Options Help

Curtent Status | Profie Management | Diagnostics |
olllnl'll
CISCO ProfieName: Defaut

Link Status: Associated Network Type: Infrastructure

Wireless Mode: 2.4 GHz 54 Mbps Cunrent Channet 6

Server Based Authentication: None Data Enciyption: None

|P Address: 192.168.10.103

Signal Strength: [T T T T ~ Good

dfrar)e
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o bod Jlos! 1y sl wlewdiss Security <y « Profile Management ;s ailyi oo cyizeon

Profile Management

General| Secuity | Advanced|

?)X)

Set Secunty Options

® WPA/MWPA2/CCKM WPA/WPA2/CCKM EAP Type: |LEAP Y4
EAP-TLS
O WPAMPA2 Passphrase PEAP (EAP-GTC)
OB021x .
O Pre-Shared Key (Static WEP) ==
O None
ad [
: '

Group Policy Delay: 60 5 sec

[] Limit Time for Finding Domain Controller To: sec

Profile Loch

ked

[ ok || cance |

- domily Al (gl dus o ¢ SECUTItY Calizeo s Cdlo oo duiled (o0 ¢ 93 Joua o

Security Option Encryption Authentication

WPA/WPA2/CCKM Rotating key EAP methods (see 802.1x)

WPA/WPA2 Passphrase  Rotating key 8 to 63 ASCII or 64 hexadecimal passphrase

802.1x None EAP-TLS, PEAP, LEAP, EAP-FAST, host-
based EAP (host-based is not an option for
WPA/WPA2/CCKM)

Pre-Shared Key (Static Weak None

WEP)

None None None
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:Adaptor oledb|

95 wledbl Adaptor Information sy ;o « uwss Ss Diagnostics gg, azibiz « ADU uud | yo

{ Cisco Aironet Desktop Ultility - Current Profile: Default

Adapter Information

Multic Card Name: Cisco Aironet B02.11a/b/g Wireless Adapter hation
MAC Address: (00-40-96-AE-36-12 —

Broad ptistics

Unical Driver: C:AWINDOWS\system32\DRIVERS \csco21.sys

Total§ Driver Version: 420297 Jd Test
Driver Date: 2/13/2008 4:39:36 PM -

Receivd  Client Name: XPLAPTOP ol

Mulicl 5 arial Number: FOCOS52N761

Broa

27

Total

sl 3l ool leMbl wilgy b s Jled debug o ¢ 0,5 MAC oo 31 solaiw! b wuils oo o) 55 (59,
. Xgy 45 4 b Bug Report 4o 5 Iy sl Cisco Support Center ;s ailg o driver wledb uizxos

Lol ¢ 3g0i oolaiw! WINAOWS 595 (sld Calsls 51 o)lgi (o0 « gFummmw Y guamo cudd Sy ¢ ds o0 &5 Hohiilon
sbows b culils 15 ¢ (Aironet Client Administration Utility) sges sslaiw! ACAU ¢ ADU 31 ! yige
C a2 20 51,8 bo LSt jo g0l

oyt o ply Sl adgl >1yb (sl (Cisco Aironet Site Survey Utility) CASSU 1 wuilgi (oo cyizeod

11T
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: Advanced Statistics

cadd o Wil oud cdl o b Jlwylas b oo 18 0590 50 (5 s Oledlbl sy (ol

Advanced Statistics

Transmit

Frames Transmitted OK:
Frames Retred:

Frames Dropped:

No ACK Frames;
ACK Frames:

Receive
Beacons Received:
Frames Received OK:

Frames Received with Errors:
CAC Enors:

Encryption Emors:
Dupéicate Frames;

AP Mismatches:

Data Rate Mismatches:

445

284
445

245

8ad

oo NDO

ATS Frames:
CTS Frames:
No CTS Frames:

Retried RTS Frames:
Retned D ata Frames:

Authentication Time-Out:
Authentication Rejects;
Association Time-Out:
Association Rejects:

Standard MIC OK:
Standard MIC Erors:
CKIP MIC OK:

CKIP MIC Erors:

?X)

43

41
41

coo0oo

oo0ooo

. <l collision slae 4 ¢ wisl aisls frame retries ol yludo 51 Mo

- S Lyl SO b €S’ U frame error g ousds yLis CTS g RTS

.ol 0 AAA sTever oMSivw ¢ sossassilis 2 Authentication time-out ¢ Authentication rejects
) (0 S o~ 9 )

Pyl BB g i 3l aS 0,10 5929 troubleshooting i g o ySlos (40 ) Cand gy (5513 Cyuizod

ADU/Action/Client Managed Test/Start Test

= Cisco Aironet Client Managed Test Utility

Test result / report

RAunning Driver installation test ...
Test passed

Aunning Card insertion test ..,
Test passed

Aunning Card enable test .,
Test passed

Running Radio test ..,
Test passed

Running Associabion test ..
Test passed

Aunning Authenbication test ..,
Test hypassed

RAunning Netwark test ...
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: Site Survey !yl

Al o0 Lol ¢« aad cod &yl aSuly 31 il SO asdl 4 S 41381 0 5 CSSU (Cisco Site Survey Utility) 5!

cod b 4y (8L 50 JUSw ©y08 g CudnS 890 50 (295 SledMb

%' Cisco Aironet Site Survey Utility
Action Thresholds AP Scanning Help
Adapter Information

Device; Cisco Aironet 802.11a/b/g Wireless Adapter
Status:  Associated

Associated AP Status | AP Scan List |

Access Point MAC:00-12-17-0D-21-3D

Channel: 6 (2437 MHz)

Signal Strength: B -65dBm | "

Noise Level .'-95@!3 i B y
Signatto-Noise Ratic  Jiiood (31dB) o -
Link Speed: B 5aMbps | i
[~ Display in percent 'FG Time in seconds 0

%" Cisco Aironet Site Survey Utility
Action Thresholds AP Scanning Help
i~ Adapter Information -

Device: Cisco Aironet B02.11a/b/g Wireless Adapter
Status:  Associated

Associated AP Status I AP Scan List |

Access Point MAC:00-1217-0D-21-3D

Channet 6 (2437 MHz2)

Signal Stiength: B 2z 1

Signal Qualiy: B 100z |

Overal Link Quaiity:  [iBood (62%) o —_-

Link Speed: B 54Mbps |

¥ Display in petcent ~fio = 1ine I seconecs
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: Aironet Configuration Administration Utility

codd plxil 5095 Whgas |y oy s gy ¢ ADU cuas MT)S G oals 21, ACAU

% Cisco Aironet Client Administration Utility

File

Help

Global Settings | Profile Management|

&
Setup Settings

5 User Settings
&7 Profile Settings
55 ASTU Setftings

JBgy (ol &S Cglai (pul bt 09 (o a0l ADU (0 a5 CanclsBgy 4 aed < 998 (0wl Lyl a5 gy

. didws local

! < ADU (ol Wb b G puled 0535 08 (o0 Jos ADU a5 (6,555 plo plod 5o 1) b gy ool sl (s

caalod Jlosl g 0 day Olouwlidd (ylgie a1y J1g 1y

: Cisco Secure Services Client

Laluws lp o2 9 95 slp o2 1) 802.1x authentication a5 cwwl gu,5 5,058 o S Cisco SSC

(wireless gl asiis gl o2 gWired gbd aSuis g1y p2) O3bw oo o2l )8
b cal WZC (sl (2350l SSC S gy (o0 31 98mamws (pd g )5 &1 5L ¢ 51381 0 5 (1521 (512 SSC

el g waliie o lb calsls

c 39l haie dply @ A SO a4 Cuily Wl e sl A g0 58 A Cawdyl SSC by cubls I (SO

Page 185 of 235

S L il |y (oo d | S logi | O jygua wSlg (20 (o,

20,18 Y &9 4w SSC

S0yl 1y Wlilol plod aiudl aS 0395 As 1y sy )

(wired & A gl Laidd) I°?~|‘> &S &mi =Y

.(Wireless g Wired gb» asiiis gl p) polo (5 asemd —Y
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Wireless s asiuis ool : ppusd Juad

Ad-hoc gl sl v

Rogue AP v

Client Missassociation v
Management Frame Protection <«*

Infrastructure MFP v
Client MFP v

oWl Moo glgil

Passive Attacks
Active Attacks
Inline Attacks
Offline Attacks
Reconnaissance Attacks
Access Attacks

DoS Attacks

Open Authentication

PSK & WEP <

MAC Address Filtering <+
&5 » Authentication <

oi S ,5loc gogxig 802.1x
EAP ..\...'T)s o

AN N N N N N N

Authentication Server
EAP-TLS

EAP-FAST

PEAP

LEAP

=~ NANENRNEN

PA «
WPA2
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1l b o b cpal 50 . iylo WIred sl aScuds &1 Conmnd (5 a5 ol Lyl ol U0 Al 45" ] azken Shols
c gy 0 & o)l lelid glp b ey il (B g (oo LubT o pily (6 a5 S (59,5 ool sl b

90 12 45 Wi ob (1la byt W (o0 Al (Jluyl leMbl 53,5 (g Cur (2Bl o2 508 (S g
. &)‘é |) éﬁ)ls

D S AUl Oy o

s Oglaio ()5 g Al LB Lle g £ A Ay ¢ 05,410 3929 (wd g (b Al jo &5 Slyhs g OMSA

c 310 g (o0 (el Sl agd ol 3l g 98 s A el 4o

:Ad Hoc sls asiis

G A g ¢ Sgud Juaio jlxe w5 SO @ attacker b ,Sa oG a5 oyl 0929 Jleds | (pl ¢ b asls o] 5o
SNy 90 |y (Sl piled g o lwlid 5 adgl Yol po cud 5 ol 4 g w3y bridge asiui secured wired LAN

: > Rogue AP

o )y B IP « s 6356 1, DHCP server & Mo « ol od & 69, 5138 o5 SO 6ly2! b Silgi 0 AP (!
LS8y (55500 SLr 5 by 055 o &3 1y Kbl 5y 9 S

6315 8 1535 29ib axd,5 ,lii 45 rogUe Client ylgic 4wyl « 39 Juako TOGUE AP S 41 1,15 S azuili
- 99 (003 (Ll (g yd 43 9 W) (0 593 Iy (el L Jy 9 JoT0 ¢ 398 (0 oo b AP (s a5

: Client Misassociation

olucisl association . wiS o0 0533 1y SSID ¥Ygoro Jole poumemw « 39 o0 Juaio AP G 4 )l aSColn
SO 50 Wyl 4 ¢ dg associate g 00,5 4,80 bLijIirogue AP oG b olachl 4 )5 a5 w2 o0 &) (Sibo)
olocisl 4y 59,5 ¢yl 1. wiS gl Sl beacon iy o g 4,8 ol 1y o,k 5,90 SSID g sus 9,1 rogue AP
Ui « w5 g0 il ;0 5 JUuyl &5 FLEMBI p a4 T 31 9 oo et iyl ay LT 51 9 99 (g0 oo o] &
> Management Frame Spoofing I, ol ¢ul . cubls walgs 4,8 rogue AP &y jeibe § @yl e

. 9g03 oolizwl Management Frame Protection jlasb o7 51 s 5ol sly 9 2o
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:Management Frame Protection

9,10 cdadlxo (gl (si9y 90 MFP
51 Ju8 a5 0,10 MIC oG & cryptographic hash s s g w58 y» < Infrastructure MFP ,o v
1. 50,5 o0 Jw,l AP g9 radio y» 4 a5 5,ls LG key G WLAN 1. 05,5 0 a8Ls! o9 43 & FCS
I . 5408 41,8 protection mode jo AP a5 vogd oo aSis g &S o0 Jluyl 1) S0 oo b oo 45 AP
o invalidate 1y sly o1 WLAN ¢ sl ailos 1y Lss key o g aslos gulid €950 431 SSID s S
AR (155 S a Wil g0 1) el b 01 8 AT L AP pili oS 05d (o0 sl ol (L S

I, MIC g 05905 0,5Tke AP i ilgi o « &bl 248 3539 4 CCXVS glyls ,l5 551 . Client MFP ,5 v/

. Q)ST Cowdy

A G 1y a8l a5 Canss| Client MFP 550 cujo - cowl (pudeid (S0 piond « 09y ool SR oyt
35 5,5 Jlwyldeauthentication s ,8 G rogue AP G 51 Mo . 05 o0 cdidlxo DOS (sl alos
031051 o0 598 1y ;T 1 ¢ 35105 MIC 4ig¥xun containment frame (!l 45 wivas wilgs o0

Fagles Jlad 1y T b lasl MFP i (sl
SECURITY / Wireless Protection Policies / AP Authentication/MFP

a9 x5 g 4« WLC L MFP (a9 (6l
SECURITY / Wireless Protection Policies / Management Frame Protection
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Save Configurstion  Bing

CISCO MONITOR  WilaNs CONTROLLER  WIRELESS MANAGEMENT  COMMANDS

Logout' | Refresh

SECURITY HELP

General J Management Frame Protection Settings

* RADIUS
Authentication

Manapement Erama Disabled [all infrastrudure sethngs are overridden)

Accounting Protection
Fallback
» TACACS+ Contrallar Time Source Fals=
LoAP _Unlu‘l
Local Net Users
MAC Filtering WLAN Infrastructure Client
Dizakled Clr;nts WLAN-ID  WLAN NMame SIEIt.!Js Protection Protection
Usar Login Palides 1 Op=n Enabled Enabled Optional
AP Polioes
2 GUESTNET Enabled enablad Opdonal
¥ Local EAP
¥ Infrastructure Infrastructure
Priority Order Infrastructure Operational Protection Validation
F Access Control Lists AP Name Validation Radio Status lEannbiIlhr Capahility
- Wireless Protection Lobby-AP Enzblad big Up Full Full
Policies o .| Lobby-AP Enabled a up Full Ful|
R Palizs b
& ;g;:‘ir;l' i Reszarch_Lab-ap Enzbled big Cawn Full Full
l‘l:'I:IIJﬂl Rules Ressarch_Lab-AF Enzbled a Down Full Full
Friendly
Rogus

Standard Signatures
Custom Signatures
Signature Events
Summary

Client Exdusion
Polici=s

AP Authentication [
MFP

Managzment Frame
Protection

F weh Auth
F Advanced

: s1g OHos glgil
»'9 &'y

sles oo ool aSud LMl 51 las a5l ¢ S oo Jlyl 45 & g juz »5 : Passive Attack
L) &S oo oolawl TOgUe AP oG 51 Mie . 0410 Jolad asiuis b Jled @ yquas ;S ¢ Active Attack
(5,15 D0S wiite SMes

o9 g0 Juog ¢ ol o 5 JUsd ol g a5 a5 JUIS olod 45,5 : Inline Attack

L0410 o yiwrd o il ASd 4 39 5 (3T 31 g el e )90 JUI S 4 S : Offline Attack

*
+

*
*

23l add )l Wigd (oo Jloe! (somw (5o Al 1 o2 g (i g S ASUD @ o2 AT (Dol iged v

Loy (5 4y 3 calito WleMbl WS (0 (2w J5B ¢ s lwlils > 4o : Reconnaissance Attack
eSS i 1) T (S £ 9905 ol 1) SSID sl c eMes (! 51 (s S aler (sl - 28] ety

CASS iy o ywd Al iz Wledbl g ¢ Lalliws « aule 4 84l 2w S : Access Attack
o5t WEP 31 4 3,5 eolaiuwl MAC ol (wluwl p olwld 31 olgi (o0 « &Moo oyl 51 s S ok (Sl
g &S d jlxo ol )l wyiws jI @il « s> g wl - Denial-of-Service (DoS) Attack
MFP 3l 35 9 ¢ (sommw b a5l ;0 IDS/IPS 51 asl « DOS 31 (s ol (gly . 99 o0 SleMbI 2ol
. W.ul.w odlasw!
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:Open Authentication

. cwl Association wisT 3 51 i &dly 4o « o lwlisls g9 oy

%‘g) Authentication Request >

Authentication Confirmation

Association Request

Association Confirmation

CCawl Y Y il gy G0 S 0yl )8 oolaiwl 0590 W hot SOt 4o iy authentication jl gy

- dwles wlxs! 1y None g 4 35 Security idy jo ¢ ol pulisd gl

Sawve Configuretion Ping Logoet Befresh

LISCO MONITOR  WEANS CONTROULLER  WEREEESS SECURITY  MANAGEVENT  COMMANDS
WLANS WLANS > Edit <Back | Apply | —
General Securi | mdvanced |
— | General | ty | QoS | |
e Layer2 | Layerd | AAA Servers |
¥ pdvanced
Layar 2 Securiby  None -
I MaC Filtering
=
Foolt Holes
T CHTE is nof supported by 10xx moded 4Ps
3 Vet Poliny cannal be used 'n cambination with JPsec _
3 H-REAP Local Switching (5 nat sugoorsd with [Pses, CRANITE authentication
4 anl:ﬂ n‘r'cnt_‘ :.wrkmﬁo_n “ :Ta-hlr:d, a Tr_m-::luf__'vh-'ug of zera meons iNfine (wil require admnistrative overTde o resel exclided clionts] -
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: PreShared Key Authentication with Wired Equivalent Privacy

Lo . gud b wiylo key oG LT BT a5 asS co oy 39 Lo ¢ wusS ood (Ll 1y (41 59,5" Lo « static WEP L
Al oo 1y Lol Key Ll a5 auils (oo baild ¢ diciowd (oS 4z LT a5 0ils oo

SO by )5 w0 g5 W) e SO Fwly J0 AP L v yd 0 AP @ Lol G )8 ool « WEP o
ol oo b1y wwas (e AP L w3 0 AP @ g 00,5 encrypt | oo oyl ¢ 8410 giogs a5 static WEP key
- aled o associate Iy y,l qww g 00,5 duslic WEP key

L wilgy o0 attacker &G 1y . cawl ypiiias 3 Open Authentication jl WEP ks a5 ¢S olgf o0 @ aisS
static WEP s>l a5 « (Cowl ool eNCIypt olos 45) ;T &l g (Challenge text) Lol cxie 0,5 capture
. 9591 cewny Iy key

. &S o0 oolawl RC4 encryption o, ;I WEP : auisG

ax 1. WS o send/receive 4 g4, 9 00,5 I8 association & w45 cauthentication ;I gy : 4SS
capd o plxil Luo (59, €ncryption b protection aigs g2 WEP ,%5 cassociation

Dedsld 9y e 4 3 A f Cawl kY (5 031031 c WEP 5590 50 1800 o0 (6 4SS 1 4SS

1. 40-bit key
2. 104-bit key
3. 128-bit key

a5 39 (o0 it IWA ¢ oS A8LSl 4 35wl @ 1 IV Can YF (511505 ¢ S oolaiwl Caw Vo F 5l puiled o0 Laiid Lo
T (oo s (J9ud BB uf polio « ;K0 el 50 50 el jouing Jogud 090
.08 0 udgi [y encryption key a5 cawls cu 31 golaxi 23l 4o < Initialization Vector ;lea U IV @ s

Save Configuration  Ping  Logout  Refresh

cisco MONITOR.  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP
WLANS WLANSs > Edit <Back | Apply |
e ~ General | urity | QoS | Adva il

L] Layer2 | Layer3 | AMAServers |
¥ Advanced
Layer 2 Security =
[] MAC Filtering
Static WEP Parameters

E02.11 Data Encryptian Current Key: 104 bits WEP Static Key (Key Index = 0}
Typa Key Size Key Index Encryption Key Key Format
WEP notsat - l » ASCIL =

m

Allow Shared Key A
Authentication 2l Enabled

Fool Moles

1 CKIP Is not supported by 10xx model AFs

2 web Folicy cannot be used in combination with IPsec | 4

3 H-REAP Lacal Switching (s not supparted with [Psac, CRANITE authentication

& When client sxclusion /s enebled, a Timeoct Waive of zero means infnity fwill require administrative override fo res=t sxcluded clisnts]
i i g e T e e
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: MAC Address Filtering

- 5,5 SpOOf 1, MAC (glo (o301 g5 (o0 (H>1y 42 1325 ¢ Sgd (03 dmogi b9y o2

Saye Configuration  Ping  Logout Refresh

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANS S Edl
WL)\Na | General | security | QoS | Advanced
¥ WLANS ; S g
WiliNG Layer2 | Layer3 | AAAServers |
¥ Advanced

layer 2 Secunty  Static WEP v
MAC Filtering

Static WEP Parameters

802,11 Data Encryption Current Key: 104 bits WEP Static Key (Key Index = 0)

Type Key Size Key Index Encryptlion Key Key Format

WEP  notset v 1 ~ | |asci «|

Allow Shared Key
Authenbcation ) Enabled

m"

Foot Notes

1 CKIP is not supported by 10xx modal APs

2 Web Policy cannot be us=d in combination with IPsec

3 H-REAP Local Switching i not supported with IPcec, CRANITE authenlicaltion

4 Whan client exclusion is enabled, a Timeout Vaiue of zero means infinity (will require administrattve override to raset exciuded clients)
5 Client MFP is not active uniess WPA2 is configured

: s » Authentication
oy 41 S o AolidlsF GLOL Lo 31 ¢ 0 (on cigio o) s pus LB a1y Lo el oy Aol
plxil 1y )1 ol 0,10 sloiel gl & sy a5 UL ot a8y ¢ w0 i plexil o5 1y Identification g oLl
il o0 31 wod 3 Public Key Infrastructure b PKI jo .(5 ju8 oo oS! 35 gunols G 31 Do) 2 (o0
S35 3o Cogar pol (ul e ans plxil 1) )1 cul (hogs w5 2 g 0l (oo Oy 2Ll &Gl gl @ 1V

-0 S o0 Pl (5w S dauwgd)
Wilgi o0« U Laseds oyl ¢ il oucdh Lol (B ascds buwes 45 WS oo ool Jlus s sl certificate ;I PKI

.(Certificate Authority) ool CA S

Iy ) ol olss o0 CA server alos 31« alizeo bl 31 a5 o jLus CA Certificate o a5 canss! o5 sl
Glaol 310 0,5 o0 S5 CA 1 s Hl,8 5 (bl walss o0 a5 (gl alwg o ¢ axy &l 51 31 plxl
. Wgd o authenticate (g . 5 ;80 auw b ;50 olKiws certificate

certificate store 4 I, certificate laul wb 1 . 5,5 soluiw! Self-Signed Certificate ;1 olgi oo cyazxod
- s Lod 0SB 1 certificate ww « pusS o s 395

NS o0 )48 oolaswl 5,90 802.1x authentication ,s W Certificate ¢!

- NS 1,8 eolaswl 590 LWAPP control data !y wilgi o0 cmzxod b Certificate (v
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: C)T S ySlos ‘5552.39802.1X

0055 diaws b 3 hey S 802.1X . cawl ouis iy 27 [EEE lawgi a5 cawl coMo vl o lusbiw! G 802.1x
|) ).g)lf & AAA server & as u.w.».olidb ‘ uol.‘i m,.o . Sl uolé u.udg.o 64 uoLw| 2 Sy gfu
c 9> (o0 050 Wbl )l olp EAP o g, 19l 51 a5 cawl framework G 802.1X . s w9 o lwlils

= y -

Supplicant Authenticator Authentication
Server

.MJM)KQMWW)O8OZ.1X¢MA§)Q

0,10 oL (00isS Cawlgs yo) supPlicant « S guw (o (5 45t & WBIgs o0 45 BKws

authentication « 595 jlacl 0,5 <ol lp EAP g, &G 51 Wilgh o0 4 CummalBows « Supplicant
. %l soliw! server

supplicant wilgi oo a5 5,18 41,5 51 siwad &5 cwl AAA server < g3ly ,o < Authentication server
Lo led Ca Mo wsl |,

3 authenticator g supplicant gy . 5,8 39>4 g e o authentication server g supplicant yo
. 994 o0 odlawl EAP over LAN

S Pee AP SO L) s g ] ST

Ly y -

Supplicant Authenticator Authentication
Server

. 93,5 0 ooluiwl EAP over WLAN jlauthenticator g supplicant g « cdl> cpl yo

: Cawl o 5 ol & @uthentication wiu 1,8
.28 o0 &5 AP g y,l5 s Open authentication lal .
culed 3T 1,802.1X wiuTy8 wiiled oo oy b 31 plus m c open authentication plxsl 31 gy .Y
Cols jo U ol oo plxil wKeyp 9 RADIUS 4 AP 51 g AP « supplicant s wbli,l ool .Y
encrypt I, Sudly o pwlwl » b ass oo supplicant 4 LxT 31 g AP s WEP key s RADIUS
0,18 e B02.1X wigT )8 (pl. wis
-yl ool g encrypt 1y y 5 g AP oo S5 Wilgis U 0415 0 a5 |y ad> WEP Kkey  giog5 AP
ol
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.EAP w1,

Jlusl ol 6 4ol jluel a5 WS 0 roine haidd 802.1X . s framework 5 5 i sz 802.1x
O3l o0d atien 1y o3 Jlwyl (K598 Lol ¢ g b ous

EAP g5 az 5l a5 0,510 (B8 <o (nl 59 9 &35 (o0 J 555 1) ool p) (5 b bl JLoyl (Sig5s g 0g2xs EAP

casolod o colaiuwl Jogy SO 3 S £ aulS 0 ool
AT o lelid Sylae gols olis Lol of 31 AP . wiS oo Jleyl AP & Lolis Sy 5 EAP o
3b 9 a4ty sk olg> g 05905 Jlwylauthentication server a1y T AP . uas 0 AP & 1y 595 Identity

. A.i‘é)f «®
==
Client Authenticator Authentication
Server
Requests Access
>
Identity Query
Proof of Identity
I o
Success/Fail
- -
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: Authentication Server

Sy 4yl b« (ACS) wiob Cisco Secure Access Control Server b « wil external &g oo y9mw (5!
G S wed sl 5o 1) RADIUS server Jowo wb bl @ yguadsl jo ¢ a1, RADIUS server

SECURITY / RADIUS Authentication Servers / New . s s

Security

* AAA
General
= RADIUS
Authentication
&rccounting
Fallback
P TACALCS+
LDAP
Local M=t Users
MAC Filtesing
Disabled Clients
User Login Palicies
AP Polices

¥ Local EAP
¥ Priority Order
¥ Access Control Lists

Wireless Protection
Policies

F web Auth
F Advanced

Cisco

Security

¥ AAA
General
v RADIUS
Authentication
Accounting
Fallback
? TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
Uger Login Policies
AP Polices

b Local EAP
¥ Priority Order
b Access Control Lists

Wireless Protection
Policies

¥ web Auth
¥ Advanced

Page 195 of 235

RADIUS Authentication Servers > New < Back | Apply |
server Index (Priority) 1 -
Sarver IPAddrass

shared Secret Format ASCIL -

Shared Secret

Confirm Shared

Secret

Key Wrap 7l {Desigred far FIPS customers and requires a key wrap compliant RADIUS server)
Port Mumber 1812

Server status “Enabled -

Support for RFC 3576 Enabled =

saerver Timeout 2 seconds

Network User ¥ Enable

Management ¥ Enable

IPSac | Enmable

: RADIUS Authentication Servers g axao ;5 oo Conad 5l 59 3w 98 Sl

Save Configuretion  Ping  Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
RADIUS Authentication Servers Apply | New...

Call Station ID Type 1P Address -

Use AES Key Wrap [T (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Network Server

User Management Index Server Address  Port 1PSec Admin Status

¥ v 1 192.168.1.199 1812 Disabled Enabled a
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: EAP-TLS
A glp Jooxo EAP b9, <& Extensible Authentication Protocol-Transport Layer Security
authentication server g, o2 g suplicant g, o certificate & wb EAP-TLS 5. canl d plg &

3,1 ol overhead by, cul 4l Cow 99290 sl (hgy ¥ ol 31 S by ol e ot 1 09 s
- ol gy oyl Lol ¢ el oS 05" ] ol 45" 59 o3liiw! EAP-FAST 1 59 (o0 dmogi 1

. 3,18 Gz I SSL 4y s TLS iz y2 « cw! SSL encryption a awis by ,ii EAP-TLS wbls,l: aisS

08,8 Jluyl o (9959 ol p,b8 certificate b wis' o0 slxsl encrypted Tunnel s EAP-TLS : aisS

- y 5

Client Authenticator Authentication
Server

EAP Start

Y

Request Identity

A

Identity - Identity -

_ Server Sends Its Cert _ Server Sends lts Cert

Client Sends lts Cert Client Sends lts Cert
_ Symmetric Session Keys Generated

Master Key Sent to
AP or Controller
>

Encryption Between

Client and AP Using

WEP or WPA/WPAZ2

ow EAP-TLS 5 Lol . 5905 (o0 oG 1y 4T Server g sls o SETVer a1y 345 certificate y,l5 EAP yo: 4G
0gu JolS o lwbiads Oldes U wisS o0 Jwu 99, 1) 995 sla certificate g ¢ al> w0 ! 5

Lol ¢ Wd gy el iz 32 b igy oy ¢ uib 0 soliwl public/private key j1as poss Jud b gy yo 1 aiss
< oS o0 o3laiwl EAP-TLS 51130 ¢ 0 9 o0 3 (60b ) (slos g wings CPU extensive Lo

g supplicant ;s Jgi 5 a5 cawld 00ls 4,5 encrypt slp b9y S Symmetric Session Key : ais
31 551, 0,5 oolaiw! WPA/WPAZ b WEP I 4lg5 o0 sumwo w! 3o . 03w oo authentication server
9 330 oo o Culd yo 45 w0 authenticator « master key < server « puis oslaw! WPA2

. &S 0 ol Iy authenticator

1N IIr
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: EAP-FAST
5w bwgi Extensible Authentication Protocol - Flexible Authentication via Secure Tunnel
o odlazw! PKI 51 EAP-FAST . cwl 0093 LEAP 5 59590 gld camd (10,5 G yb ¢ o Bud g ouud ools Wy
CanliSy 31,5 12 59 &5 WS o0 o0laiw! PAC b a4 wiwed jud jLews shared secret key oG 51 pge 0 ¢ uiS

.(Protected Access Credential)
DB o0 &y 3 aw o EAP-FAST
.09 o0 dutd PAC: oo 56 @
authenticate g olwlils PAC jl ooliw! b 1) ;K050 AAA server g o)l asCul 51 o 0 S 58 @
39 a3l LT o TLS Jigh Sy« s
5 «generic token cards b password jl eslaiwl b g« EAP ;K55 o9, o 3l oolwl bz go jl5 =
. 99 o authenticate g suilwlils AAA server &

L / =]

Client Authenticator Authentication Server
(AAA Server)

EAP Start

k.
>

EAP Request Identity

A

EAP Response |dentity

L.
r

Y

EAP-FAST Start (AID) EAP Request Challenge (AID)

A
A

PAC Opaque PAC Opaque

-
v

Y

Cipher Trust Protocol Set

A

Confirm Cipher Trust Protocol Set
L.

r

/f\ TLS Tunnel \
I \

Identity Request

A J

A

I ‘ Authentication Response (EAP-GTC)

Y

v

\ f _ Pass/Fail {

C
)
<

. 93,5 i authentication server luwgi wilgi oo 45 Cawl yuiio Job U wlé S PAC Opaque : «isS
08 o0 448 oolaiwl 090 oyl oy Hlael ww b ol PAC Opaque

z! sl gl p a5) master key &G 3l eslaw! b 1y PAC Opaque &3lg ,o authentication server : aiss
.S 0 NCIypt ¢ (Cd,S 0 )8 oolaiwl 3550 PAC key

‘5|f45M)3‘50)»PAC Opaque c_i» RIS Y. séJGoJLmﬂ)g}wMPAC s_i’sAID uul.uﬂ).a)a)lfda&:
.89y o0 )5 & Server kgl w5 S Hlaw w9 o lwld

1NN
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: PEAP
39y 0 )5 & Bgi (piSlw gy 4T 0g o0 ooliiwl SETVETr Cuwoww o ki certificate jI . Protected EAP o

ogu o0 plaxil Jigi ol 99,0 28lg authentication
PSS 0 oolawl g9y 90 (w31 S 3l cencrypted tunnel & 9,9 w1, 0,5 authenticate sl PEAP

1- MS-CHAPv2 : Microsoft Challenge Handshake Authentication Protocol version 2
2- GTC: Generic Token Card

_ ’ =
Client Authenticator Authentication Server
(ACS)
Start o
P Request Identity
|dentity o -
» P Server Cert (EAP-TLS)

Pre-Master Secret

L.
y

\J

0 Tunnel Established )

A
A
-

ff \ Identity Request/Response - ﬂ".
| '. » | This Is
Protected l‘ ' _ EAP MSCHAPv2 Challenge ‘ Where the
Tunnel | | - User Enters
\ | EAP MSCHAPV2 Response - | Credentials

EAP Success/Falil

-

N
A

S~

: LEAP

O 0 03 802.11b slb asiils jo yLmen
S319095 T 539515 51wl ¢ el & ygu0 40 g Cowl iy ! g b slews Offline &Moo 4y cuus LEAP
- oo bod
dlod o0 oolaiw! adgl session key cpislu gl y oolais! v 5651 S 5l LEAP
D
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: WPA

S o) Lol ¢« ayled soliw! AES encryption jl as sgr yigs 9 099 s Jus a5 0,5 0 oolasiwl RC4 51 WEP
Lol « w0 03liiwl RC4 31 lixod wizz pp 45 vl 59298 WPA 100 ¢ il il g (551581 e £l )l 4y 3L
095 i ¢ (Mo l58l S 4 5LS (9u) 9 (o0 ey pol (&5 ol 19,95 1 WEP &y s 558,52 TV
Gygaw U wsled o oolaiw! TKIP JsGgy 31 cozmon WPA | 04y coow s WEP & coud b key

Capd il [y L KEY LI po Silogs!

a8 o0 dlyauiy 1y authentication cdl> g0 WPA

®,

. 2yl authentication server &G 4 3L « <dl> (! o : Enterprise mode <

®,

. 9gu o0 oolawl preshared key 31 ¢ cuwl y s L3 <> 31 a5 <> o) : Personal mode <

s abl o0 S5 s WPA authentication wiul,s

’ =

Authenticator Authentication
Server
Security Capability Discovery
802.1x Authentication
-

802.1x Key Management - RADIUS Key Distribution

A
A

4-Way Handshake for Key

Y

2-Way Group Key Handshake

. aibo 0 S session Jeb o a5 oyl LSS Pairwise Master Key 4 PMK G )5 g AP : ausG

o fran]ee
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: Cawl o 3 o991 & WPA Four-Way Handshake wisT,8

2

Client Authenticator

Random Number

Derive PTK Random Number =
Derive PTK
P Resend Random Number
PTK Done
r o
Install PTK Install PTK

cagled oo Jlwyl pyl5 4 g 00,5 wdgi Solai sue S AP

AP o 4y 1y Sl 5 B 09T cawas key S ¢ Solai sue (pl 516 wled 0 sslisw! passphrase oG 31 L8
. s loi encrypt ioqs

SAP g wiwyd 0 AP @ (b ools ol (o) mws I bbbl glp) MIC b ol o 1) Solai sue &G 2 )l
S o0 oliiwl 9,5 oo 4 UNicast data ;o 5 encrypt glpkey s ¢ ol 9,

. Cawl o0l €NCTYPL ool Cawas KEY b 4 s 9 0 S0lad due Sy AP

c ol 48,5 51,8 By g0 g )3 PTK a5 398 (oo anl cules 5o

. 9w bl |, WPA+WPA2 . azs, WLANS / Edit i 4 . WPA aulic ol

Save Configurstion Bing  Logout  Refresh

MONITOR  WilLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT  COMMANDS — HELP

WLANSs
* WLANS Laver2 | Layer3 | AAAServers |
WLANS —_— —
¢ Advanced .
Layer 2 Security WPA+WPAZ -
[] MAC Filtering
WPA+WPA2 Paramelers
WPA Palicy ]
WPA Encryption Fl aes ¥ Tieap
WPAZ Policy il
WPA2 Encryption Flaes Orikae
Auth Key Mgmt a0z.1% -
-
Fool Noltes
1 CMIP is not supported by 10xx model AFs
2 Web Policy cannot be used in combination with IPsec
3 H-REAR Lacai Switching is not supported with [Psac, CRANITE authenticabion
& When client sxclusion fs enabfed, 8 Timeoot Walre of zero means infnity (will require administrative overide o resst excloded clients)

5 Client MFP [& not active uniess WRAZ i configured o
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: WPA2

>1yb AES encryption ;| eolasw! gl WPAZ 15 ¢ 1o oz 51381 Coew 4 35 « WPAZ 51 oolasuw! gl

- Sl o0

LS 0 ,8802.1110 o yluitiw! L WPAZ 4802.11a 5 jlaibicw! L WPA : aisG

-l oo w38l (cipher) 3o, Sob o jlam IV Jgcuss oo ;W MIC IV U Lo AES/CCMP : aisG
- St LS| T 38 AES 31 soliiw! g « ol TKIP 31 solasw! a9 p 3o WPA : aisS

oS oolaiw! TKIP 31 wilgd c0i 9 cawl AES 3l ooliw! 4y o 3o WPA2 : aisG

il 1, TKIP 4 AES . s3g05 wolsit 1, WPA2 Policy g a9 WLANS / Edit iy 4 WPA2 qubiis ol

-III-IlI. Saye Configuration Ping Logout Refresh

cisco MONITOR CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

L d < pacl Appl

sk ' General | Security | QoS | Advanced i
¥ WLAN - vy ¥ ey -

Mm: Laver2 [ Layer3 | AAAServers |
» Advanced

Layer 2 Secunty  WPA+WPA2 v
[T MAC Filtering
WPA+WPA2 Parameters

ViPA Policy F
VPA2 Policy |
WPA2 Encryption ¥l aes g ST

Auth Key Mgmt

CCKM
PSK
B02.1X+CCKM

"

Foot Notes

1 CKIP is not supported by 10xx model APs

2 Web Policy cannot be us=d in combination with IPsec

3 H-REAP Local Switching ic not supported with IPsec, CRANITE authentication

4 Whan client exclusion s enabled, a Timeout Vaiue of zero means infinity (will requtre administrative override to resat exciuded clients)
5 Client MFP is not active uniess WPA2 is configured
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WCS buwgi 00 yiunS (gl a5l o oo 1 phizzss Juad

Wireless Control System <
WCS Templates <+
Configuration Group <
Auto Provisioning <

WCS ;o b AP g b» aisis
Planning mode <

WCS ;! soliwl L Monitoring <+

gl.’.(f}‘c)lé‘sd.m 2
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S aod (59, 1) polaid! Clapdisd &ighyp ¢ J S 5l plgin U ol 6350 <o e Sy 3bml CUWN 51 Sun
08 yinS ol il ASunds Azl axdl. 3,5 jgieile 3 yroto 1y Wil 8,5as cymizean g Jloe! A (glglSiauso
oslaiwl Wireless Control System 4 WCS jl b s plod g1y ¢ diil o 508 opai 3l oolasuw! 4y 5L g 9
A co 1) ez dn U wsS S b Wil o0 Cisco Wireless Location Appliance guozes . 9 o0
79 g WES cu poe 3 s (5 0970 I Comnl aods ad (nl . oS (2135 1) 012yl 9 Lpliiws g pbly asils

(WCS b s AP o pto g bo 3 is JpiS

: Wireless Control System

1y S aicy ¢ md yiinl S 25 31 3l o0 5T (5 gt 45 sl Drowser-based L1331 o5 STWCS
.(Planning, Design , Management) sgei < p o

c0sS ygabw 1) AP sue Yo U Ber s Wilgi o0 a5 Cowl licENSING g S 9 o WCS

Jol5 5 aids g cawl laws JB WCS o ol S 31,0 31 Cisco Wireless Location Appliance
cadyle Slalyd slas o5 aS wss o bo sy 4ol 4 o, 8

CiSCO ¢ 05 yiuwS )l (gl p wozz y2 ¢ Sg0d cuai LINUX (59 199 (o0 o2 g WINAOWS (595 ylg5 (o0 o2 |y WCS
« s bod oolaiwl LINUX 1 a5 o080 dogi

S leie s &Blg 53 WES 15 . auyls 5L FFY ©jar 5 9 Ae gy HTTP @) Lol a5 adly ascils az g
&y V%4 91 9« TETP (gl #4 @)y « FTP glp VY sbd @jygs b ¢ 05 0 Jos Apache Web Server
- dos bo yas oudlin 1) WCS (sbd )99 wilyd o0 325 Jau y0 . SNMP traps

Port Use

HTTP: Configurable during install (80 by default) Web access

HTTPS: Configurable during install (443 by default) Secure web access

1315 Java

1299 Java

6789 —

8009 Java

8456 Java

8005 —

69 TFTP

21 FTP

162 SNMP traps

8457 —
1L
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S5 oo ol Sl p2 b g0 pB s ¢ WS oyl 1y A oy 9iiS o0 oxuw [IS o2 g WCS (o a5 LT 310 am g5
. oS shut down 1,37 asCs I b« il suis cuas IS a5 usS az g5 wyb WCS cuas plon 1
. 2ol 0 WCS Home 1, WCS Lol 5 axio

- -~
= User: ract | Virtual Comaing | root (W) —
' é lllsl IC |‘|; Wireless Control System Refrach 1 pentvien T TooelE
m Menitor = Reports = Configure =  Mability =  Administration = Taols = Help =
Quick Search WCS Home Edit Tabs Edit Cont=nts
_ m ' General [ Client ] Security T Mesh T ap r Tnl]s_]
Search Contrallers Tnventory Detail Status [E client count =Rl
Controllers: 2 Radios: 25 Location Servers: 2 6h | 1d | Lw | 2w | 4w | 2m | 6m | 1y | Custom
:
> : B— E:
q
24 2
o -
108 G203 BMI03  BMA08 @508 OMEDE 8708
[E]=) (=) || E]=) (=] || &) (=) e
Coverage Areas [=] recent coverage Heles (2) [=]
Tuotal a'n bfa/n fulal:] : . Falled Total
R hpg radios Radios  Radios Clients . Acoess Point Intorface Cliants Clignts geraant E |
Hoitie 10 9 10 s B &P 1247 ROOT BOZ.1ikfg 0 a % | _
e Al P AP 1247 ROOT B0Z.11a O a 0% |
Total APs not yet assigned to Maps @ 5
AP Jnin Taken Time =
AP Mame AP Join Taken Time
AP_1131 Bonus Room 57 s
AD 1950 = AR ; _:I
=] il B | &

. %9 Configure / Controllers iswpja « WCS a by J s oo, aslsl gly

2 Us=r: ront | Wirtus| Domain: [root 58] 9
alialn Wireless Control System Refresh | Print View | Logout
€15co i Monior = M ts = configure = Maobility =  Administration = Toals = Help =
Quick Search All Controllers e SR . ET T, Vl GO I
srarch contrallers [ 10 Address &4 Controller Name Type poogtion; SeRmecE  HERNE L el ayymstatus
[]472.16.100.250 DEMC_4402 1 4400 5.L,151.0 DEMO Reachable Identical
[]i72.16.101.250 DEMC_4402.2 4400 5.L,151.0 DEMO Reachable Micmztch
=
ol

dfrar)e
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S |y Olowdild (g Ao wuiled o0 « GO 595 SS9 Add Controller ol b .« select command ;s

M
CISCo

Quick Search

W rarches it

--Zel=ct Smarch-- -

Alarm 5 rnrrmr',a‘3

Configure / Controllers / Audit Now / G0 : wiciud cawbivo ¢ Soloadisd plod vy g cyiodno a0u! gl

i
Cisco

Quick Search

search Controllers

renes Edit

S od
--Sel=ct Search-- v

Alarm Summary Q

Maliciou s

Page 205 of 235

Wireless Control System
] itar = H rts
Add Controllers

Add Format Type

configure =

Help =

Device Info |

IP Addresses ({comma-saparated [P Addresses)

network Mask 255,255.253.0

SMMP Parameters

versian vao ~
Retries i
Tim=out {seconds) 4
Cammunity private
oK I Cancel |

* Maasa entar SMME pararmetars for the wite access & ypou
haue one, [f pou enter reod-only acoess porometsrs then
condrofer will be sdded bod WSS will b= unable do modify
eonfiguration,

Wireless Control System
fh Monitor ~
DEMO_4402_2 >Audit Report

Device name DEMO_4402_2

Reports ¥ Configure v  Mobility ¥  Administration ¥ Help =

Toals »

Audit Time Aug 14, 2008 1.2:33:44 PM

Audit Status  Mismateh

WCS Config Discrepancies

(Type)
Configuration
Name

Audit
Status

Value in

Atributz Controller

Value in WCS
Not Prese=nt

(WLAN) cisco/6 [n - - -
Cantroller

Restore WCS Values to Controller |

Note!

* Avait (s performed on device configuration in WCS Gatabase agains? currerd WLC configuration.

* To chanpe the setings goto Admimstrotion > Settings -> Audit,

* Shared Keys ond Posswords volues will noe b2 shown,

* ‘Restore WCS Values to Controller' will try to resolve ofl the nbove shown discreponcies on Ggavice.,

Refresh Config from Controller |

roat | \l'lﬂu!!f:nmaln:lrnul_\f a
Refrash | Prnt View | Logout

<

Us=r: root | Virtual Domain lruukr\_',.» o
Refrash | Prnt View | Logout

afrar]e
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: WCS Templates

i 4 1y Ll g 00g0i 1yl Hb S 1y Sloudicd 4 s (o0 o)l 4y (ol 4 WCS Templates ;1 oslicw!
- 0g0d Jlosl J 4GS paiz a1y o] g oogei save |y Template olg oo soly 4 1. wled Jlos! 4S50 olKws
Configure / Controller Templates / Apply to Controllers

4 User: raot | Uirtual Domain; &
il Wireless Control System Refresh | Print View |
Cisco # Monitor ¥ Reports ~ Configure ¥  Mgbilty v  Administration ¥ Tools ¥ Help »
Templates WLAN Template -- Sel=ct a commeand -- ¥
System
[] Template Name Profile Name SSID Wireless /Guest LAN Security Policies WLAN Status Controllers Appli
WLANs [] DEMOGUEST DEMOGUEST demoguest Wireless WEB-Auth Enable 0
WLAN
T [ perovolce DEMOVOICE  d=movaics Wirsless Bg‘;‘:;]éé:tagl Enable 1]
. . [WPA + wpPAZ)
Rrty [l peroIDs DEMOIDS demoids Wireless [Auth{ PSK)] Enable 0
3 [WPA + WPAZ]
AD2.11a/n [] peronsc DEMONAC demonac Wirsless [Auth{ PSK)] Enable 1}
i [WP& + WPAZ]
802.11b/g/n [ mesH MESH MESH wireless [Auth{ PSK)] Enable 1]
Mesh [[] Guest Guest Guest Wireless None Enable 2 ar
B R [ Cisco ven Cisco VBN cisco_vpn Wireless [(Awu;-ln( ;D\:Z‘:{g Enable 2
. Ucica ; : ; [¥PA] [Auth(
Management [] voice Voice Vaies Wireless CCKM)] Enable 2
[] studzrt Student Student wirsless [vg%ﬂgj[:;ju‘( Disabla 2
~ [WPA + WPA2Z] :
[ Teachar Teacher Teocher Wwirsless [Auth( 202.4%)] Disnble 2
[ psk PSK PSK Wirsless [E‘Am‘(*',‘g,;‘;]z] Enable 0
Alarm Summary @ [[] vocara vocera vocara wireless [wEP] Enable 0
) . [wraz] [Auth(
[] soz1tn BOZLIN 80211N Wireless 802.1%)] Enable 0
[ cisco vaica Cisca_Voica cvoice wirgless [WPA] [Auth( Enable 1
ccikm))
[ 7920 7520 voice_79 Wireless None Enable 1
[ Badaec Badger Bedger Wireless [w:::]:l%i.m( Enable 2 @
il >

Lo g ad widlgs oL ) s s Oledbl paxo « uiS o track 1y sl s a5 plod WCS as Ll j1 - asss
taggp o opl & aggregation pdidd gl . S coliiwl aggregation jlanl 1) ¢ uiS o JSCio jlro |,

Administration / Settings / Data Management

11T
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: Configuration Group

A S &dlg yo KN Ay jek ¢ I pS i 4 wlediid Jles! g1y cawaly « Configuration Group
aailgd (oo Lo . 098 (o0 Jlosl 09,5 Sy (b J 505 plod & Ol i (2l ¢ 0 Sl | Wloulisd 55 (g ek azsiliy

. 9w loi Jloel Configuration Group « I, Controller Templates

" User: pook | Wirtusl Domain: [root 58| &
s Wireless Control System Refresh | PrintUlew | Logout
CISCO i Montor = Aeports * Configure = Mohility = Administration * Tnals = Help =
Quick Search Config Groups [-- select a command - ~ fenl|
c - : - Muobility MeHL .
saareiecontmiiers [ Group Name  Group caontrollers Templates Scheduled Scheduled :Inn;iﬂ d L.“I 4 Config oo rcoment
HE B Bin odified Applie Set
|_New Search.. | [] canfia 1 105 No - leaanr 1207 isabled pisabled
Seved Searches Edit
2/28/08
] sutoProvisioning - v w7 o - i Disabled Disabed
] ||1||1n|".1f'.
3

Tggy ) O ) 4 e ilen S (o SY WES @ a5 (6018 conad (s (sl y0 1 4SS
Administration / AAA / Users / Audit Trail
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: Auto Provisioning

Gl pS S S 0929 oD 0 aSll el g 215k (0 5 57 ool sl Auto Provisioning
Configure / Auto Provisioning

il Wireless Control System e | Pt o T
cisco fh Monttor ¥ BReports ¥ Configure ¥ Mability ¥  Administration ¥ Toals v Help ~
Auto Provisioning Auto Provisioning Filters > Edit Filter > "New Controller Add"
Auto Pruvlsfunlng PSR General
Management
Enable Fitter 2]
Buto:ProvisioningSettng Filter Name New Cartroller Add
Filter Propertics
Manitor Only O
Fliter Made Host Name
No of Centrollers Applied To 1]
Carfig Group Name m'
Filter Member Management - Add Member =
[nput Type 7 'Sinulo Devies v,[
Host Name
LAG Configuration [T]Enabled
Manag=ment Interface IP Address
Management Interface Netmosk 255,255,255.0
Managament Interface Gataway
Alaron Sumenncy o AP Manager Intarface IP Address v
&P Managsr Int=rface Netmask 255,255,255.0
AP Monager [nterface Gateway
DHCP IP Addrass
Filter Member M t - Delete Member
[[1Daviceld ManagementIP Status TimeStamp
[JDEMD a402 2 172,16.101.250 Idle  2/28/08 7:48 AM
v

. Jig Auto Provision wb o LaKiws 4z a5 3gd (aseieo U oy jluw yikd G locy!
Select a Command / Add Filter
g (o2 Ll aslll 50 Wl ) S AigSs A5 uusS el (e

C O o0 Juato ASUl A b opdgl (gl pS AWKl oS Cawdy] widl o Auto Provisioning o a5 S
& o DHCP server . s .5 IP s DHCP server jl S oo o0 I ¢ 3,0 ¢ valid configuration g
« Server w,sl . cuwl J zus configuration Jss b server o IP wyof a5 ¢ uas o gl option 150

. <l WCS server yloa
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:WCS ;)0 B AP ¢ by a5

L aidi . waw b 4 d ply b asiois 31 visual representation oG U Wil ows 21,6 WCS o b Map
ooliiul Ll 31 o)lgF (o0 o5 addgl (o213 g sl (gl A8y« gy (03 515 4 Al i 31 oy Ky il (gl 1 Laitd
Wb 1y Ll 4ol g ¢ mayl0 p3¥ AP wiy Lad G 50 &l (umd sl ol oo Planning Mode 31 S . 9405
Monitor / Maps : i cpl 4 oy gy - 055 oolaiw! g s xS

- Uszr pook | Wirtuzl Domain: [roat w8 25
el Wireless Control System Refresh | Print Uiew | Logout
cisco # Honitor = Beports =  Configure =  Mohility = Administration = nals = Help =

Maps |Select @ command... | J&00|

O Hame Type & TEDE':"' QLE“' MLB” |:|_E‘|:|s Clients &  Status

[[] Homa Campus 7 7 7 i [

[] Homa > 10944 SW Gram St guilding 7 7 1 o 5

[[] Homa = 10944 SW Gram St > Floard Flaor Araa & & ] o 4 L

Tree Yiew
[[] Homa = 10544 SW Gram St > Floar 2 Flaor Araa 1 1 1 1] 2

Alarm Summary &

»

oS (o0 3L 1y 1 AP s ¢ 3903 asiiden [y Ol g b (loss Lo Wb il 1 4 g
08 Pl S bl S, ) oAb lg (08 Az

5. Usar: pooft | Virtual Domain: [roat a8 2
dlialn Wireless Control System Refresh | Print Uiew | Lagout
cisco :

Maps » Home = 10944 SW Gram St Select a command... | [eo7]

Floor Area

Tree Yiew

i 1| m
Alarm Summary @ L ‘ o
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.é’-ojm|)(...6M}L&s95&6&)&)‘9&@89}&5smeysﬁwo‘y‘wc4@)&)0
Lol o0 (rogues) yloalio 9 oyl 3y« b AP ol a5 wowd )l y> sl @il (RF Sy oy sl 4l

User: root | Virtuzsl Domain: [roct o) A
' é ||ls- é |‘;- Wireless Control System pout 1, VitaslDomain: [root ]

Contributing APs

th Monttor » Reports » Configure ~ Mability ~ Administration ¥ Tools ¥ Help ~

Maps > Home 5 10944 SW Gram St > Floor 1 ‘; S:g!gc’trarcglﬁr’qrqu:jii

AP_1131_Garage
AP_1242_ROOT RSSI Color Lookup Zoom Refresh

¥ ar_sniFFeER: ]| :
_ > Layers. | -asaen D N o 5o [100 % v [3Dssc W Full Scresn
\

S

—1
Tl ﬂ
Loaded 0 markers { L)
Done. I ;
Loading Chokapolnts., — f =

Loadad 1 chokepoints
Done.

Load Location Server data as

GLRETE 2 Minutes (v

Malich

(B T |
b E
Alarm Summary 9 - | ‘ ; i

w .}|
o o (S oo plxil 15T 45) akine (yloy S 4o « (Site Survey) adgl cuils p g >lyb 45 WS 4

culod (oo et ¢ o 9 (K i Lyl i bousuT 0 g Wil

Useri root | Wirtuzl Domain: | root ™ ﬁ
altaln Wireless Control System Refresh | Print Uiew | Logout I
CIsco - v v Reports v  Configure ¥  Mability ¥  Administration ¥ Tools v Help ~
Contributi AP
itk iel Faiiie S8 Maps > Home > 10944 SW Gram St > Floor 1 Py Ry e
AP_1131_Garage e - g
= Add Chokepaoints. .,
8p_a242-ROCT RSSI Color Loakup Zoom  |pgsitian ch';kenoints...
AP S N P — - e
surer S8 SiGyers ] -asane D o (100 % e Shoke s
Add Location Senscrs.., g
Edit Flaor Aren... H
Delet= Floor &res... —
Edit Locatian Presence Info..,
................... =
l'.;;annind O marksrs Recomputs RF Bradiction,..
Lnadl’ng Chokapoints., RBﬁGShfrorr_l_r_“_a_twork'"
Loaded 1 chokepolnts | =
e
e B
Alarm Summary % |
|
AP
| |
< i il 9

afrar]ee
CISCO.

in Persian
Page 210 of 235



i Abii g 53 1y JUS @ yad ¢ b 5 51 ooliiwl b 4 Couyl aidis  Heat Map 31 jabie 1 ) 5LS1 ais

Sl AP 2 pilias (5 009usmo (380 cymesti « L Al (pl 3l oolaiwl ol Bus . w8

Plan ning Mode: mMaps = Cisco > 1st Floor

elete APs Map Editor Synchronize with Deployment | C

Generate Proposal

Protocol HeatMap Type RSSI Cutoff Resolution RSSI Color Lookup Zoom
} - -35 i -90 Full
ntnbutmg Aps . (802.11a/n v |Signal Strength v| [-75dBm v[[High v | J5 E;E _dBm o [100% v
vl ap_ 1 )

AP_3 ~
Refresh HeatMap

Click on an AP to change its
position and properties.
Drag the AF with the mouse
and place them in required
location.

LTUL PN e
HKHALEUY B % FLUDH

LocisLus 4y Sguxo by alds ool 1 ¥ Lo 4T

c gl Jolld 3 1) gawg S Jumo widlgy (oo Ay Wig (05 LS

Pt Monitor ¥ Reports v Configure »

Mobility * Administration * Tools v Help v
Maps > Training Campus

Zoom 106;’;; [[] show Grid
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Oailel (o0 ¢ Gy Caomw (g 3l o )10 5L AP sl az ¢ o5 (5 egue SO (5l 0 o

: Planning Mode

o .

PaSrind &S S| (gl

A oLl 1y (o bod oolisiw! LT 31 095 (g aSuuds yo ayyls HLasl 45) 395 415 3 590 ilowbiss

FPlanning Mode: Maps = Home > 10944 SW Gram St = Floor 1

-~

KWarma Prefis AP_
Add A3 [ automatic |

AP Type [ap 1250 3]

Ernable 11n

Support [=

H02, 1148/ _
Ribere [ArA-aANTS L350 R
802.11b/gsn R
Antanna [21R-anmazas w0
Rratoeal [802 L1a/n,b/a/n ]

Qptimize far High Throughput E|

Throughput 802310 (5 T -

(Mbps) GH2) [18-24 &
802,11n (24 [ —=
GHz) (¢ S

Services: D Advancad Options

D Data/Coverage
O voica
[ tacation

[ Location with Monitar Mode Aps

Total Coverage Area 11259 (sq feet)

Calculate |

Recommended AF Count I
<

Floar Type: Cubes &nd Walled Ofices
Add APs Automatically:

Resize and move the rectangle using mouse and SHIFT key over the desired coverage area

and specify placement criteria. Click "Calculate” to determing the number of APs
recommended by WCS. If you are satisfied with the result, press “Apply . APs will be

crcated and automatically positioned on the map.

0 feet 5 10 LS 0 25 =0 35 <0
O
R 4
\
e e el el o .
3 il E
WEFSPRES | DUETREE SR £
1
[ ]
10| 1 1
1 i I
N | 135" —l I
1 I 1
Bl . | e
| - " H
1 . | [] L
I : | =
2| 1 | :FI T
1 ! 13.5 12" p . 1
' i (-

[£]]]

Planning Mode: Maps > Home > 10944 SW Gram St = Floor 1

enerate Pro

LRSS 0 6y Al g9y 1y 09 s AP 1381 04 c calculate gg, SIS 9 AP g4 Ol L

Protocol HeatMap Type 'RSS51 Cutoff Resolution RSS1 Color Lookup
Contributing APS [802.11b/0/n [ Signol Strength 8] [-75 dBm M| [High M| g,
7] -
AP11 0 et 5 o 15 20 's 0
0
_ Refresh Heattap
b ] e e e e e W O e
Click on an AP to change jts 3 1
positian and properties.
Drag the AP with the mouse 1
and place them in required
location. 1
1
10
1
]
1
15 1
I
1
1
2
]
I
1
25 L}
1
| ]
<
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S i 13929 5 S wuiled 0 < Generate Proposal gg, s’ b

Generate Proposal > Protocoel Selection

Plaaca spacify if you would like tn ganarate propocal for 802 _11a/n anly, 802_11b /g /noonly or forhoth protocols

O soz.11afn only
3 a0z 11bran only
® both

Gu—nﬂ-l:ul

Mote:

If you plan to print proposal then follow the instructions below for IE browser before dicking Generate,
Im IE brovzer, click @n "Toalz' and then "Intzrnet Opticnz" and then dizck on the "Advanced" tab,
Maxt, =crall down ta "Printing” and maka sura the "Print background colore and imagas" box is

chacked,

WLAN Proposal for Floor Home > 10944 SW Gram S5t > Aoor 1
PFrepared: Thu Aug 14 2008 1246123 GMT-0700 [Pacific Daylight Time)

Floor Plan Details

Floor Mame Floor 1

Floor Cortact Robert

Floor Mumhbar i

RF Model Cubes And wWalled Offices
Wall File [FPE]

Image File Hame Floer 1_new.jpg

Flonr's Horizantal Span [faat) 45.0

Floor's Wertical Span (feet] 3a.n

Floor Flan Image

i
o
B A
=] e
5 b
—_——— -
{ O
8 —] =]
13 i F I-T
T | —

9usS oudlice [y 395 Jl3999 0 wuilsi o0 « GENErate g9, Sols g« o)l pai 8590 SS9 5 ©Lil b (s
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: WCS ;! solaw! U Monitoring

oS ygiilo [y o g P08 9 AP aiilo ()T 5132l 5 polg (6 &5 duiles o0 « WCS jgisile a0 31 odlicius! b

= riroot | Wirtual 1+ [root ] £
o Wireless Control System Refresh | PrintUiow | Legout
cisco
™ ~ Reports =
Quick Search WO Mars Edit Tahs Edit Cortents
[= I Fity Mesh
Search Controllers Tl sl i [=] Client Count El""I
Accass Foints .
Caj Location Servers: 2 6h | 1 | Qw | 2w | 4 | 2m | bm | 1y | Custom
| New Search_| Clents -
Tags A
Saved Searches i
Chokepaints a
Locetion Sensors 1
Spectrum Experbs H
WGBS
| o A
Security 300 1E00 800 ZEO0 400 400 W00 4040 i =
RAM --
[ =:8) =i | il H
L Alarms ! 1
Coy  Events [=] recent Coverage Holes (2) =
Tokal  afn bfain [Tl - Falled Total
Name APs Radios Radios Radios  S/onks  Access Foint  Interfecs Cponee cpipnes Poresnt
Home: T T 7 a ] AP 1247 ROOT A02.11ibfg 0 a 0% |
\igw all Mags 2E- 1242 ROOT AO211a O a 0% |
Alarm Summary Lo Total AFs not yet assigned to Maps: 5
Malicia: -
AP Join Taken Time =
AF Namea AF doin Taken Time
AP_1131 Bonus_Room 57 <
AP 1250 5 4B 5
AP 1030 MAP a3 s b
U | &

(59 gorefresh ,b oS asli 18 ;5 . s oo YU JSCb 53 o Alarm Summary

&) 4 55 3590 2y MAC (097 53,5 3,19 b 0l (o0 45 ol ) (b e )19 9929 &5 (65593 S
Monitor / Clients / Client MacAddress / Tshoot . ca1s y ol @l o aulisd ju 9 ol

Maost recent client notification [ Yiew all...) Client Count E

Clients Event Type Date [ Time
O0:3c:b3:01:90:Fs Di= sutheriticste B/14/08 11:26 AM
00:1b:d4:54:55:24 D= sutherticate B/14/08 10: 48 AM
00:3c:b3:01:9c:fa D==utherticete B/14/08 10:30 AM
00:46:bs:7B:d0:AF D= suthe=rticate BY/14/08 B:55 &M
00:18:b=:76:d0:AF Di= sutheriticste B/14/08 8:55 &M
Manually Disabled Clients
Top 5 APS
a'n bsain
AP Mame Mzp Location Clients  Cliants 1ot
AP 1250 1 Home::;tl;\d:irsw 5 1 4 sh | 1d m|zw|4w- ;m|lm|1-,|
Home = 108244 S
AP 1250 2 Hos 2 A0 o - 1 1 z &
AP 1131 Bonus Room Unassigned 0 o o =
Alarm Summa
' Home = 10544 SW *
Malicl ol 0 &P 1131 Garads Gram St > Floor 1 u u v
Home > 10844 SW
AP 1242 ROOT Gram St = Floar 1 o 1] ] 2
Clients Detected by Location Services
“ | i -]
Associatedf "
Y i Prabing Total
Zerver Nams= Server Address ;\EllJi!ehrzlghcaI:d Clients Clierts cllant Troublashooting
Clierd
cisco2700 172,16.100,249 1} a g

Cliant MacAddrass
MEEAAST, A A G < 00:1cib3i0d:3cifz Troubleshoot I

Last 10 Diagnaostic notificatons raceived in the past
24 hours: 0 (Miew All...0
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rols gyl s
- Wlgs aaales ol UKol g WCS 5,90 4o (g yidl> 15 731-642 : CUWSS w,e5 yo « CCNP Wireless s

Planning Mode: Maps = Cisco = 1st Floor

_’" Floor Type: Cubes And Walled Offices

Marne Prefix AP | add aPs Automatically:
= || Resize and move the rectangle using mouse and SHIFT key over the desired coverage area
add APs Automnatic 3 1| and specify placement criteria. Click "Calculate™ to determine the number of APs
recommended by WCS. If you are satisfied with the result, press “Apply". APs will be
&P Type AP 1130 [__J created and automatically positioned on the map.
E\Uf‘naf” ATAK-OMNI <l
fenna 0 50 100 150 200 250 300 350 400
502 118/9/n . n|TEE
e AJAK-0MNI [+] 5
Protocal &02.11a/n,b/a/n [
Throughput oo 410 [15-18 B
(Mbps) ' =

soz.11b/o/n |6 [¥]

Services: Advanced Options

Data/Coverage
Safety Margin | Safe u

Waoice
Safety Margin | 7920-Enabl L:J

i

u
[

O Lacation

Location with Monitor Mode APs

[ pemand

[ overrride Caverage Par AP
Fer AP Area {sq feet)
Total Coverage Area 802451 (sq fest)

Calculate
WLAN I oolaiw!l b olgi o0 4igfz> a5 wo uwales Location-based Deployment syge ;o cyuizzon

090 2bo, 1y olws Iyl lojes ek  Infrastructure

s
o

Example of a single-floor location management deployment
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2 6l 93 o it 4 3le8 o0 L RF Spectrum Analysis Tool jl oolaiw! b aigSe a5 s dudles oz
- 9905 g3k 00l 9 (> 15b e (s A (auxo

Caypao g 2lhb olp Ao b Il ¢ lio b SloS g Wigdh (05 gN w4 Sguzmo b Il ! adl
+ ol Cglite Ll 3 )15 &3 S 11391 5 (el £.5 comieon - il Sl 50 o Ligle a5

ey 89y ly alide g aili g0 axiliz> a5 o ls Motorola LinkPlanner sb a5 5,138/ 45 « ¥9)95 90 (SleoS o
e aS SO £95 w2 (gl g 0090 dugd |y alaili 90 (il s Olasiie ool ¢« uwlei asino GoogleEarth 1330
¢ oS oolanwl Licensed gl asud 31 )51 ogasm ¢ s o &l Ao b olgadioy « wlil alils
SUS ol (s Ao 31 51390 p 5 ol SUISAT) 3905 wlgs Bl 1 1y sy @ilge 3 B leislo SLedbl o agas
(el g,

Motorola PTP LinkPlanner User Manual : yuiw wledb! gl
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b AP . wil o L AP g b Jyuis sle image b (9,5 )1 Jold ¢ d 2l (5 a5l (5 dil3g) Cu prote 31 (S
Shls 36 b JyiS 595 a5 WS 0 Slpadiay Cisco . wilil ails 095 Jyus L Jlusy version code wb
oy g 09 g« WCS g AP ¢ J s 0,5 upgrade g o9 b Juad cp! jo . wilil Slwsy version code

Monitor /Summary : w3

MONITOR  WLANs

CONTROLLER

gl o0 LT configuration gla 16

s Wl wldy> g wireless ol puss olasino

WIRELESS

SECURITY  MANAGEMENT

e

COMMANDS  HELP

o ol A S 18l e 5 59 e (gl

Saye Conhguration

Ping | Logout Refresh

Monitor

Summary

Summary
» Statistics
» CDP

Comca f111ema

» wireless

Controller Summary
Management [P Address
Service Port IP Address

192,168.1.50
192.168.100.1

12 Access Points Supported

Cisce 4900 Serles
R LN Comtrolar

MODEL 9502

Rogue Summary

Active Rogu= APs

37 Detail

|

= Active Rogue Clients Deatall =
| software version 4.1.192.17M (Mesh) | i
£chac Rogues Detail
System Name iwLcL =
- Rogues on Wired Network
Up Time 22 days, 2 hours, 24 minutes
System Time Wed Jul 2 20:11:44 2008
Internal Temperature +37C Top WLANS
802.11a Network State Enabled Profile Nome # of Clicnts
1
802.11b/g Network State Enzbled Open 7
Public_Guest_Access 0
Access Point Summary
Total up Down Most Recent Traps
. Dets
fo2:Ua/nRodka 2 w2 AL ettt Rogue AP : 00:0b:85:76:31:be detected on Base Radia |
802.1tb/a/n Radios 2 2 0 Detai
b/ L e o Rogue AP : 00:0b:85:7f:49:cd detected on Base Radio I
All APs 2 ®2 ® o Detail

Rogue AP : 00:1d:7e:41:e3:8d detected on Base Radio |

-
Faniim + ANINRIGE.TE1 DT shn rrmmmnd frmm Bama Aadin |

.

. 9w az>|,0 Controller / Inventory icu a J o5 1580 coew g4 00 Glp g

Saye Configuration  Bing

Logout Refresh

Spanning Tree
Ports Power Supply 2

Power Supply 1

MONITOR  WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMANDS p

Controller Inventory

General lHndel No. AIR-WLC4402-12-K3 I

Inventory Burned-in MAC Address 0D:1E:F7:32:AF:40

Interfaces Maximum number of APs supported 1z

Network Routes Gig Ethernet/Fiber Card Abgent

Internal DHCP Server  Crypto Accelerator 1 Absent
» Mobility Management  Crypto Accelerator 2 Absent

Absent,Not Operaticnal

Precent, Operational

Master Controller FIPS Prerequisite Mode Disabl=
Mode
Network Time uDI :
Protocol
» QoS Product Identifier Description AIR-WLC4202-12-K5
» CoP Version Identifier Description voz
Serial Number FOC1206F03A
Entity Name Chassis
Entity Description Chassis

dfrar)e
CISCO.

in Persian

Page 218 of 235



s owlod Gl 1y 095 AP g us g Wireless / All Aps  ic as AP 1331 0 5 10559 e (gl

MONITOR WLANs CONTROLLER

Wireless All APs > Details for Lobby-AP

¥ Access Points

ECURITY

Saye Configuration

MANAGEMENT

COMMANDS

General | Inventory | Interfaces | Advanced |

Bing

HELP

< Back I

Logout

Refresh

n

Primary Controller Name

Time Statistics

All APs
~ Radics General Versions
802,11a/n
802.11b/g/n AP Name Lobby-AP S/ Version 4,1.192,17M (Mesh)
« AP Configuration
- b Location lobby Soot Version 12.3.8.0
Me: £
AP MAC Address 00:1b:2a:26:f9:44 10S Version 12.4(3g)3A2
» Rogues
g Bas= Radic MAC 00:1a:a2:fc:df:al Mini 105 Version 3.0.51.0
Clients s
Status Enable « Image Name C1130-K9WE-M
» 802.11a/n P
/ AP Mode local - 1P Config
» ¥ S
202 blel Operational Status REG AP 1P Address 192.168.1.104
ountry Port Number 1
Timers

Secondary Controller Name

Tertiary Controller Name

UP Time

Controller Associated Time

0d,00500m00s
04d,00h00m00s

Hardware Resct

Controller Association Latency 0d,00h00m00s

Sct to Factory Defaults

Perform a hardware resst on this AP

Reset AP Now

Clear configuration on this AP and ress=t t to factory
defaults

Clear Config |

10

Cis5co

ol Ly S 1580 055 5529 b Ml AP 531 6 5 (355 45 WSS azgi

.9 Inventory gisw a YU g0y 31 AP 138 Csew g4 v gl

MONITOR  WLANS

CONTROLLER

WIRELESS

SECURITY

Save Configuration  Ping

MANAGEMENT COMMAMNDS  HELP

Logout

Wireless

* Access Poinls
All aPs
= Rodios
B02.11a/n
B02.11b/asn
= AP Configurstion

Mesh

¥ Rogues
Clients

F BD2.11a/n

F B02.11bJ/a/n
Country
Timers

All APg > Details for Lobby-Al

Product 1D

Werzion 1D

AP Senal Number
Entity Name

Entity Descripion
AP Certificate Type

H-REAP Mode
supgorted

AIR-APL131AG-A-KI

wo1i

FTX1109T2P2

Cisco AP

Cisca Wirelaes Access Point
Manufacture Installed

Yes
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« Solw g 2y sl - ogei Upgrade yle (o Web-based ud piol G250 5l oo 9 CLI G5k 51 o2 1y s
. S 0 ol 1y web-based g,
t el B dw Jolds 9 ol (GguidyT (g 00 00 pid J318 S 45 abls .AES Wigmw (51518 Wb ,lii 5,90 IMage

v" RTOS : The Controller’s Real-Time Oprating System

v" CODE : Airwave Director , command-line interface , controller’s switch web
interface

v Ppcboot.bin : The Controller’s bootloader

015 1,8 TFTP server gq,!;.aes b1 ol s

Save Configuration  Ping  Logout  Refresh

cIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Commands Download file to Controller clear | |Download
Download File File Type Code -
Upload File
Rehoot TFIP Server
Reset to Factory Default 1P Address 192.165.2.99
Set Time Maw mum retries 10
Timeout (seconds) [
File Path
File Name AIR-WLC2200-K9-5-0-148-0 05

File transfer operation started

5 RAM (9,0 @y 4|y image Jil 0. 59 (oo Tefresh Lo axio o ol £9,8 JUl asCoon
SS Sgg0image v &y cnl 31 035 (oo flash g0 1) il ) pas cuds plad JUl lados 4SSyl 31 uy . oS
. 9905 TEDOOL 1) J s Wb« Al po (| plodl 31 gy . 39 o0 backup image & Jsuud

S Sz 1y L 359 Lk < o550 DOOL 51
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: WCS ;I sslanw! b Upgrade

¢ Jyiis o, upgrade as awil ails ax i . uwss upgrade js WCS jloslaiwl b1y b yos auiled oo Lo
Al oo S s ol pe . 00SS 50 SYNC b uS (yled b 1y Lo gs Ll 15 ¢ S oo upgrade s 1y b AP

4l 092 g (Ao 9 3410 LIl LT L WCS a5 wy g cyietao « TFTP server g , pis (40,5 ping b
Configure / Controllers
Select a Command / Download Software

TFTP Server on WCS System
Nigh 0 dolsT w98 ,S iy 25 TFTP server 4o a5 Root Directory g, & b8 . Browse

& 6t -

.93y oo flash RAM (g9, 1, b o5 o S g 05 0 dglils S 4|, 41381 0,5 WCS . Download .

Wilgl 0 lozer yoku AP suc Yo Lo Lol ¢ uiiS o0 SYNC 1y 595 3 b AP J s ool upgrade 1w

. Wgb upgrade

S 0 B d [ 395 wlenkiid  SaVe configuration gy Sds b losi> 45 wsSS Jogel 8

Saya Configuration

Ping  Logout Refrash

MONITOR WLANe CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Monitor Summary
Summary 12 Access Points Supported
» Access Points Gac b Cisce 4400 Series
Wisless v
» Statistics :
» CDP MODEL 4402
» Rogues
Controller Summary Rogue Summary
Clients
Management [P Address 192.168.1.50 "
Multicast , Active Rogue APs 36 Retail
Service Part IP Address 192,168.100.1 s 3
Active Rogue Clients 1 Detal =
Software Version 5.0.148.0 >
Adhoc Rogues 1 Detall
System Name 1wLClL
Rogues on Wired Network 0
Up Time 0 days, 17 hours, 45 minutes
System Time Thu Jul 3 18:32:39 2008
Trdernal Temperatire +36C Top WLANS
.11a Networt
802.11a Network State Enabled Hrofile Nama # of Cllants
1b/g Ne=twork St
802.11b/g Network State Enabled Open 0 Detal
| Mobilit P_Mobil
Lo Mobity Sroip CP_abila Public_Guest_Access 0 Datail
Access Point Summary Most Recent Traps
Total u Down
L Interference Profile Failed for Base Radio MAC: 00:1a:a2
802.11a/n Radios 2 @2 @® o0 Deta
° — Rogue AP : 00:01:3d:37:d0:18 detected on Base Radio b
802.11b/g/n Radios 2 ®:2 0 Detai
L. — Rogue AP : 00:12:42:€5:15:50 detected on Base Radio |
All &P 2 @2 @® o Detai v
— —— Ranon AP s ANARBEITE RV ihn darartad am Bana Badiad

o JB pl s Cawl wolisio b o gw g B 4y configuration L L. b M5 o Configuration S

sl XML 16 Sy & ygus ALy ¢ G
CaBY oo lid b b 1) Wledid gleixe ShOW running-config jssuws : «sG
COBS (0 &l s Canridg 3590 50 S ledbl Show run-config ,eiws : 4sG
camloyd oo oudlice Iy SHOW running-config ,givwws o>9,5 « o2 (g axiuo JSSi 4o
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802.11a
802.11a
802.11a
802.11a
802.11b
802.11b
802.11b
802.11b
aaa auth
advanced
advanced

location
location
location
location
location
advanced
advanced
advanced

interface
interface
interface
interface
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(Cisco Controller) > show running-config

11nSupport a-mpdu tx priority @ disable
cac voice tspec-inactivity-timeout ignore
cac video tspec-inactivity-timeout ignore
cac voice stream-size 84000 max-streams 2
11nSupport a-mpdu tx priority @ disable
cac voice tspec-inactivity-timeout ignore
cac video tspec-inactivity-timeout ignore
cac voice stream-size 84000 max-streams 2
mgmt local radius
802.11a receiver pico-cell-V2 rx_sense thrld @ 0 @
802.11a receiver pico-cell-V2 cca _sense thrld @ @ @

advanced 802.11a receiver pico-cell-V2 sta tx _pwr @ @ ©

Location Summary
Algorithm used: Average
Client
RSSI expiry timeout: 150 sec
Half life: 60 sec
Notify Threshold: 0 db
Calibrating Client
RSSI expiry timeout: 30 sec
Half life: 0 sec
Rogue AP
RSSI expiry timeout: 120 sec
Half life: @ sec
Notify Threshold: @ db
RFID Tag
RSSI expiry timeout: 5 sec
Half life: @ sec
Notify Threshold: 0 db
location rssi-half-life tags 0

rssi-half-life rogue-aps @
expiry tags 5

expiry client 150

expiry calibrating-client 30
expiry rogue-aps 120

eap identity-request-timeout 1
eap identity-request-retries 20
eap request-timeout 1

ap syslog host global 255.255.255.255

create guest lan 80
address ap-manager 192.168.1.51 255.255.255.0 192.168.1.1

address dynamic-interface guest lan 172.30.1.50 255.255.255.0 172.30.1.1

address management 192.168.1.50 255.255.255.0 192.168.1.1
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interface address service-port 192.168.100.1 255.255.255.0
interface address virtual 1.1.1.1
interface dhcp ap-manager primary 192.168.1.1
interface dhcp dynamic-interface guest lan primary 172.30.1.1
interface dhcp management primary 192.168.1.1
interface dhcp service-port disable
interface vlan ap-manager 1
interface vlan guest_lan 80
interface vlan management 1
interface port ap-manager 1
interface port guest lan 1
interface port management 1

load-balancing window 5

logging buffered 1

mesh security eap

mgmtuser add admin **** read-write

mobility group domain CP_Mobile

mobility group anchor wlan add 2 192.168.1.50
mobility dscp value for inter-controller mobility packets @
network webmode enable

network rf-network-name CP_Mobile

radius fallback-test mode off

radius fallback-test username cisco-probe
radius fallback-test interval 300

snmp version v2c enable

snmp version v3 enable

sysname 1WLC1

wlan create 1 Open Open

wlan create 2 Public_Guest_Access GUESTNET

wlan interface 2 guest_lan

wlan session-timeout 1 1800

wlan session-timeout 2 disable

wlan wmm allow 1

wlan wmm allow 2

wlan security wpa disable 2

wlan security web-auth server-precedence 1

wlan security web-auth server-precedence 2

wlan security wpa akm ft reassociation-time @ 1
wlan security wpa akm ft over-the-air disable 1
wlan security wpa akm ft over-the-ds disable 1
wlan security wpa akm ft reassociation-time @ 2
wlan security wpa akm ft over-the-air disable 2
wlan security wpa akm ft over-the-ds disable 2
wlan enable 1

wlan enable 2
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: Reset to Factory Default

e 30 bl Lol o pluod J S LTy Giogs AP asl ¢ oS o0d pubaid [ AP Lo IS Gl jo aF pudS
S8 o yiwd AP @ L ol (2Blgo iz 50 ¢ auild )5 Al )15 leudiss @ 1) AP Sl a5 Cawl p3Y 28150

I P t h
1) ' 't ' I Save Configuration  Bing  Logout Refres
cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HEL
. P -
Wireless ort Number 1
primary Controller Name Time Statistics
v A:ﬁ‘?i Points Secondary Controller Name UP Time 1d.02h09 mo3s
« Radios Tertiary Controller Name Controller Assocated Time 1d,02h08moos
802.11a/n e
802.11b/g/n AP Credentials Controller Assocation Latency 0d,00h01 m02s
« AP Configuration
-1l ! ial -
Mesh Over-ride Global credentials ¥
HREAP Groups Usemame 4= &0 =
» 802.11a/n Password sennee

Enable Password  eesses

» 802.11b/g/n
Country Radio Interfaces
Timers .
Number of Radio Interfaces 2
¥ Qos
Radio Interface Type Admin Status Oper Status Regulatory Domain
802.11b/g/n Enable up Supportad
802.11a/n Enabl= up Supported =
Hardware Reset Set to Factory Defaults
Perform a hardware reset on this AP Clear configuration on this AP and reset it to factory
defaults
Reset AP Now
Clear All Config I
Clear Config Except Static IP |

COMMANDS / reset to factory ;I wsb ¢ puilo,53b adgl wleadiid aly J oS pudlysn axils oo
. oS oo liw! default

ouuini 0 a3 NVRAM o Laiis configuration 1y 3. 98,5 Jles! &l puiti G 094 Teb0Ot s> by J S @ am o
O o0 Sy Jol5 jeky reboot b i g cuwl Jled 35 RAM o aslls .

OB (o0 Cawd j J S Ly 095 bliyl ek ) 5l plamil b : 4 gd
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o ly b 4l b st i Juad

Ol G jo gy OMSCo0 %
Hiden node v
Exposed node v
Near/Far v

@b (U 6')‘.’ CLI 31 eoliiwl %

b <« ! » Controller Interface ;f coluiw! %
SNMP jl oolaw! %
aly Sb cus sl WCS version 5.X 3l oolaswl
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P9y Elgl 4 (rmiamon ¢ g oo Ll wil S92 gy (g (6 ASulh 53 ol (Koo 45 Mo g1l b Juad (2 50
GO 2R CO gy e WS B yb |y OIS oy dilgs (oo a5 Floudiid g0 Olygiws (b SSSS b
CLI b 15 ) b @yl glgil Juad oyl 50 ¢ ol adls asul b cus Glp oo o9y Cawl (Ko

- 9903 edles 5950 1) (o g WES ¢ i (pund i

uly)lfm)o(_u‘)u)&..m

Wilgh (o0 45 10 (5,138 s g o B B Gl (5l . wS Sz 1) oIl g S w5 Y
igles JUab el 1y ol 5 &S 5,15

bl odly il S o 4 &S wlS S 1, SSID

ol a8 )55 41,8 asiul Blacklist ¢ 3o B awss S 1y 5 MAC (ol

LS ©ygabw 1) EAP-TLS Wilgi oo 31,15 Covmw g g (yiodro « duiS o0 o0l 802.1X 31 )51

- bl s pidad 4y 0 ACL bawgs o) TP w07 a9 oyatao

DOy o0d |y A & )l o iwd (Gel Wy g (yiedae U S S5 1y 8 Antivirus ¢ Firewall

il g Blas ) asud (b cae Gloj Wilsi (oo ¢ S (3] (o)

DN N NN

<

: Hidden Node 4 by o &S0

399 o 51 50T g jlas 41 ¢ bl 48,5 41,5 cell )b g5 50 Lol aiil AP (S5 (g 03900 53 15 90 4Spolsiia
4 e Lled 9 w8 (o0 Jlujl &y 900 (yloyad ebas ¢ wigicdy 1) RTS/CTS wiileis g w1 ;50085 &5 iy
. Wgs oo coOllision sl

Jloyl 4 yguzmo 1y Ll olg5 oo oymizxon . 315 ials |y Maximum Frame Size lg oo S 0| Jo (sl
oo AP Sl j1 ylgi 901s GidlS b )l ol a5 cawl Cell (g o0gumo (40,5 5 S 95 ;K0 oly . 590i RTS/CTS
RS (995 HSAS0 A 4T @S Hlslg |y ()l AT Candal )l (5 and I Bus L 88 )5 (o

:Exposed Node 4 bgs o oMo

2 delw olml el - bl S0y e a LS aisS o cadlad JUI G o a5 d g Jekw 90 aSiwliln
Ol a4zl . m )l (Libgod il JUIS ¥ L a5 B/G ud poly (sl a4l )0 (pguasy ¢ Wigdd (o0 5000 (59,
L2 o0 &y collision « wiss Jlwyl 59 Jolw 32

3)lge (& 50 Cuwld JUU (ppasi 09 pdd Plao b g g madd ¢ JSio (2l Jo sl 00l (09,
30 6y g JULS a5 usS soliiwl 802.112 31 wugd yommo L g o1 ploil 1y ba,yls ol oleis ol ySooo
. Q)‘;\f ‘50 OU)L}A’“
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:Near/Far 4 bgs yo oMo

ket cell) sy oo 35 590 (S )l 4 g canl o8 (LS AP JUSs o5 Cunciilo) 4 bgspe JSino )]
oy AP 4y wilgis Cell g abaiii oy 5 598 31 45 o 695 3T 310y JUKmw Lol ¢ (ool 553

&L g 00503 yasilo 1) ¢yl 3o yl5 JUSKw ilgi (o0 yiiS . asS solasw! oS GLBG! 31 aul i cp! Jo 6l
C0g0d 51, b o gl 1y JUSouw ¢lgis U wyled (o (e ceamlio (s Joxo j0 |y cwlio (g0l

: U e sl p CLI 51 ool

Jb y0 b il ewds associate as iy )5 cuud a5 cuwl Show client summary . suie Ol ygiws 51 S

SaBS o0 g bod |y wisiwd association

(Cisco Controller) =>show client summary

Number of Clients......i ittt iinnernnnnns 1

MAC Address AP Name Status WLAN Auth Protocol Port

00:13:e8:29:21:29 Lobby-AP Probing N/A No 802.11b 1

(Cisco Controller) =

. 9w Lod oolazwl show client detail jgiuws j1 ¢ y,)S o SL3> a9 glp

(Cisco Controller) >show client detail 00:15:af:0a:0b:71

Client MAC Address........ ..ot iininninnnnnnnnn 00:15:af:0a:0b:71
Client Username .........cveeunninnannnnnnsnannas N/A

AP MAC Address......iiiiiiennnaniinanssnnanasnnnns P0:1a:a2:fc:df:al
Client State....... i it it Probing

Wireless LAN JTd........ciiiiiiiiiinannnnnanannnnns N/A

BSSID. ..ot ittt s i i r s a e P@:1a:a2:fc:df:9f
Channel...... ..ot nnennnsnnnanasnnnss 11

IP Address. ... ..ccoiiiiiiinininnnennssnsnnnnsnssns Unknown
Association Id........ciiiiiiiniinnanniannsnnsens @

Authentication Algorithm.........cciiiiiiiiinnns Open System
Reason Code.....ouiiiiiiiiiiinnnerannannnannnnsns 0]
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Status Code. .. ittt i ittt i e s (0]

Session Timeout.. ... i 0

Client CCX version.....iveeiiuieninnnnnnssnnnnnnns No CCX support
I o T Disabled
QoS Level.....cou it nnannnas Silver
Diff Serv Code Point (DSCP)....ciiiiiiieiiiinnnns disabled
802.1P Priority Tag..vviveiiinniinnnennannrannnns disabled
WMM Support. . i i i i i e s Disabled
Mobility State....... ittt iiiiinnannan None
Mobility Move Count.....voviiiiiiiiiinnrnnnnnnnnn (0]
Security Policy Completed.......... ... .ot No
—More— or (g)uit

Policy Manager State.........iiiiiiiiiiiiinnnnnan START
Policy Manager Rule Created..........c.civiiiinnn Yes

NPU Fast Fast Notified................coiiiiiin, No

POlicy TYPE .ttt ittt it et e e e s N/A
Encryption Cipher....... it iineanaansnns None
Management Frame Protection...................... No

o Y o = Unknown
Interface. ... it i i i it e i s management
L 0

Client Capabilities:

CF Pollable.....ioiiiiiiiiiiinninnnnnnnnnns Not implemented
CF Poll Request....uciiiiniiiiinnnnnnnnan Not implemented
Short Preamble.........iiiiiiiiiiiiiininnen Not implemented
PBCC. ¢t e e Not implemented
Channel Agility...... it Not implemented
Listen Interval.......ccoiiiiiininnnnnnrnnns (/]

Client Statistics:

Number of Bytes Received................... 0
Number of Bytes Sent...........c i, 0
NMumber of Packets Received................. ]
Number of Packets Sent..................... @
Number of Policy Errors........ciiviiiennnn 0
Radio Signal Strength Indicator............ Unavailable

—More— or (g)uit

Signal to Noise Ratio..........ccoiouuuinnn.. Unavailable
Nearby AP Statistics:

TxExcessiveRetries: @

TxRetries: @

RtsSuccessCnt: @

RtsFailCnt: @

TxFiltered: @

TxRateProfile: [0,0,0,0,0,0,0,0,0,0,0,0]
Research_Lab-AP(slot @) .............. ...t
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antenna®: 5 seconds ago -93 dBm........ .. i antennail: 4293918453 seconds ago
-128 dBm

Lobby-AP(slot @) ...t iiiinnnnnnns
antenna®: 4293918453 seconds ago -128 dBm........ antennat: 5 seconds ago -94 dBm

Canridg (ot ¢ Sodmd STALIC (uKod « a0 oo (yLid Lol a3 SHOW Wil jgiwd a5 Fledbl 45wl ails as g
caodd (o0 Lo Lo a9 a9l 00,5 8,4lg 1) Wl ygiws (pl aSloy jo 1) Al Cuxdgo g

:debug ol ygiws glgl (a9 Gl . dusled colaiwl debug ol ygiws 31wl creal-time wleMbl oo gl

(Cisco Controller) =>debug ?

aaa Configures the AAA debug options.

airewave-director Configures the Airewave Director debug options
ap Configures debug of Cisco AP.

arp Configures debug of ARP.

bcast Configures debug of broadcast.

cac Configures the call admission control (CAC) debug options.
cdp Configures debug of cdp.

crypto Configures the Hardware Crypto debug options.
dhcp Configures the DHCP debug options.

client Enables debugs for common client problems.
disable-all Disables all debua messages.

dot11 Configures the 802.11 events debug options.

dotix Configures the 802.1X debug options.

iapp Configures the IAPP debug options.

ccxrm Configures the CCX_RM debug options.

ccxdiag Configures the CCX Diagnostic debug options.
locp Configures the LOCP debug options.

12roam Configures the L2 Roam debug options.

12age Configures debug of Layer 2 Ago Timeout Messages.
lwapp Configures the LWAPP debug options

mac Configures MAC debugging

--More-- or (g)uit

wldes debug mad addr 00:1a:a2:f9:ed:d0 jgiwws b Mo ol 45 Cawl cud i cpl @ 415 Wigy aidl
a5 0S o psino debug Iwapp events enable jgivss b o . 0sS o0 Jlad 0,5 ol sl |, Debug
- wlos oslizw! debugging g ¢ az 3l oo oslo MAC w1 (gl Wb Y S

9 b line 1y 995 Wlewdisd wuiled o0 SHOW debug jgiuws 31 ooluiww! b culys 4o

343w Jisb o debug disable-all yyis b 1y 53T, ol ol s plosl 5 gy &5 25 gol b
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: &b «ue sl Controller Interfce ;i ool

=9y Joleo lids « w3 web-interface Mo . S oo oS Al gl caus 4 a5 5510 g0l Wbl J s

Cisco

. ! show client summary giuss

ave Configurstion Ping Logout

MONITOR ~ WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT  COMMANDS — HELP

Monitor

Summary

F Access Points

F Statistics

F CDP

F Rogues
Clients
Multicast

Cisco

Clients

Current Filter None

Entriex 1 -1 of 1

Client MAC Addr AP Name WLAN Profile Protocol Status Auth  Port  WE
D0:13:ed:38:21:29  Lobby-aP Unknawn B02.11b Probing NO 1 N
€ | [ (]

MANAGEMENT / Logs / Message logs : Jyuis sl 10g oasd 5l cyizon
Save Configuretion  Ping  Logout Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Management

Summary

P SNMP
HTTP
Telnet-SSH
Serial Port

Local Management
Users

User Sessions

¥ Logs
Config
Message [ogs

Mgmt Via Wireless
» Tech Support
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Message Logs

Jul 08 18:14:45,425 apf_policy.c:538 APF-1- -
DISCONECT_MOBILE_DUE_TO_WLAN_SWITCH: Disconnecting mobile
00:20:e0:97:ad:b7 due to switch of WLANs from 1 to 2

Jul 08 18:14:459,410 apf_B80211.c:2138 APF-1-PROC_RSN_WARP_IE_FAILED: L
Could not process the RSN and WARP 1Es. station not using RSN (WPA2) on WLAN
requiring RSN.MobileStation: 00:20:e0:87:ad:b7, SSID:0pen.

Jul 07 23:48:35,264 spam_Irad.c: 20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

is being contained on slot D

Jul 07 23:43:38,386 spam_Irad.c:20933 LWAPP-L-AP_CONTAINED: AP Lobby-AP

is being contained on slot O

Jul 07 23:38:37.507 spam_lrad.c:20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

iz being contained on slot 0

Jul 07 23:28:35.751 spam_lrad.c:20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

is being contained on clot 0

Jul 07 23:23:34.873 spam_lrad.c:20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

i being contained on <lot 0

Jul 07 23:18:33,995 spam_lrad.c:20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

is being contained on slot

Jul 07 23:08:32,236 spam_Irad.c:20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

is being contained on slot 0

Jul 07 23:03:31,359 spam_lrad.c:20933 LWAPP-L-AP_CONTAINED: AP Lobby-AP

is being contained on slot 0

Jul 07 22:53:23.602 spam_lrad.c:20933 LWAPP-1-AP_CONTAINED: AP Lobby-AP

is being contained on slot 0

Jul 07 22:48:28,724 spam_lrad.c:20932 LWAPP-1-AP_CONTAINED: AP Lobby-AP

is being contained on slot D

Jul 07 22:38:25.964 spam_lIrad.c:20933 LWAPP-L-AP_CONTAINED: AP Lobby-AP

i5 being contained on slot 0

Jul 07 22:28:25.206 spam_lrad.c:20933 LWAPP-L-AP_CONTAINED: AP Lobby-AP  ~
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slade b level cul . ws ,1,8 logging ly alie sl level uily oo « SYslog s axio ;o (yaozxod
&y SleMbl ¢ bl 55, oue (plaz ¢ (M5 ek wled o0 ezl 1) Wigk capture wb a5 SleMbl
L9 g0 b 5 5391 &0

Facility Name Facility Level

Kernel 0

User Process 1

Mail 2

System Daemons 3

Authorization 4

Syslog 5

Line Printer

USENET 7

Unix-to-Unix Copy 8

Cron 9

— 10

FTP Daemons 11

System Use 1 12

System Use 2 13

System Use 3 14

System Use 4 15

Local Use 0 16

Local Use 1 17

Local Use 2 18

Local Use 3 19

Local Use 4 20

Local Use 5 21

Local Use 6 22

Local Use 7 23
otfrafn
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. %95 MANAGEMENT / Logs / Config sy 4 logging wleakasd wuss slp

o] | (i | s Saue Configurstion Bing  Logout Befresh
CISCO MONITOR ~ WLANs COMTROLLER. WIRELESS SECURITY  MANAGEMENT COMMAMNDS — HELP
Management Syslog Configuration
Syelog Server [P Address Add | Apply I
Summary
F SHMP syslog Servar
HTTP
Tolnet-55H Syslog Leve| Erors -
Serial Port Syslog Faciliby Loce| Us= 0 -
Local Management
s WMsg Log Configuration
B S s ons Buffered Log Level alars - Apply I
* Logs e ——
Corfig Consol= Log Leve| Errors -
Message [ogs File Info 7]

Mgmt Via Wireless
b Tech Support

Proc Info

Iy

Trace Info

=]

Content Ii

wiled . 38,5 Jlw,l LT & oS’ ol s log b 5,5 9,15 1, Syslog server o IP w)sl ol o0 YU 4o
. 990 odliiwl Syslog server ;ylge as 41381 o 5 SO 31 5led oo i L) « TFTP server

Jsluo g cauthentication ¢ ol )5 4 bgspo 5,lg0 « a8l jLisLuw 3550 4o SleMbl Jolis « b Message log
bl o b AP JUail 4 bgspo

: SNMP ;1 oolasiw!

¢ yol ol a5 ag 59T Caws 4 Y HBS Camdg Oyg0 40 ilise wledbl wiilg o « SNM gets/sets I ooliw! b
03w (o0 puno [y 593 oy 51 JHES (0,5 J S 9 Lo pie

coil Jled ol Cowl e 9 S ool SNMPVL : a5
. &wlread-only edl> ,0 SNMPv2c : a5 g5
L00,5 o 4oy g Cawl pol Sl SNMPv3 : a>g¥

. 2395 MANAGEMENT / SNMP / General iz 4 . SNMP i sl
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Cisco

MONIT WULANS

Save Configuration

L8 ROLLER  WIRELESS SECURITY  MANAGEMENT ANDS HELP

Management

Summary

- SNMP
General
SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP
Telnet-S5H
Serial Port

Local Management
Users

User Sessions

* Logs
Cenfig
Message logs

Mgmt Via Wireless
¥ Tech Support

SNMP System Summary

Name

Location

Contact

System Desoription
System Object 1D
SNMP Port Number
Trap Port Number
SNMP v1 Mode
SHMP vic Mode

SNMP v Mode

1WLEL

Ciseo Contrallar
1.36.1.4.1.14179.1.1.43
151

162

Disable -

Enable =

Enzblz -

. %95 MANAGEMENT / SNMP / Trp Logs s 4 auilei o0 « SNMP trap logs owss gl y cuszren

Cisco

MONITOR  WLANs

Save Conhguretion Bing

CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS

Management

Summary

¥ SNMP
General
SNMP V3 Users
Communities
Trap Receivers
Trop Controls
Trap Logs

HTTP
Telnet-SSH
Serial Port

Local Management
Users

User Sessions

¥ Logs
Caonfig
Message logs

Mgmt Via Wireless
F Tech Support
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Trap Logs

Number of Traps since last reset

Number of Traps since log last viewed

Log System Time

Thu Jul 10
15:53:54 2008
Thu Jul 10
15:53:54 2008
Thu Jul 10
15:50:54 2008
Thu Jul 10
15:48:02 2008
Thu Jul 10
15:47:54 2008
Thu Jul 10
15:47:54 2008
Thu Jul 10
15:47:54 2008
M Thu Jul 10
15:46:09 2008
Thu Jul 10
15:44:54 2008
9 Thu Jul 10
15:44:54 2008

1

N

R B I )

10 Thu Jul 10
15:41:54 2008
1 Thu Jul 10
15:40:09 2008
12 Thulul 1o
15:38:54 2008
13 Thu Jul 10
15:38:54 2008
14 Thu Jul 10
15:37:09 2008
15 Thu Jul 10

AR NSNS,

12975
12975

Trap

Rogue AP : 00:0b:85:7f:49:cf detected on Base Radio MAC : 00:1a:a2:fc:df:a0 Interface
no:0(802.11b/g) with RSSI: -95 and SNR: 2 and Classification: unclassified

Rogue AP : 00:1e:4a:e5:15:50 detected on Base Radio MAC : 00:1a:a2:fc:dzaD
Interface no:0(802.11b/g) with RSSI: -92 and SNR: 3 and Classification: unclassified
Rogue AP : 00:1e:d4a:e5:12:00 detected on Base Radio MAC : 00:1a:a2:fc:dfal
Interface no:0(802.11b/g) with RSSI: -88 and SNR: 3 and Classification: unclassified
Interference Profile Updated to Pass for Base Radio MAC: 00:1a:a2:fc:df:ad and
slotNo: 0

Rogue AP : 00:0b:85:76:/9:9e detected on Base Radio MAC : 00:1a:a2:fadf:a0
Interface no:0(802.11b/g) with RSSI: -88 and SNR: -1 and Classification: unclassified
Rogue AP : 00:0b:85:74:ed:ad detected on Base Radio MAC : 00:1a:a2:fc:df:a0
Interface no:0(802.11b/g) with RSSI: -80 and SNR: 2 and Classification: unclassified
Rogue AP : 00:19:a9:b5:16:70 detected on Base Radio MAC : 00:1a:a2:fc:df:a0
Interface no:0(802.11b/g) with RSSI: -88 and SNR: 0 and Classification: unclassified
Rogue AP : 00:1e:4a:e5:12:80 removed from Base Radio MAC : 00:1a:a2:fc:dfa0
Interface no:0(802.11b/g)

Rogue AP : 00:0b:85:74:ed:ae detected on Base Radio MAC : 00:1a:a2:fc:dfi:a0
Interface no:0(802.11b/g) with RSSI: -82 and SNR: -1 and Classification: unclassified
Rogue AP : 00:19:a9:cc:aB:30 detected on Base Radio MAC : 00:1a:a2:fc:df:a0
Interface no:0(802.11b/g) with RSSI: -94 and SNR: -4 and Classification: unclassified
Rogue AP : 00:0b:85:76:2b:4e detected on Base Radio MAC : 00:1a:a2:fc:df:a0
Interface no:0(802.11b/g) with RSSI: -86 and SNR: 3 and Classification: unclassified
Rogue AP : 00:0b:85:74:ed:ad removed from Base Radio MAC : 00:1a:a2:fc:dfi:a0
Interface no:0(802.11b/g)

Rogue AP : 00:1d:6a:d0:7:31 detected on Base Radio MAC : 00:1a:a2:fcdf:a0
Interface no:0(802.11b/g) with RSSI: -93 and SNR: 3 and Classification: unclassified
Rogue AP : 00:17:9a:9¢:35:60 detected on Base Radio MAC : 00:1a:a2:fc:df:a0
Interface no:0(B02.11b/g) with RSSI: -93 and SNR: 0 and Classification: unclassified
Rogue AP : 00:0b:85:74:ed:ae removed from Base Radio MAC : 00:1a:a2:fc:df:a0
Interface no:0(802.11b/g)

Rogue AP : oo:ob:as:n:ed‘:ao removed from Base Radio MAC : 00:1a:a2:fc:dfi:a0 5

it ol om0 L -

afrar]e
CISCO.

in Persian



 olylS LU cue sl WES version 5.X ;i ool

9310 g o955 ML b e 4 wiled o0 < Monitor / Client s (8, b

vl
cisco

Quick Search

ETAREESE 5

Search Clienls

Saved Search

--Select Search— -

Alarm Summarvo

dfrar)e
CISCO.

in Persian

Wireless Control System

Clients Summary

Most recent client notification ( View all...)

Clients Detected by Location Services

Associated/

m Monitor ¥ Reports ¥ Configure ¥  Mgbility «

Clients Event Type Date / Time
0:13:02:24:27:8 Deaythenticate 6/29/08 11:05 AM
00:1q:b3:c1:bb: Deaythenticats 6/29/08 10:36 AM
00:1c:b3:c1:bh: Deaythenticate 6/25/08 10:07 AM
00:1c:b3:cl:bbs Deaythenticate 6/29/08 9:38 AM
00:1c:b3:ci:bb:2n deaythenticate 6/29/08 9:10 AM
Manually Disabled Clients
Top 5 APs
AP Neme Map Location E’I 12 f':‘ gr_ Total
24 Home > 10944 SW
AP 1131 Gornge ST 1 1 2
a . Home > 10944 SW
AP 1131 Bonus Room Gram St > Floor o L D
AP 1247 RCD Unassigned 0 0 0
Home > 10944 oW
AP SNIFFER Gram SE> Floort © g "
LWAP? MESH ROOT U d i} ] ]

, Probing Total

CSG Lol 4 ol 50 Ty oS wilgl oo alise sl Uy 3l ooliiwl b b alarm f esliiw! 45 WS a>gi

Administration ~

User: SEVTLOC | virtwal Domain: root
Refresh | Print View | Logout

Tools v Haip.»

Client Count

16h|‘.d|1w|2\u ‘|w|3m &m ly|(unom
3.

[N

1200 1200 1800 21:00 0:00 300 00 300

&) =)

Client Troubleshooting

Client MacAddress
00:13:02:24:27:82 | Troubleshoot |

Diagnostic notifications received in last 24 hours: 0
Micw All...

E|

Sbyas : 50,8
ol yhs 1 o)
oS s> 19)5
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